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EMAIL SCAM ALERT 
 

On Thursday, August 28, 2008, Public Safety received several complaints from Columbia 
University Medical Center employees about suspicious emails claiming to be from Citibank informing 
them they need to verify their Citibank Card in order to avoid uninterrupted service. They have a link 
attached to this email that directs you to a bogus web page where they ask you for your username and 
password. This is a scam and has been reported to Citibank on this date.  Below are a copy of the 
attached email and a copy of the bogus web page that looks genuine.   
 
This is a reminder that your Citibank Card needs to be verified: 
In order to receive uninterrupted service, please verify your information immediately. 
To verify your card, please click the link below, log in and follow the provided steps: 
http://online.citibank-v.com/US/JSO/signon/DisplayUsernameSignon.do 
NOTE: PIN not required. 
Regards, 
CitiCards Customer Service 

 
 
 Please remember Banks and Credit Card Companies should never solicit for 
passwords, usernames or pin #’s via email. Please see CU IT’s page on Phishing Scams 
at http://www.columbia.edu/acis/announce/alerts.html#Phishing-5-13-2008. If you feel 
you have been a victim of this scam please contact your local branch or the undersigned.  
 
James Verdicchio, Senior Investigator 
Department of Public Safety 
212-305-0175 
August 28, 2008 


