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ABSTRACT
While many applicationserviceproviders have proposedusing
thin-client computingto deliver computationalservicesover the
Internet,little work hasbeendoneto evaluatetheeffectivenessof
thin-client computingin a wide-areanetwork. To assessthe po-
tentialof thin-clientcomputingin thecontext of futurecommodity
high-bandwidthInternetaccess,wehaveusedanovel, non-invasive
slow-motionbenchmarkingtechniqueto evaluatetheperformance
of several popular thin-client computingplatforms in delivering
computationalservicescross-countryover Internet2. Our results
show thatusingthin-client computingin a wide-areanetwork en-
vironmentcandeliveracceptableperformanceover Internet2,even
whenclient andserver arelocatedthousandsof milesaparton op-
positeendsof the country. However, performancevarieswidely
amongthin-client platformsandnot all platformsaresuitablefor
thisenvironment.While many thin-clientsystemsaretoutedasbe-
ing bandwidthef�cient, we show thatnetwork latency is oftenthe
key factorin limiting wide-areathin-clientperformance.Further-
more, we show that the sametechniquesusedto improve band-
width ef�ciency oftenresultin worseoverall performancein wide-
areanetworks. We characterizeandanalyzethe different design
choicesin the variousthin-client platformsandexplain which of
thesechoicesshouldbeselectedfor supportingwide-areacomput-
ing services.

1. INTRODUCTION
Rapid improvementsin network bandwidth, cost, and ubiquity
combinedwith the high total cost of ownershipof PC desktop
computershave createda growing market for applicationservice
providers (ASPs). Going beyond just web hosting, ASPsoper-
ate, maintain, and deliver customerdata and applicationsfrom
professional-manageddata centers,sparing their customersthe
headacheof buying andmaintainingtheir own hardwareandsoft-
ware.TheASPmarket is projectedto grow anorderof magnitude
to $25billion in worldwide revenueby 2004[16]. To provide the
infrastructureto deliver easier-to-maintaincomputationalservices
anywhereon theInternet,a growing numberof ASPsareembrac-
ing a thin-clientcomputingmodel[5,12,26].

A thin-client computingsystemconsistsof a server and a client
thatcommunicateover a network usinga remotedisplayprotocol.
Theprotocolallowsgraphicaldisplaysto bevirtualizedandserved
acrossa network to a client device, while applicationlogic is exe-
cutedon theserver. Using the remotedisplayprotocol,the client
transmitsuserinput to theserver, andtheserver returnsscreenup-
datesof theuserinterfaceof theapplicationsfrom theserver to the
client. Many of theseremotedisplayprotocolscaneffectively web-
enableapplicationswithout applicationmodi�cation. Examplesof
popularthin-clientplatformsincludeCitrix MetaFrame[6,20],Mi-
crosoftTerminalServices[9,21], AT&T Virtual Network Comput-
ing (VNC) [25] andTarantella[29,32]. Theremoteservertypically
runsa standardserver operatingsystemandis usedfor executing
all applicationlogic. Becauseall applicationprocessingis done
on the server, the client only needsto be ableto displayandma-
nipulatethe userinterface. The client caneitherbe a specialized
hardware device or simply an applicationthat runson a low-end
personalcomputer.

While many ASPshave proposedusing thin-client computingto
deliver computationalservicesover the Internet, little work has
beendoneto evaluatethe effectivenessof thin-client computing
in a wide-areanetwork (WAN). Thin-clientcomputingvendorsof-
tentout thebandwidthef�ciency of their platforms,but asnetwork
technologiesimproveandhigh-bandwidthInternetaccessbecomes
a commodity, bandwidthef�ciency alonemaynot bea goodmea-
sureof wide-areathin-clientperformance.ExistingASPshavepri-
marily focusedon supportingsimpleof�ce-productivity tools. It
is unclearif the remotedisplayapproachusedin thin-client com-
puting can effectively supportthe growing classof graphicsand
multimedia-orientedapplications.Becausetheimportanceof thin-
client computingwill only continueto increasewith the rapidly
growing ASP market, it is crucial to determinethe effectiveness
of thin-client computingin WANs on thekinds of web-basedand
multimediaapplicationsthat usersare alreadyusingandwill in-
creasinglybeusingin thefuture.

To assessthelimits of usingthin clientsto providewide-areaubiq-
uitouscomputing,we have characterizedthedesignchoicesof un-
derlying remotedisplaytechnologiesandmeasuredthe impactof
thesechoiceson the performanceof thin-client computingplat-
forms in delivering computationalservicescross-countryover In-
ternet2.For our study, we considereda diversityof designchoices
asexhibitedby six of themostpopularthin-clientplatformsin use
today:Citrix MetaFrame,Microsoft Windows 2000TerminalSer-
vices,AT&T VNC, Tarantella,SunRay[28,31], andX [27]. These
platformswerechosenfor their popularity, performance,anddi-
versedesignapproaches.We focuson evaluatingthesethin-client



Platform Display
Protocol

DisplayEncoding ScreenUpdates Compression Max Display
Depth

Transport
Protocol

Citrix MetaFrame ICA Low-level graphics Server-push,lazy RLE 8-bit color � TCP/IP
Microsoft Terminal
Services

RDP Low-level graphics Server-push,lazy RLE 8-bit color TCP/IP

Tarantella AIP Low-level graphics Server-push,eageror lazy
dependingonbandwidth,load

Adaptively enabled,
RLE andLZW at low
bandwidths

8-bit color TCP/IP

AT&T VNC VNC 2D draw primitives Client-pull, lazyupdatesbetween
client requestsdiscarded

Hextile (2D RLE) 24-bit color TCP/IP

SunRay SunRay 2D draw primitives Server-push,eager None 24-bit color UDP/IP
X11R6 X High-level graphics Server-push,eager None 24-bit color TCP/IP

� Citrix MetaFrameXP now offerstheoptionof 24-bit colordepth,but this wasnot availableat thetime of ourexperiments.

Table 1: Thin-client computing platforms

platformswith respectto their performanceon web andmultime-
dia applications,which areincreasinglypopulatingthecomputing
desktop. We conductedour experimentsusing Internet2because
it providesthekind of high-bandwidthnetwork accessthatwe ex-
pectwill becomeincreasinglycost-effective andaccessiblein fu-
tureWAN environments.

We identi�ed and isolatedthe impact of WAN environmentsby
quantifyingandcomparingtheperformanceof thin-clientsystems
in both WAN and local-areanetwork (LAN) environments. Be-
causemany thin-client systemsareproprietaryandclosed-source,
we employeda slow-motionbenchmark[38] techniquefor obtain-
ing our results,addressingsomeof the fundamentaldif�culties in
previous studiesof thin-clientperformance.Our resultsshow that
thin-client computingin a WAN environmentcandeliver accept-
ableperformanceover Internet2,even whenclient andserver are
locatedthousandsof miles aparton oppositeendsof the country.
However, performancevarieswidely and not all approachesare
suitablefor this environment. We show that commonlyusedper-
formanceoptimizationsthat work well for reducingthe network
bandwidthrequirementsof thin-clientsystemscandegradeoverall
systemperformancedueto latenciesseenin WAN environments.
Ourresultsshow thatasimplepixel-basedremotedisplayapproach
candeliver superiorperformancecomparedto morecomplex thin-
client systemsthatarecurrentlyused.We analyzethedifferences
in theunderlyingmechanismsof variousthin-clientplatformsand
explain their impactonoverall performance.

This paperis organizedas follows. Section2 detailsthe experi-
mentaltestbedandmethodologywe usedfor our study. Section
3 describesour measurementsandperformanceresults.Section4
discussesrelatedwork. Finally, we presentsomeconcludingre-
marksanddirectionsfor futurework.

2. EXPERIMENT AL DESIGN
The goal of our researchis to comparethin-client systemsto as-
sesstheir basicdisplayperformanceandtheir feasibility in WAN
environments.To explore a rangeof differentdesignapproaches,
we consideredsix popularthin-clientplatforms:Citrix MetaFrame
1.8 for Windows 2000,Windows 2000TerminalServices,Taran-
tellaEnterpriseExpressII for Linux, AT&T VNC v3.3.2for Linux,
SunRay I, andX11R6 on Linux. In this paper, we also refer to
theseplatformsby their remotedisplayprotocols,which areCitrix
ICA (IndependentComputingArchitecture),Microsoft RDP (Re-
moteDesktopProtocol),TarantellaAIP (Adaptive InternetProto-
col), VNC (Virtual Network Computing),SunRay, andX, respec-
tively. As summarizedin Table 1, theseplatformsspana range
of differencesin the encodingof display primitives, policies for

updatingtheclient display, algorithmsfor compressingscreenup-
dates,supporteddisplaycolor depth,andtransportprotocolused.
To evaluatetheir performance,we designedanexperimentalInter-
net2testbedandvariousexperimentsto exerciseeachof the thin-
clientplatformsonsingle-userweb-basedandmultimedia-oriented
workloads. Section2.1 introducesthe non-invasive slow-motion
measurementmethodologywe usedto evaluatethin-clientperfor-
mance. Section2.2 describesthe experimentaltestbedwe used.
Section2.3 discussesthe mix of micro-benchmarksandapplica-
tion benchmarksusedin ourexperiments.

2.1 MeasurementMethodology
Becausethin-clientsystemsaredesignedandusedvery differently
from traditionaldesktopsystems,quantifyingandmeasuringtheir
performanceeffectively canbedif�cult. In traditionaldesktopsys-
tems,an applicationtypically executesanddisplaysits outputon
thesamemachine.In thin-client systems,anapplicationexecutes
on a server machineandsendsits outputover a network to bedis-
playedon a client machine.Theoutputdisplayon theclient may
be completelydecoupledfrom the applicationprocessingon the
serversuchthatanapplicationrunsasfastaspossibleontheserver
without regardto whetheror not applicationoutputhasbeendis-
playedon theclient. Furthermore,displayupdatesmaybemerged
or evendiscardedin somesystemsto conservenetwork bandwidth.
Sincethe server processesall applicationlogic in thin-client sys-
tems, standardapplicationbenchmarkseffectively measureonly
serverperformanceanddonotaccuratelyre�ect userperceivedper-
formanceat theclient. Theproblemis exacerbatedby thefactthat
many thin-client systems,including thosefrom Citrix, Microsoft,
andTarantella,areproprietaryandclosed-source,makingit dif�-
cult to instrumentthemto obtainaccurate,repeatableperformance
results.

To addresstheseproblems,we employedslow-motionbenchmark-
ing to evaluatethin client performance.This methodemploys two
techniquesto obtain accuratemeasurements:monitoring client-
sidenetwork activity andusingslow-motionversionsof application
benchmarks.Wegiveabrief overview of this techniquebelow. For
a morein depthdiscussion,see[38]. We thenextendedthis tech-
niqueto comparerelative performanceacrossLAN andInternet2
network environments.

We monitoredclient-sidenetwork activity to obtaina measureof
user-perceived performancebasedon latency. Sincewe couldnot
directly peerinto the black-boxthin-client systems,our primary
measurementtechniquewasto usea packet monitor to capturere-
sulting network traf�c on the client-side. For example, to mea-
surethe latency of an operationfrom userinput to client output,



we couldusethepacket monitor to determinewhentheuserinput
is �rst sentfrom client to server andwhenthe screenupdate�n-
ishedsendingfrom server to client. Thedifferencebetweenthese
timescould be usedasa measureof latency. To accuratelymea-
sure user-perceived thin-client performance,measurementsmust
be performedat the client-side;server-side measurementsof ap-
plication performanceare insuf�cient. For instance,a video ap-
plicationmight deliver smoothplaybackon theserver-sideonly to
deliver poor video quality on the client-sidedueto network con-
gestion. It must be notedthat this measurementtechniquedoes
not include the time from when the client receives a screenup-
datefrom thenetwork to thetime theactualimageis drawn to the
screen.Themeasurementalsodoesnotincludethetimefrom when
client input is madeandthe input is sent. UsingVNC, oneof the
few open-sourcethin-client systems,we have veri�ed that mea-
surementsusingpacketmonitoringof slow-motionbenchmarksare
within � ve percentof internalclient andserver sourcecodeinstru-
mentation[38]. We thereforeassumedtheclient input anddisplay
processingtimeswerenegligible in our experiments.

We employed slow-motion versionsof applicationbenchmarksto
provide a measureof user-perceivedperformancebasedon thevi-
sualquality of displayupdates.While monitoringnetwork activ-
ity provides a measureof the latency of displayupdates,it does
not provide a suf�cient measureof the overall quality of the per-
formance. To addressthis problem, we alteredthe benchmark
applicationsusedby introducingdelaysbetweenthe separatevi-
sualcomponentsof eachbenchmark,suchasweb pagesor video
frames,sothatthedisplayupdatefor eachcomponentis fully com-
pletedon the client beforethe server begins processingthe next
displayupdate.We monitorednetwork traf�c to make surethede-
layswerelong enoughto provide a clearlydemarcatedperiodbe-
tweendisplayupdateswhereclient-server communicationdropsto
theidle level for thatplatform.Wethenprocesstheresultsonaper-
componentbasisto obtainthelatency anddatatransferredfor each
visual component,andobtainoverall resultsby taking thesumof
theseresults.Section2.3 describesin further detail how web and
videoapplicationbenchmarksweredelayedfor ourexperiments.

We comparerelative performanceacrossLAN andInternet2net-
work environmentsto isolatetheimpactof WAN environmentson
thin clientperformance,whichcanbequanti�edasthedifferencein
performancebetweenthetwo environments.Furthermore,this rel-
ative performancemeasureallows usto factorout effectsof client
processingtime, which we cannotdirectly measurebecauseof the
proprietarynatureof mostof the thin-client systems.We assume
thatclient processingtime doesnot changein any signi�cant way
asa resultof differentnetwork environmentsandwe veri�ed this
assumptionin thefew open-sourceplatformstested.

Ourcombinedmeasurementtechniquesprovide threekey bene�ts.
First, the techniquesensurethat displayeventsreliably complete
on theclient sothatpacket capturesfrom network monitoringpro-
vide anaccuratemeasureof systemperformance.Ensuringthatall
clientsdisplayall visualcomponentsin thesamesequenceprovides
a commonfoundationfor makingcomparisonsamongthin-client
systems.Second,thetechniquesdo not requireany invasive mod-
i�cation of thin-clientsystems.As a result,we areableobtainour
resultswithout imposingany additionalperformanceoverheadon
the systemsmeasured.More importantly, the techniquesmake it
possiblefor us to measurepopularbut proprietarythin-clientsys-
tems,suchasthosefrom Citrix andMicrosoft. Third,bycomparing
performancein LAN andWAN environments,weareableto isolate
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Figure1: Experimental testbed

andanalyzetheimpactof WAN effectsonthin clientperformance.

2.2 Experimental Testbed
Figure1 shows our Internet2testbed.Thetestbedconsistedof two
pairsof thin client/server systems,a packet monitormachine,and
a web server usedfor testingweb applications. The featuresof
eachsystemaresummarizedin Table2. To ensurea level play-
ing �eld, wherepossiblewe usedthesamehardwarefor all of our
tests;the only changewe madeto our con�guration wasfor test-
ing theSunRayplatform,which runsonly on Sunmachines.The
machineswerelogically groupedinto WestandEastsitesseparated
by a network, with thethin serverslocatedat theWestsiteandthe
remainingthreemachineslocatedat theEastsite.For theInternet2
experiments,we locatedtheWestandEastsiteson oppositecoasts
of theUnitedStatesat StanfordUniversityandColumbiaUniver-
sity, respectively. We selectedsitesthat were geographicallyfar
apartasa measureof the limits of usingthin-client computingin
wide-areaenvironments.

TheEastsiteconsistedof a PCthin client,a SunRaythin client,a
packetmonitormachine,andabenchmarkserver. Thepacketmon-
itor machinewasdedicatedto runningEtherpeek4 [13], asoftware
packet monitor that timestampsandrecordsall packet traf�c visi-
ble by the machine.Exceptfor the SunRay thin client, all other
Eastsite machineswereMicron Client Pro PCs,eachwith a 450
Mhz PentiumII CPU,128MB RAM, and14.6GB disk. TheSun
Rayclient wasconsiderablylesspowerful thanthePCclient,with
only a 100Mhz uSPARC CPUand8 MB of RAM. TheWestsite
consistedof a PC server anda Sunserver. The PC server wasa
Hi-TechUSA PCwith dual500Mhz PentiumIII CPUs,160MB
RAM, and22GB disk. TheSunserverwasanUltra-10Creator3D
with a 333 Mhz UltraSPARC IIi, 384 MB RAM, and9 GB hard
disk. All machineshad10/100BaseTNICs. As discussedin Sec-
tion 3.2, the slower Sunclient andserver hardwaredid not affect
thelessonsderivedfrom our experiments.

For the Internet2experiments,the EastandWestsiteswerecon-
nectedby theAbileneInternet2 backbone,anOC-48operatingat
2.5Gbps,typically very lightly loadedwith line utilization usually
below 10% on any given link of the backbone[1]. A total of 14
hopsseparatethemachinesat theEastsite from thoseat theWest
site. The Eastsite is threehopsaway from a network provider
thatconnectsto theAbileneInternet2backbonevia anOC-12(622
Mbps),with all links beingOC-3(155Mbps)or greater. TheWest
site is threehopsaway from a GigaPOPthat connectsto theAbi-
leneInternet2backbonevia an OC-12,with all links beingOC-3
(155Mbps)or greater. Themachinesat eachsiteareconnectedto
a100Base-Thubwhich is uplinkedto therespectivecorenetworks
via 100Base-Tfull-duplex switches.Sincetheminimumavailable
bandwidthalongany edgeof thenetwork was100Mbps,the the-
oretical maximumbandwidthof our connectionwas 100 Mbps.



Role / Model Hardware OS/ Window System Software
PCThin Client 450MHz Intel PII MS Win 2000Professional Citrix ICA Win32 Client
Micron ClientPro 128MB RAM CalderaOpenLinux2.4, MS RDP5Client
(Eastsite) 14.6GB Disk XFree863.3.6, VNC Win32 3.3.3r7Client

10/100BaseTNIC KDE 1.1.2 TarantellaWin32 Client
NetscapeCommunicator4.72

SunThin Client 100MHz SunuSPARC IIep SunRayOS N/A
SunRayI 8 MB RAM
(Eastsite) 10/100BaseTNIC
Packet Monitor 450MHz Intel PII MS Win 2000Professional WildPackets' Etherpeek4
Micron ClientPro 128MB RAM
(Eastsite) 14.6GB Disk

10/100BaseTNIC
BenchmarkServer 450MHz Intel PII MS Win NT 4.0Server SP6a Ziff-Davis i-Bench1.5
Micron ClientPro 128MB RAM MS InternetInformationServer
(Eastsite) 14.6GB Disk

10/100BaseTNIC
PCThin Server 2 500MHz Intel PIII MS Win 2000AdvancedServer Citrix MetaFrame1.8
Hi-TechUSA 160MB RAM CalderaOpenLinux2.4, MS Win 2000TerminalServices
(Westsite) 22GB Disk XFree863.3.6, AT&T VNC 3.3.3r7for Win32

10/100BaseTNIC KDE 1.1.2 TarantellaExpress
AT&T VNC 3.3.3r2for Linux
NetscapeCommunicator4.72

SunThin Server 333MHz UltraSPARC IIi SunSolaris7 Generic106541-08 SunRayServer 1.2 10.dBeta
SunUltra-10Creator3D 384MB RAM OpenWindows 3.6.1,CDE1.3.5 NetscapeCommunicator4.72
(Westsite) 9 GB Disk

2 10/100BaseTNICs
Network Simulator 450MHz Intel PII MS Win NT 4.0Server SP6a ShunraSoftwareTheCloud1.1
Micron ClientPro 128MB RAM
(simulatortestbed) 14.6GB Disk

2 10/100BaseTNICs

Table 2: Testbedmachinecon�gurations

Basedon our own measurementsanda monthof sampleddataob-
tainedby the NationalLaboratoryfor Applied Network Research
(NLANR), pingresultshaveshown themeanroundtrip time(RTT)
latency to beapproximately66.35mswith a standarddeviation of
4.52msanda minimumRTT of 64 ms [2,3]. Themeasuredper-
centagepacket loss over this Internet2connectionwas lessthan
0.05%.

Becauseall of the thin-client systemstested,exceptfor SunRay,
usedTCP asthe underlyingnetwork transportprotocol,we were
careful to considerthe impact of TCP window sizing on perfor-
mance.TCPwindows shouldbeadjustedto at leastthebandwidth
delayproductsize to maximizebandwidthutilization [19]. Oth-
erwise,the effective bandwidthavailablecan be severely limited
becausethe largestamountof datathat canbe in transit without
acknowledgementis theTCPwindow sizebeingused.Whenat the
default window sizeof 16 KB underWindows [11] andat our av-
erageRTT latency of 66 ms,thereis a maximumtheoreticalband-
width availability of only 1.9Mbps.With anRTT latency of 66ms,
theoptimalTCPwindow sizeis 825KB in orderto takefull advan-
tageof the100MbpsInternet2network bandwidthcapacityavail-
able.Becauseof this,we decidedto testwith theoperatingsystem
defaults as well as a high network latency optimizedlarge TCP
window setting.To make thingssimpleandensurethatthewindow
sizewaslargeenoughevenif thenetwork latency increased,alarge
TCPwindow sizeof 1 MB wasused.After makingthis optimiza-
tion, iperf [33] was usedto determinethat the actualbandwidth
availableto usover Internet2wasapproximately45 Mbps. For all
of theexperimentson TCP-basedthin-clientsystems,we alsoen-
suredthat theTCP sliding window reachedtheTCP window size
beforerunningtheapplicationbenchmarks.

To verify our resultsin amorecontrollednetwork environmentand

to provide a basisfor comparison,we alsoconstructeda local iso-
latedtestbedfor comparisonpurposes,alsoshown in Figure1. The
local testbedstructurewassimilar to the Internet2testbed,except
thata network simulatorwasusedinsteadof Internet2for thenet-
work connectionbetweenthe Eastand West site. The network
simulatorusedwas a Micron Client Pro PC with two 100BaseT
NICsrunningTheCloud[7], anetwork simulatorthathastheabil-
ity to adjustthe bandwidth,latency, andpacket lossratebetween
the EastandWestsites. We usedthe local testbedin two ways.
First,weusedthelocal testbednetwork asa100Mbpslow latency
LAN testbedenvironmentto allow us to comparethin client per-
formanceover Internet2versusa LAN environment. Second,we
adjustedthelocaltestbednetwork characteristicsto matchthemea-
suredcharacteristicsof theInternet2testbedsothatwecouldverify
our Internet2testbedmeasurementsin a morecontrollednetwork
environment. All platformswereevaluatedin both Internet2and
thesimulatedInternet2testbedexceptfor SunRay, whichwasonly
evaluatedin thesimulatedInternet2testbeddueto thedif�culty of
con�guring its dynamicauthenticationover Internet2. Therewas
no signi�cant differencein our measurementsin this simulatedIn-
ternet2testbedcomparedto our measurementsduring periodsof
light network load over Internet2. We thereforeassumethat Sun
Raywouldalsohavenosigni�cant performancedifferencebetween
thetwo testingenvironments.We alsodeterminedthattheamount
of packet lossobserved over Internet2waslow enoughto becon-
siderednegligible in our experimentsby comparingmeasurements
with both0% lossand1% losson our simulatedInternet2testbed.
In all testsperformed,therewasno signi�cant differencebetween
thetwo cases.

To minimize applicationenvironmentdifferences,we usedcom-
mon thin-client con�guration options and commonapplications
acrossall platformswhenever possible. Whereit was not possi-



ble to con�gure all the platformsin the sameway, we generally
useddefault settingsfor the platformsin question. In particular,
unlessotherwisestated,the video resolutionof the client wasset
to 1024x768resolutionwith 8-bit color, compressionand mem-
ory cachingwereleft on for thoseplatformsthatusedit, anddisk
cachingwasturnedoff by default in thoseplatformsthatsupported
it. A studyontheimpactof cachingonthin-clientsystemsin WAN
environmentsis ongoingbut is beyondthescopeof this paper. For
eachthin-clientsystem,weusedtheserveroperatingsystemwhich
deliveredthebestperformancefor thegivensystem;TerminalSer-
vicesonly runson Windows, Citrix ran beston Windows, Taran-
tella,VNC, andX ranbestonUNIX/Linux, andSunRayonly runs
on Solaris.

2.3 Application Benchmarks
To measurethe performanceof the thin-clientplatforms,we used
threeapplicationbenchmarks:a latency benchmarkfor measur-
ing responsetime, a webbenchmarkfor measuringwebbrowsing
performance,and a video benchmarkfor measuringvideo play-
backperformance.The latency benchmarkwasusedasa micro-
benchmarkto measuresimpleoperationswhile thewebandvideo
benchmarkswereusedto provide a morerealisticmeasureof real
applicationperformance.Wedescribeeachof thesebenchmarksin
furtherdetailbelow. In particular, thewebandvideobenchmarks
wereusedwith theslow-motionbenchmarkingtechniquedescribed
in Section2.1to measurethin client performanceeffectively.

2.3.1 LatencyBenchmark
Thelatency benchmarkusedwasasmallJavaappletthatpermitted
usto run � veseparatetests:

� Letter: a charactertyping operation that took a single
keystroke as input and respondedby displayinga 12-point
capitalletter'A' in sansserif font.

� Scroll: atext scrollingoperationthatinvolvedscrollingdown
apagecontaining450wordsin 58linesin 12-pointsansserif
font, with 14 of the linesdisplayedin a 320x240pixel area
at any onetime.

� Fill: a screen�lling operationin which the systemwould
respondto amouseclick by �lling a320x240pixel areawith
thecolor red.

� RedBitmap: a bitmapdownloadoperationin which thesys-
temwouldrespondto amouseclick by displayinga1.78KB
JPEGredbitmapat 320x240pixelsin size.

� Image: an imagedownload operationin which the system
would respondto a mouseclick by displayinga 15.5 KB
JPEGimageat 320x240pixelsin size.

For our experiments,we measuredthe latency of eachtest from
thetime of userinput until thetime thattheclient receivesthelast
screenupdatefrom theserver. This time is measuredusingpacket
tracedatacollectedby thepacket monitor. The time is calculated
asthedifferencebetweenthetimestampof the�rst client-to-server
packet andthetimestampof thelastserver-to-clientpacket for the
respective test.

2.3.2 WebBenchmark
ThewebbenchmarkweusedwasbasedontheWebText PageLoad
test from the Ziff-Davis i-Benchbenchmarksuite[14]. The orig-
inal i-Benchweb benchmarkis a JavaScript-controlledload of a

sequenceof 54 web pagesfrom the web benchmarkserver. Nor-
mally, as eachpagedownloads,a small script containedin each
pagestartsoff the subsequentdownload. The pagescontainboth
text and bitmap graphics,with somepagescontainingmore text
while otherscontainmoregraphics.TheJavaScriptcyclesthrough
the pageloadstwice, resultingin a total of 108 web pagesbeing
downloadedduring this test. Whenthe benchmarkis run from a
thin client, the thin server would executethe JavaScript that se-
quentiallyrequeststhetestpagesfrom thei-Benchserverandrelay
thedisplayinformationto the thin client. For thewebbenchmark
usedin our tests,we modi�ed theoriginal i-Benchbenchmarkfor
slow-motion benchmarkingby introducingdelaysof several sec-
ondsbetweenpagesusingtheJavaScript,suf�cient in eachcaseto
ensurethat the thin client received anddisplayedeachpagecom-
pletely andtherewasno temporaloverlapin transferringthedata
belongingto two consecutive pages. We usedthe packet moni-
tor to recordthe packet traf�c for eachpage,and then usedthe
timestampsof the �rst andlast packet associatedwith eachpage
to determinethedownloadtime for eachpage.We usedNetscape
Navigator4.72to executethewebbenchmark,asit is availableon
all theplatformsin question.Thebrowser'smemorycacheanddisk
cachewereenabledbut clearedbeforeeachtestrun. In all cases,
theNetscapebrowserwindow was1024x768in size,sotheregion
beingupdatedwasthesameon eachsystem.

2.3.3 VideoBenchmark
The video benchmarkused processesand displaysan MPEG1
video �le containinga mix of news and entertainmentprogram-
ming. Thevideoisa34.75secondclip thatconsistsof 834352x240
pixel frameswith an ideal frame rate of 24 frames/sec.The to-
tal sizeof the video �le is 5.11MB. The thin server executedthe
videoplaybackprogramto decodetheMPEG1videothenrelayed
the resultingdisplay to the thin client. In systemswhich have a
lazy screenupdatemechanism,acting as frame buffer scrapers,
framesthat aredrawn to the virtual framebuffer on the server be-
tweenscreenupdaterequestsaresimply not relayedto the client.
In systemswhich have aneagerupdatemechanismwherethedis-
play updatesareencodedandsentat the time the server window
systemcommandoccurs,thevideoapplicationmeasuresthe time
differentialbetweenthetimetheframeupdatewasissuedandcom-
pleted. If the time differential is too great, the applicationthen
dropsthe intermediateframesto compensate.Becauseof this be-
havior, wemeasuredvideoperformanceusingslow-motionbench-
marking by monitoring resulting packet traf�c at two playback
rates,1 frames/second(fps) and24 fps. Although no userwould
wantto play videoat 1 fps,we took themeasurementat thatframe
rateto ensureall datapacket from thethin server to theclientwere
recordedin order to establishthe referencedatasize transferred
from the thin server to the client that correspondsto a ”perfect”
playback. To measurethe normal 24 fps playbackperformance
andvideoquality, we monitoredthepacket traf�c deliveredto the
thin client at thenormalplaybackrateandcomparedthetotal data
transferredto the referencedatasize. This ratio multiplied by 24
fps would yield the realeffective framerateof the playback[38].
For the video benchmark,we usedtwo different playerscapa-
ble of playingMPEG1�les. We usedMicrosoft Windows Media
Playerversion6.4.09.1109for theWindows-basedthin clientsand
MpegTV version1.1 for theUnix-basedthin clients.Both players
wereusedwith non-videocomponentsminimizedso that the ap-
pearanceof thevideoapplicationwassimilaracrossall platforms.

3. EXPERIMENT AL RESULTS
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Figure7: ImageLatency

We ran the threebenchmarkson eachof the six thin-client plat-
formsandmeasuredtheir resultingperformancein both the Inter-
net2testbedandthe local LAN testbedenvironments.Theresults
reportedherefor the local testbedwere with the network simu-
lator con�gured to representa 100BaseTLAN network environ-
ment.Resultsareshown bothin termsof theamountof datatrans-
ferredandthe respective latenciesto indicateboth the bandwidth
ef�ciency of the thin-clientsystemsaswell overall user-perceived
performance.For thin-client systemsbasedon TCP/IP, we report
resultsoverInternet2for boththedefaultTCPwindow sizesandthe
large1 MB window sizesused.Section3.1 presentsan overview
of themeasurementsobtainedandprovidessomemetricsof perfor-
mancefor eachapplicationbenchmark.Thesemeasurementspro-
vide the �rst quantitative performancecomparisonsof thin-client
systemsin WAN environments. Section3.2 discussesthe impli-
cationsfor how thin-client systemsshouldbe designedfor WAN
environments.

3.1 Measurements
Figures2 to 7 show the resultsof runningthe latency benchmark
on eachof thesix thin-clientsystems.The�gures referto thethin-
client systemsbasedon their remotedisplayprotocols. Figure2
shows the amountof datatransferredfor eachoperationon each
thin-clientsystemover Internet2.Thedatatransferredfor theLAN
andInternet2with largeTCPwindow sizeswassimilar for almost
all platformsandis not shown dueto spaceconstraints.Tarantella
AIP wasanexceptionandis discussedfurtherin Section3.2.4.Fig-
ures3 to 7 show thelatency of theletter, scroll, �ll, redbitmap,and
imageoperationson eachsystem,respectively. Generally, for sim-
ple taskssuchastyping,cursormotion,or mouseselection,system
responseshouldbelessthanthe50-150msthresholdof humanper-
ceptionto keepusersfrom noticingany delay[30]. Figures3 to 7
show thatseveralof thesystemsperformedbetterthanthe150ms
thresholdfor many of theoperations.SunRaystandsoutashaving
lessthan100mslatency for bothLAN andInternet2environments
for almostall operations.Only the imageoperationtook a little
longerthan150ms,andthe150msthresholdusedfor simpletasks
arguablydoesnotapplyfor sucha complex operation.

Figures8 and 9 show the resultsof running the web benchmark
on eachof thesix thin-clientsystems.Figure8 shows theaverage
amountof datatransferredperwebpageoveraLAN, Internet2,and
Internet2with 1 MB TCPwindow sizes.Theamountof datatrans-
ferredfor eachplatformwasapproximatelythesamein eachof the
network conditionstested.TarantellaAIP transferredslightly less
dataover Internet2comparedto theLAN. However, thedifference
was lessthanten percentandis attributableto the adaptive com-
pressioncapabilitiesof theplatform,asdiscussedin Section3.2.4.
Figure9 shows theaveragelatency perwebpage.Usability stud-
ies have shown that web pagesshouldtake lessthan onesecond
to downloadfor theuserto experiencean uninterruptedbrowsing
process[23]. Our resultsshow that while VNC achieved thebest
Internet2webperformance,mostof theplatformsperformedwell
over Internet2,with eachwebpagetakinglessthanasecondonav-
erageto downloadanddisplay. Only X showedpoorperformance
over Internet2,takingover six secondson averageto displayeach
webpage.

Figures10 to 12 show theresultsof runningthevideobenchmark
oneachof thesix thin-clientsystemsoveraLAN, Internet2,andIn-
ternet2with 1 MB TCPwindow sizes.Figure10shows theamount
of datatransferredduring normal video playbackat 24 fps. Un-
like the latency andweb benchmarkresults,therearesubstantial
differencesin theamountof dataeachplatformtransferredamong
the differentnetwork conditionstested.Figure10 alsoshows the
amountof datatransferredduring video playbackwhenthe play-
backratewassetto 1 fps. At 1 fps, all of the video frameswere
renderedcompletelyon theclient andthedatatransferredfor each
platformwassimilaroverLAN, Internet2,andInternet2with 1 MB
TCP windows. Figure11 shows the videoplaybacktime on each
system.Exceptfor X, therewasrelatively little variationin play-
backtime acrossdifferentnetwork environments.Figures10 and
11 takentogetherindicatethatwhenthethin-clientsystemscannot
deliver thevideoat thedesiredplaybackrate,mostof themsimply
discarddataratherthanslowing down thevideo. Figure12 shows
thequalityof videodeliveredoneachthin-clientsystem,calculated
asdescribedin Section2.3.3by comparingthemeasuredresultsat
24 fps versusthesloweddown playbackat 1 fps. Unlike theweb
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Figure9: Web Latency

benchmarkin which mostof thethin-clientsystemsdeliveredrea-
sonableperformance,Figure12 shows thatmostof the thin-client
systemsperformedpoorlyon thevideobenchmarkover bothLAN
andInternet2environments.Only SunRay'sperformancewasrea-
sonableover Internet2,deliveringroughly70%videoquality. The
videoqualityachievedonall of theotherplatformswasbelow 35%
andgenerallynotusable.

For mostof the TCP-basedthin-client platforms,therewasnot a
signi�cant performancedifferencewhenrunningthe benchmarks
over Internet2with default TCP window sizesversusthe 1 MB
TCPwindow sizes.Figures9 and12 show thatTarantellaAIP and
VNC performedbetterwith the larger TCP window sizeson the
web andvideo benchmarks,respectively. The more pronounced
performancedifferenceoccurredwith the video benchmark.The
useof larger TCP window sizesmadea bigger differencethere
dueto the higherdatabandwidthrequirementsof video. In some
cases,using larger window sizesresultedin slightly higherover-
head.Whenusingincreasedwindow sizes,RFC1323optionsmust
be usedwhich increasesthe sequencenumber�eld from 2 bytes
to 4 bytesperpacket andaddsanadditionalwindow scaling�eld.
Theseadditional�elds mayaddsomeoverheadto theprocessingof
eachpacket, theeffectof whichis exaggeratedwhenthepayloadof
thepacket is small. Theseadditional�elds alsoresultedin slightly
moredatabeingtransferredwhenusinglargewindow sizes,but the
differencewasonly a few percentin all cases.

3.2 Inter pretation of Results
The measurementspresentedin Section3.1 show that usingthin-
client computingin a WAN environmentcan deliver acceptable
performanceover Internet2,even when client and server are lo-
catedthousandsof milesaparton oppositeendsof thecountry. In
particular, SunRay deliveredexcellentperformanceon all of the
applicationbenchmarksmeasured.However, performancevaries
widely amongthin-clientplatformsandnot all platformsaresuit-
ablefor this environment. Due to spaceconstraints,it is not pos-
sible to describeall resultsandtheir implicationsin detail in this
paper. However, we discuss� ve principlesthat shouldserve as
guidelinesin designingthin-client systemsfor supportingwide-
areacomputingservices: optimize latency over bandwidth,par-
tition client/server functionality to minimize synchronization,use
simplerdisplayprimitivesfor speed,compressdisplayupdates,and
pushdisplayupdates.

Our resultsarebasedon measurementsthatdo not accountfor the
impactof lossandcongestionfound in commodityWAN environ-
ments.Wehavedonepreliminarytestingin thesimulatedInternet2
testbedwith a 10% randompacket loss,which resultsin low link
utilization [17]. Thesetestssuggestthat the principlesdiscussed
herearelikely to continueto hold trueunderlossandcongestion,
but further study is requiredand is the beyond the scopeof this

paper.

3.2.1 OptimizeLatencyvsBandwidth
Although thin-client computingvendorsoften tout the bandwidth
ef�ciency of theirplatforms,ourmeasurementsshow thattheband-
width ef�ciency of a thin-client systemis not a goodpredictorof
performanceover Internet2.Figures2, 8, and10 show thatCitrix
ICA and Microsoft RDP usually transferredlessdataoverall for
eachbenchmarkcomparedto theothersystemswhile SunRaytyp-
ically transferredthemostamountof dataoverall for eachbench-
mark. However, in termsof user-perceivedperformance,our mea-
surementsshow that overall Sun Ray signi�cantly outperformed
both ICA andRDP over Internet2for both the latency andvideo
benchmarksandwascomparablefor thewebbenchmark.For the
latency benchmark,Figures3 to 7 show that ICA andRDP have
responsetimes that balloon to over 400 ms over Internet2while
SunRayresponsetimesremainnear150msor less.For thevideo
benchmark,Figure12 shows thatSunRaydeliveredvideoquality
thatwasmorethanfour timesbetterthaneitherICA or RDP. For
the web benchmark,the web browsing latency for Sun Ray was
comparableto ICA andbetterthanRDPdespitesendingalmostan
orderof magnitudemoredata. Furthermore,while ICA andRDP
sentthe leastamountof dataper page,30 KB and41 KB respec-
tively, VNC hadthe lowestlatency over Internet2with anaverage
pagelatency of 410 ms, 50 percentfasterthan ICA andtwice as
fastasRDP.

Our measurementsshow that bandwidthavailability in LAN or
Internet2environmentswas not the main performancelimitation
for both the latency andwebbenchmarks,assumingappropriately
sizedTCP windows. For the latency benchmark,the mostband-
width consumedfor any of the operationswas 11 Mbps for the
imageoperationon SunRay. For thewebbenchmark,no platform
consumedmorethan5 Mbpsonaverage.Only in thevideobench-
mark did one of the platforms,Sun Ray, approachthe limits of
bandwidthavailable,consumingroughly 33 Mbps. However, de-
spiteusingthemostbandwidthfor thevideobenchmark,SunRay
deliveredby far thebestvideoperformanceover Internet2.

Insteadof network bandwidthbeing the primary bottleneck,our
measurementscomparingthin client performanceover Internet2
versustheLAN show thatnetwork latency hadasigni�cant impact
on thin client performance.For the latency benchmark,Figures3
to 7 show that the latency of operationsover Internet2for almost
all of the thin-client systemswereroughly 65 ms or more longer
thantheresultsfor thesameoperationover theLAN testbed.AIP
wasanexceptionto this which we discussfurtherin Section3.2.4.
Thereasonfor theaddedlatency is becauseeachoperationrequires
theclient to sendinput to theserverandtheserver to replywith the
displayupdate,which entailsat leastoneroundtrip acrossthenet-
work. Sincethe RTT for Internet2is roughly 65 ms longer than
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Figure12: Video Quality

the LAN, it shouldbe expectedthat the operationswould take 65
ms longerover Internet2versustheLAN. Whatwasnot expected
is thatonly SunRayandVNC took no morethanoneRTT longer
for eachoperationover Internet2versustheLAN. All of theother
systemsincurredmorethanoneRTT of additionallatency over In-
ternet2versusthe LAN for someof the operations.This implies
thatX, ICA, RDP, andAIP in somecasesrequiredmultiple round
trip timesto completeasimpleoperation,makingthemlesstolerant
of theincreasednetwork latenciesfoundin WAN environments.

For the web benchmark,our measurementsalsoshow the impact
of network latency on thin-client performance. Figure 9 shows
thattheaverageperwebpagedownloadlatency over Internet2was
roughly 65 ms or morelongerthanthe samelatency over a LAN
for agivenplatform.In ourInternet2testbedshown in Figure1, the
thin-clientserverwaslocatedacrosstheInternet2network from the
web server. Sincethe thin-client server is local to the web server
in theLAN, we canexpectanextra Internet2RTT delayin down-
loadingawebpageover Internet2versustheLAN becauseof extra
delaybetweengettingthecontainerHTML pageto the thin-client
server andthesubsequentretrieval of the images.In addition,the
Netscapestatuswidgetsalso inducean additionalInternet2RTT
over Internet2. Sincethe web browsercachesthe web pages,the
secondrunthroughthe54webpagesdoesnotcausethebrowserto
re-requestthewebpagesfrom thewebserver. As aresult,thereisat
bestatwo RTT additionaldelayfor the�rst 54pagesonly, or anav-
erageof oneRTT additionaldelayperpage.Only SunRay, VNC,
andICA incurredthis minimum increaseddelayfor the Internet2
versusLAN web benchmarkresults. While thesethreeplatforms
performedthe bestover Internet2,the amountof datatransferred
for thesesystemsvariedfrom thesmallestto thelargestamountof
datatransferfor all of the platforms,showing no correlationwith
bandwidthconsumption.

Our resultsdemonstratethe importanceof designingwide-area
thin-client systemswith a focuson toleratingnetwork latency as
opposedto just minimizing network bandwidth.As network tech-
nologiesimprove andhigh-bandwidthInternetaccessbecomesa
commodity, the fundamentalphysicallimits of propagationdelay
leadus to believe that theability of thin-client systemsto tolerate
latency will beanincreasinglydominantfactorin determiningtheir
performance.

3.2.2 Partition Client/Serverto Minimize Synchro­
nization

The designof a thin-client systemrequiresthat the functionality
of the systembe partitionedin somemannerbetweenthe client
andtheserver. An importantpartitioningissueis to whatextent is
theclient's graphicaluserinterfacefunctionalitysupportedon the
client versusthe server. For instance,SunRay andVNC do not
supportany windowing functionsontheclientbut insteadmaintain

all thin-clientwindow systemstateat theserver. Ontheotherhand,
X maintainssigni�cant window systemstateat theclient to allow
the client to locally managewindow positioning,colormapinfor-
mation,font libraries,etc.X standsapartfrom theotherthin-client
systemsin thedegreein which it useslocal client window system
state,whichalsomakestheclient-sideof anX systemmoreheavy-
weightthanthoseof otherthin-clientsystems.Comparedwith Sun
RayandVNC, thepartitioningof functionalitybetweenclient and
server in X potentiallyallowsX to performmoreoperationslocally
at theclient,but mayrequiremorecoordinationbetweentheclient
andserver for displayupdatessentfrom theserver.

While the X approachperformsquite well over a LAN, overall it
performsfar worseover Internet2thanall of the otherthin-client
systems.For the latency benchmark,Figures3 to 7 show that X
incurredtwo to threeInternet2RTT of additionallatency over In-
ternet2versusa LAN for all operationsexcepttheletteroperation.
This is in starkcontrastwith theotherplatformswhich for many of
theoperationsonly sufferedtheminimumof oneRTT of additional
latency over Internet2versusa LAN. Given the Internet2RTT of
66ms,X hasover 130msof additionallatency for operationsover
Internet2,resultingin slower responsetime that is very noticeable
to the user. For the web benchmark,Figure9 shows that X pro-
videsthebestperformanceoveraLAN, but theabsoluteworstper-
formanceover Internet2. X on averagetook well over 6 seconds
perwebpageover Internet2.For thevideobenchmark,Figure12
shows againthatX providesthebestvideoquality over a LAN but
only 11% video quality over Internet2,the worst video quality of
all theplatformsassuminglargeTCPwindows. Ourresultssuggest
that this partitioningof client/server displayfunctionality in X re-
quiresa higherdegreeof synchronouscoordinationbetweenclient
andserver thansystemswhich do not employ asmuchlocal client
window systemfunctionality. Thebetterperformanceresultswith
thin-clientsystemssuchasSunRaysurprisinglysuggestthatmini-
mizing theamountof local clientwindow systemfunctionalitycan
resultin betteroverall performancein WAN environments.

Thevideobenchmarkperhapsmostclearlyshowstheproblemsthat
resultfrom synchronizationof theclientandserverwith theX pro-
tocol. In comparingtheamountof dataX transferredoverInternet2
versustheLAN asshown in Figure10,wecanseethattheprimary
problemis thatmostof thevideodatadoesnotgetsentto theclient.
TheX displaycommanddoesnotcompleteuntil theclientactually
receivesthe video framefrom the server andreturnsan acknowl-
edgement,incurringacross-countryroundtrip delayfor eachvideo
framedisplayed.Becausetheapplicationrealizesthatit cannotdis-
playthenext videoframeontime,it skipsaheadin thevideostream
until it �nds avideoframethatcanbedisplayedontime. Theinter-
mediatevideo framesaredroppedandnot displayed,resultingin
degradedvideoquality, effectively showing only oneout of every
10 frames.A secondaryfactorfor X' s poorvideoquality is that it
takesmuchlongerto playbackthevideostream.The17secondsof



extradelayisdueto thelevel of synchronizedcoordinationbetween
X clientandserver in allocatingthecolormapusedthroughoutthe
playbackof thevideo. We veri�ed thatthis wasnot just anartifact
of MpegTV by testingthepopularBerkeley MultimediaResearch
Center's mpeg play, whichalsoexhibitedthesameextradelay.

BecauseX is an application-level protocol, its performancede-
pendsheavily on whatX primitivesanapplicationis programmed
to use.X doeshave thehave theability to supportclient/serverdis-
play functionsthataremoredecoupledbetweenclient andserver.
However, our experimentswith widely-usedcommercialX appli-
cationssuchasNetscapeshow that it is not uncommonto �nd a
high proportionof synchronousdisplayfunctionsused. In partic-
ular, whenever thereis a returnvalue that reportsthe statusof a
request,the operationmust be completedsynchronouslyand the
applicationwaits for the returnvalue. Unfortunatelyin Netscape,
all of theroutinesthatdraw thetoolbarandthepageloadstatusbar
createa signi�cant numberof GetWindowAttributesand GetGe-
ometryrequests,which arebothsynchronousfunctions.If widely-
usedcommercialX applicationscan so easily have performance
problemsin WAN environments,it seemsclearthat theX system
itself is at leastpartially to blameeven if X primitivesmay exist
thatallow moredecoupledclient-server interactions.

We canquantifyto someextent thedegreeof synchronizationin a
system'sdisplayprotocolby theamountof extradelayexperienced
runningeachsystemover Internet2versusa LAN. For thelatency
benchmark,SunRay andVNC incur the minimum delayasdis-
cussedin Section3.2.1. ICA providesthenext bestperformance,
incurringtheminimumdelayexceptfor theimageoperation.RDP
doesa little worse,requiringtwo extra RTT of delayon both the
redbitmapandimageoperations.X doestheworst. Frominspect-
ing the packet capturesin the latency benchmark,it appearsthat
ICA andRDP performsomesort of synchronizedoperationafter
approximatelyevery 8 KB of databeingsent. Whenthis occurs,
the protocolseachwait a full RTT beforecontinuingwith the re-
mainingdatatransfer. This synchronizedexecutionalsolimits the
utility of usinglargerTCPwindow sizes,asisevidentby thelackof
improvementin performancewhenusinglargerTCPwindow sizes
versusdefault TCP window sizes. For the web benchmark,Sun
Ray, VNC andICA incur theminimumextra delayover Internet2
asdiscussedin Section3.2.1. They arefollowed in best-to-worst
relativeperformanceorderby RDP, AIP, andX. Unfortunately, due
to theproprietarynatureof ICA, RDP, andAIP, it wasnotpossible
to examinein detailthemechanismsbehindthesynchronizationof
theprotocols.

Overall, thedegreeof synchronizationin thedisplayprotocolhasa
much more signi�cant impact over Internet2than bandwidthef-
�ciency. Our resultsdemonstratethat to optimize performance
for the larger latenciesin WAN environments,the functionality
in a thin-clientsystemshouldbecarefullypartitionedbetweenthe
client andserver to minimize synchronizationbetweenclient and
server. If the client and server needto sendmessagesback and
forth severaltimesto performanoperation,themuchhigherround
trip latenciesover Internet2will result in signi�cant increasesin
latency for thegivenoperation.

3.2.3 UseSimplerDisplayEncodingPrimitives
Differentthin-clientsystemsusedifferentdisplayprimitivesfor en-
codingdisplayupdatesthat aresentfrom the server to the client.
Four typesof displayencodingprimitivesarehigh-level graphics,
low-level graphics,2D draw primitives,and raw pixels. Higher-

level displayencodingsaregenerallyconsideredto bemoreband-
width ef�cient, but requiremorecomplexity on theclient andmay
be less platform-independent.For instance,graphicsprimitives
suchasfonts requirethe thin-client systemto separatefonts from
imageswhile usingpixel primitivesenablethe systemto view all
updatesasjust regionsof pixels without any semanticknowledge
of thedisplaycontent.X takesa high-level graphicsencodingap-
proachandsupportsarich setof graphicsprimitivesin its protocol.
ICA, RDP, andAIP arebasedon lower-level graphicsprimitives
thatincludesupportfor fonts,icons,drawing commandsaswell as
images.SunRayandVNC employ 2D draw primitivessuchas�lls
for �lling a screenregionwith asinglecoloror a two-colorbitmap
for commontext-basedwindows. VNC caninsteadbecon�gured
to useraw pixelsonly, but noneof thesystemsweconsideredused
raw pixelsby default.

Our resultsshow that higher-level displayencodingsarenot nec-
essarilymorebandwidthef�cient thanlower-level primitives. For
the latency benchmark,Figure2 shows that the low-level graph-
ics encodingssuchasICA, RDP, andAIP generallyrequiredless
datatransferthanthepixel-basedapproachessuchasVNC andSun
Ray, but thehigh-level X encodingformatrequiredthehighestdata
transferon two of the � ve latency operations.For thewebbench-
mark,Figure8 shows thatwhile thehigher-level encodingformats
usedby ICA andRDPrequirelessdatatransferthanthelower-level
pixel-basedencodingformatsusedby VNC and Sun Ray, VNC
sendslessdatathaneitherX or AIP, which alsousehigher-level
encodingformats. Furthermore,while SunRay transferssigni�-
cantlymoredatathantheotherplatforms,this is largelybecauseits
remotedisplayprotocolencodespixel valuesin 24-bitcolor[28]. If
we normalizetheamountof datatransferredby thenumberof bits
usedfor pixel color in theprotocol,theamountof datasentusing
the24-bit color SunRayencodingwould be threetimeslessthan
thatshown in Figure8,sinceall theotherplatformsused8-bit color
for theexperiments.ThenormalizedSunRaydatatransferwould
beabout110KB perwebpage,lessthanbothX andAIP but still
morethanICA. However, ICA achievessomeof its bandwidthef�-
ciency by usingcompression.Whenwe turnedoff compressionin
ICA to revealtheperformanceof its basicdisplayencodingon the
web benchmark,the datatransferrequirementfor ICA ballooned
to about100KB perwebpage,only 10percentlessthanSunRay.

A key reasonwhy thehigher-level displayencodingprimitivesare
often no betterif not worsethanthe lower-level displayencoding
primitivesis thatmany of theseencodingswereoptimizedfor text-
baseddisplays. Much of the complexity of the higher-level en-
codingformatsusedby X, ICA, RDP, andAIP relatesto keeping
trackof text-basedprimitives.But relativeto images,graphics,and
video, text generallydoesnot requiremuch bandwidthto begin
with. Evenfor thewebbenchmarkwhichconsistedof mostlytext-
basedwebpages,text-orienteddisplayaccountsfor muchlessthan
half of thedatain theoriginal HTML pages.Figure10 shows that
for the video benchmarkwhich involvesno text-orienteddisplay,
thehigher-level encodingformatsarenotmorebandwidthef�cient
thanthe lower-level formats. If we againnormalizefor the num-
berof bits usedfor pixel color in theprotocol,we seethatX, AIP,
and SunRay all requireroughly the sameamountof datatrans-
fer. Similarly, ICA, RDP, andVNC all requireroughly the same
amountof data transfer. ICA, RDP, and VNC require lessdata
transferthantheotherplatformssimplybecausethey usecompres-
sion,asdiscussedin Section3.2.4. As applicationsbecomemore
multimedia-orientedandbandwidthincreases,the ef�ciency with
whichanencodingsupportsgraphicsandimagesis moreimportant



andadditionalcomplexity for text mayin factreduceperformance.

More importantly, our measurementsindicatethat simpler lower-
level displayprimitivesasusedby SunRay andVNC resultedin
betteroveralluser-perceivedperformancethanhigher-level display
encodingprimitives.Ourresultssuggestthatthehigher-level prim-
itives usedin ICA, RDP, AIP, and X have higher latenciesover
Internet2thatmaybedueto their addedcomplexity. For both the
web andvideo benchmarks,SunRay andVNC outperformedall
of theotherhigher-level encodingplatforms. Figure9 shows that
SunRayandVNC hadthelowestaveragewebpagelatencies,with
VNC being50percentbetterthanany of thehigher-level encoding
platforms.Figure12shows thatSunRayhadthebestvideoquality
followed by VNC, with SunRay beingmorethantwo timesbet-
ter thanany of thehigher-level encodingplatforms.While VNC's
performancebene�ts substantiallyfrom compressionasdiscussed
in Section3.2.4,SunRay's goodperformanceis simply dueto a
goodbalancebetweencomputingandcommunicationcostsin its
displayencodingformat. Note that the goodperformanceresults
for SunRay wereachieved despiteusingslower client andserver
hardwareascomparedto theotherthin-clientsystems.Whennet-
work bandwidthis suf�cient and network latency is the primary
issue,thesimplerpixel-basedencodingapproachesprovide better
overall performance.

3.2.4 CompressDisplayUpdates
As summarizedin Table 1, many of the thin-client systemsem-
ploy low-level compressiontechniquessuchasrun-lengthencod-
ing (RLE) andLempel-Ziv Welch (LZW) compressionto reduce
the datasize of displayupdates.For our experiments,compres-
sion wasby default enabledon all of the thin-client systemsthat
supportedit. ICA, AIP, and VNC all provide a simple userop-
tion to enableor disablecompression.To evaluatethe impactof
compression,wealsoranthesamebenchmarksonthesethreethin-
client systemswith compressionexplicitly disabledandmeasured
the resultingperformance.As expected,all threeplatformstrans-
ferredlessdataonall of thebenchmarkswith compressionenabled,
thoughcompressionwasleasteffective with thevideobenchmark.
Furthermore,all threeplatformsperformedbetteroverall on the
benchmarkswith compressionenabledasopposedto without it.

We identi�ed threereasonswhy enablingcompressionimproved
performance.First, someof the thin-client systems,particularly
VNC, were bandwidth limited when compressionwas disabled
when default TCP window sizeswere used. Enablingcompres-
sionreducedtheamountof datatransferredandremovedthisband-
width limitation. Second,two of the thin-clientsystems,ICA and
RDP, requiresomesynchronizationbetweenclient andserver af-
ter approximatelyevery 8 KB of displayupdatedatathat is sent,
asdiscussedin Section3.2.2. Enablingcompressionreducedthe
amountof data transferredand thereforereducedthe frequency
at which this synchronizationoccurred,therebyimproving perfor-
mancefor WAN environments.Third, someof thethin-clientsys-
temsmay employ different client renderingfunctionsdepending
uponwhethercompressionis enabled. We discoveredthat when
hextile compressionis enabled,theVNC client renderingfunction
rendersblocksof pixelsatonetime. Whencompressionisnotused,
the renderingfunction renderspixels individually, oneat a time.
Our measurementson the web andvideo benchmarkshowed that
therenderingfunctionappliedwhencompressionwasusedwas6 to
24 timesfasterperpixel displayed.As discussedfurtherin Section
3.2.5,becausetheVNC serverwaitsuntil theclienthascompletely
renderedthelastdisplayupdatebeforesendingthenext displayup-

date,the shorterclient renderingtimeswith compressionenabled
resultin betterperformance.

Our resultsalsoshow that low-level compressionappliedto a sim-
ple pixel-baseddisplayencodingasusedin VNC canperformsur-
prisingly well. In particular, thewebbenchmarkresultsshow that
effective compressioncancompensatefor a lessef�cient display
encodingand dramaticallyreducethe amountof datathat needs
to betransferredwithout incurringsigni�cant additionaloverhead.
This is mostapparentfrom thedatatransferandlatency measure-
mentsfor VNC. Figure8 shows thatVNC requiresabout50%less
datatransferthanthe higher-level X andAIP approaches,neither
of whichemployedmuchif any compressionover thenetwork con-
ditionsconsideredfor thewebbenchmark.Furthermore,Figure9
shows that VNC had the lowest latency over Internet2of any of
the thin-client platformsfor the web benchmark.The simplede-
sign of combininga low-level compressionmethodwith a simple
pixel-basedencodingprovidedvery goodperformanceon theweb
benchmark.

Becausethin-clientsystemsmayoperatein differentnetwork envi-
ronments,adaptive compressionmechanismshave beenproposed
to optimizethe performanceof thesesystems.AIP usessuchan
adaptive compressionmechanismto turn on increasinglyef�cient
compressionalgorithmsas the available network bandwidthde-
creases.However, this adaptionmechanismin somecasesresults
in worseperformancethanexpected.For instance,Figure4 shows
thatAIP surprisinglyhaslower latency onthescrolloperationover
Internet2thanaLAN. Theamountof datatransferredovertheLAN
for this operationis many times larger than that which is trans-
ferredover Internet2,transferringapproximately92KB and2KB
respectively. Thereasonfor this is becauseAIP adaptively disabled
compressionover the LAN but enabledcompressionover Inter-
net2. Whenwe manuallyenabledcompressionover theLAN, the
scroll operationperformanceover the LAN wasbetterthanInter-
net2. Overall, our experimentalresultsshow thatsimplelow-level
compressioncanbeusedeffectively to improve theperformanceof
thin-clientsystems.

3.2.5 PushDisplayUpdatesEagerly
The policy usedto determinewhendisplayupdatesaresentfrom
the server to the client is an importantissuethat doesnot receive
the attentionit deserves; when the displayupdateis sentcan be
asimportantaswhat is sent.Two importantdisplayupdatepolicy
issuesareeagerversuslazydisplayupdates,andserver-pushversus
client-pullmodels.

The�rst displayupdatepolicy issueis whetherdisplayupdatesare
senteagerlywith the server window systemgraphicscommands
or lazily asa framebuffer scraper. In the eagercase,the display
updateis encodedandsentat the time the server window system
commandoccurs.X andSunRaybothdoeagerupdates.In thelazy
case,the window systemcommandis queuedin an intermediate
representation,suchaskeepingtrackof regionsof pixelsthathave
beenmodi�ed. Old modi�cations that are overwritten by newer
modi�cationsarediscarded.Screenupdatesarethensentatregular
intervals dependingon available bandwidth,with only the latest
modi�cationsencodedandsentto theclient. VNC, ICA, andRDP
all performlazyupdates[20].

While lazy updatemechanismscanbeusedto mergemultiple dis-
play updatesat the server for bandwidthef�ciency, our measure-
mentsindicatethat thesemechanismsareoften incompatiblewith



theneedsof multimediaapplicationssuchasvideo. For thevideo
benchmark,Figure12 shows thatevenover a LAN, all of theplat-
formsthatusedlazy displayupdatesdeliveredmuchworsequality
videothanthosethatusedeagerdisplayupdates.Theproblemthat
occursin platformsuchasICA andRDPis thattherateof their lazy
updatemechanismswastoo slow to keepup with the24 fps deliv-
ery raterequiredby thevideobenchmark.This is despitethe fact
thatneithertheclient nor server washeavily loadedwhenrunning
thevideobenchmarkusingICA or RDP.

Theseconddisplayupdatepolicy issueis whethera server-pushor
client-pull modeldrives the displayupdatepolicy. In the server-
pushmodel, the server determineswhento senda screenupdate
to theclient. In theclient-pull model,theclient sendsa requestto
the server whenit wantsa screenupdate.A bene�t of the client-
pull modelis that it providesa simplemechanismfor adaptingto
the client processingspeedandnetwork speedavailable. Of the
systemsweconsidered,only VNC usestheclient-pullmodelwhile
all theotherplatformsusetheserver-pushmodel.

Ourmeasurementssuggestthataserver-pushdisplayupdatemodel
is betterat toleratingWAN latenciesthana client-pull model.The
problemswith the client-pull modelare illustratedby the perfor-
manceof VNC on the video benchmarkover Internet2. Over In-
ternet2,the server must wait until the last displayupdateis sent
to the client andthe client respondsbackrequestingthe next dis-
playupdate,whichimposesa66msRTT penalty. Evenif theclient
werein�nitely fast,theclient-pullmodelwouldnotallow thevideo
to be deliveredat 24 fps. VNC's client-pull modelis theprimary
reasonwhy its videobenchmarkperformanceis twice asbadover
Internet2versusa LAN, asshown in Figure12. In contrast,Sun
Ray avoids theseproblemsby usingan eagerserver-pushdisplay
updatemodelto senddisplayupdatesimmediatelyasvideoframes
arerenderedontheserver for thevideobenchmark,resultingin the
bestvideoperformanceover Internet2.As multimediaapplications
becomeincreasinglycommonandnetwork bandwidthbecomesin-
creasinglyavailable,we expectthat the bene�ts of higher�delity
performancewith aeagerserver-pushdisplayupdatepolicy will in-
creasinglyoutweighthebene�tsof bandwidthsavingsfrom lazyor
client-pull displayupdatemodels.

4. RELATED WORK
In additionto thesix popularthin-clientsystemsdiscussedin this
paper, many systemsfor remote display have been developed.
Theseincludeextensionsto the systemsconsideredsuchas low-
bandwidthX (LBX) [4] andKaplinsk's recentVNC tight encoding
[15], aswell asremotePCsolutionssuchasLaplink [18] andPC
Anywhere[24]. Becauseof spaceconstraintsandprevious work
[22,36] showing that LBX, Laplink, and PC Anywhereperform
worsethanMicrosoftTerminalServicesfor single-userworkloads,
we did not examinethesesystemsandextensionsas part of this
study. While thin-clientsystemshave primarily beenemployed in
LAN workgroupenvironments,agrowing numberof ASPsareem-
ploying thin-client technologyto attemptto hostdesktopcomput-
ing sessionsthatareremotelydeliveredover WAN environments.
Examplesinclude servicesfrom FutureLink [5], Runaware [26],
andExpertcity[12].

Several studieshave examinedthe performanceof a single thin-
clientsystem,in somecasesin comparisonto theX protocol.Dan-
skin conductedanearlystudyof theX protocol[10] by gathering
tracesof X requests.Wong and Seltzerhave studiedthe perfor-
manceof WindowsNT TerminalServer, focusingonof�ce produc-

tivity toolsandwebbrowsingperformance[35,36]. Tolly Research
hasconductedsimilar studiesfor Citrix MetaFrame[34]. Schmidt,
Lam,andNorthcuttexaminedtheperformanceof theSunRayplat-
form in comparisonto theX protocol[28] andreportedresultsfor
SunRayfocusingonof�ce productivity applicationperformanceat
variousnetwork bandwidths.Noneof thesestudiesconsiderper-
formanceissuesin WAN environments,nordothey compareacross
therangeof thin-clientplatformsdiscussedhere.

Few studieshave beendonethatcomparetheperformanceof sev-
eral thin-client systems.Yang,Nieh, et al. [22,37,39] examined
the performanceof several thin-client systemsat variousnetwork
bandwidths.This work doesnot considerthe impactof network
latency in WAN environmentson thin-client systems.Our work
addresseslatency measurementissuesnot addressedin previous
work–examiningthebroadspaceof underlyingdesignchoicesthat
impactsystemperformance.Previouswork hasalsofocusedonthe
bandwidthef�ciency of thesesystems.Our resultsshow that ef-
�cient displayencodingsandcompressionalgorithmsarejust one
componentof thin-clientsystemperformance.

While technologyhaschanged,thevision of customerssimplybe-
ing able to rent their computingservicesfrom a public computer
utility harkensback to the daysof Multics [8]. Unlike Multics,
ASPsarefacedwith supportingapplicationsthatarenot justsimple
text programsbut increasinglygraphicsandmultimedia-oriented.
However, further researchneedsto be done to enablecomputer
utilities to effectively supportmultimediaapplicationsin wide-area
environments.

5. CONCLUSIONS AND FUTURE WORK
We have performedthe �rst quantitative measurementsto exam-
ine the impact of WAN latency on thin-client computingperfor-
mance. We addressedthe dif�cult problem of measuringpro-
prietary, closed-sourcethin-client systemsby using slow-motion
benchmarking,which combinesnetwork monitoring with slow-
motion versionsof applicationbenchmarksto provide accurate
measurementsof thin client performance. While our results
demonstratethe feasibility of usingthin-client computingfor de-
livering computingservicesin a WAN environment,they alsore-
veal that many of the designtradeoffs usedin existing thin-client
systemsare inappropriatefor such network environments. Our
resultsdemonstratethe importanceof focusingon optimizing for
network latency asopposedto bandwidthissuesin designingthin
clients. In this context, we show thatminimizing theneedfor syn-
chronizedlocal client window systemstate,simpler, pixel-based
displayprimitives,synchronizedserver-pushdisplayupdates,and
low-level forms of compressionare surprisinglyeffective design
choices. We examinedtheseissuesacrossa broadrangeof plat-
formsandprovidethe�rst comparativeanalysisof theperformance
of thesesystems.Thesequantitative measurementsprovide a basis
for futureresearchin developingmoreeffective thin-clientsystems
to deliver wide-areacomputingservices.
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