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ABSTRACT

While mary application service providers have proposedusing
thin-client computingto deliver computationalservicesover the
Internet,little work hasbeendoneto evaluatethe effectivenessof
thin-client computingin a wide-areanetwork. To assesghe po-
tential of thin-clientcomputingin the context of future commodity
high-bandwidtHnternetaccesswe have usedanovel, non-irvasive
slow-motion benchmarkingechniqueto evaluatethe performance
of several popularthin-client computingplatformsin delivering
computationakervicescross-countryover Internet2. Our results
shaw that usingthin-client computingin a wide-areanetwork en-
vironmentcandeliver acceptablg@erformancever Internet2 even
whenclientandsener arelocatedthousand®f milesaparton op-
positeendsof the country However, performancevarieswidely
amongthin-client platformsandnot all platformsare suitablefor
this ervironment.While mary thin-clientsystemsaretoutedasbe-
ing bandwidthef cient, we shawv thatnetwork lateng is oftenthe
key factorin limiting wide-areathin-client performance.Further
more, we shav that the sametechniquesusedto improve band-
width ef ciency oftenresultin worseoverall performancen wide-
areanetworks. We characterizeand analyzethe differentdesign
choicesin the variousthin-client platformsand explain which of
thesechoicesshouldbe selectedor supportingwide-areacomput-
ing services.

1. INTRODUCTION

Rapid improvementsin network bandwidth, cost, and ubiquity
combinedwith the high total cost of ownershipof PC desktop
computershave createda growing market for applicationservice
providers (ASPs). Going beyond just web hosting, ASPs oper

ate, maintain, and deliver customerdata and applicationsfrom

professional-managedata centers, sparing their customersthe
headachef buying and maintainingtheir own hardware and soft-

ware. The ASP marlketis projectedto grow anorderof magnitude
to $25billion in worldwide revenueby 2004[16]. To provide the
infrastructureto deliver easiefto-maintaincomputationakervices
arywhereon the Internet,a gronving numberof ASPsareembrac-
ing athin-clientcomputingmodel[5,12,26].
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A thin-client computingsystemconsistsof a sener and a client
thatcommunicatever a network usinga remotedisplayprotocol.
Theprotocolallows graphicaldisplaysto bevirtualizedandsened
acrossa network to a client device, while applicationlogic is exe-
cutedon the sener. Using the remotedisplay protocol,the client
transmitsuserinput to the sener, andthe sener returnsscreerup-
datesof the userinterfaceof theapplicationdrom thesenerto the
client. Many of theseremotedisplayprotocolscaneffectively web-
enableapplicationswithout applicationmodi cation. Examplesof
popularthin-clientplatformsincludeCitrix MetaFramd6,20], Mi-
crosoftTerminalServiceq9,21], AT&T Virtual Network Comput-
ing (VNC) [25] andTarantelld29,32]. Theremotesenertypically
runsa standardsener operatingsystemandis usedfor executing
all applicationlogic. Becauseall applicationprocessings done
on the sener, the client only needsto be ableto displayandma-
nipulatethe userinterface. The client caneitherbe a specialized
hardware device or simply an applicationthat runs on a low-end
personatomputer

While mary ASPshave proposedusing thin-client computingto
deliver computationalservicesover the Internet, little work has
beendoneto evaluatethe effectivenessof thin-client computing
in awide-areanetwork (WAN). Thin-clientcomputingvendorsof-
tentoutthe bandwidthef ciency of their platforms,but asnetwork
technologiesmprove andhigh-bandwidthnternetaccesdbecomes
acommodity bandwidthef ciency alonemay not be agoodmea-
sureof wide-areahin-clientperformanceExisting ASPshave pri-
marily focusedon supportingsimple of ce-productivity tools. It
is unclearif the remotedisplayapproachusedin thin-clientcom-
puting can effectively supportthe growing classof graphicsand
multimedia-orientedpplications Because¢heimportanceof thin-
client computingwill only continueto increasewith the rapidly
growing ASP marlet, it is crucial to determinethe effectiveness
of thin-clientcomputingin WANs on the kinds of web-basednd
multimediaapplicationsthat usersare alreadyusing and will in-
creasinglybeusingin thefuture.

To assessghelimits of usingthin clientsto provide wide-areaubig-
uitouscomputing we have characterizethe designchoicesof un-
derlying remotedisplaytechnologiesand measuredhe impact of
thesechoiceson the performanceof thin-client computing plat-
formsin delivering computationakervicescross-countryover In-
ternet2.For our study we considered diversity of designchoices
asexhibited by six of the mostpopularthin-clientplatformsin use
today: Citrix MetaFrameMicrosoft Windows 2000 Terminal Ser
vices,AT&T VNC, TarantellaSunRay[28,31],andX [27]. These
platformswere chosenfor their popularity performanceand di-
versedesignapproachesWe focuson evaluatingthesethin-client



Platform Display | DisplayEncoding ScreerlUpdates Compression Max Display | Transport
Protocol Depth Protocol
Citrix MetaFrame ICA Low-level graphics | Sener-push,lazy RLE 8-bit color TCP/IP
Microsoft Terminal | RDP Low-level graphics | Senerpush,lazy RLE 8-bit color TCP/IP
Services
Tarantella AIP Low-level graphics | Senerpush,eageror lazy Adaptiely enabled, 8-bit color TCP/IP
dependingn bandwidth Joad RLE andLZW atlow
bandwidths
AT&T VNC VNC 2D draw primitives | Client-pull,lazy updatesbetween | Hextile (2D RLE) 24-bit color TCP/IP
clientrequestdiscarded
SunRay SunRay | 2D draw primitives | Sener-push,eager None 24-hitcolor UDP/IP
X11R6 X High-level graphics | Senerpush,eager None 24-hitcolor TCP/IP

Citrix MetaFrameXP now offersthe optionof 24-bit color depth,but this wasnot availableat thetime of our experiments.

Table 1: Thin-client computing platforms

platformswith respecto their performanceon web and multime-
dia applicationswhich areincreasinglypopulatingthe computing
desktop. We conductedour experimentsusing Internet2because
it providesthekind of high-bandwidthnetwork accesghatwe ex-
pectwill becomeincreasinglycost-efective andaccessiblén fu-
tureWAN ervironments.

We identi ed andisolatedthe impact of WAN environmentsby
quantifyingandcomparingthe performancef thin-clientsystems
in both WAN and local-areanetwork (LAN) ernvironments. Be-
causemary thin-clientsystemsare proprietaryandclosed-source,
we emplo/ed a slow-motion benchmark38] techniquefor obtain-
ing our results,addressingomeof the fundamentatif culties in
previous studiesof thin-client performance Our resultsshav that
thin-client computingin a WAN ervironmentcan deliver accept-
able performanceover Internet2,even when client andsener are
locatedthousand®f miles aparton oppositeendsof the country
However, performancevarieswidely and not all approachesre
suitablefor this ervironment. We shav that commonlyusedper
formanceoptimizationsthat work well for reducingthe network
bandwidthrequirement®f thin-clientsystemsandegradeoverall
systemperformancedueto latenciesseenin WAN ervironments.
Ourresultsshav thatasimplepixel-basedemotedisplayapproach
candeliver superiorperformanceomparedo morecomplex thin-
client systemghatarecurrentlyused. We analyzethe differences
in the underlyingmechanismsf variousthin-client platformsand
explain theirimpacton overall performance.

This paperis organizedasfollows. Section2 detailsthe experi-
mentaltestbedand methodologywe usedfor our study Section
3 describeour measurementand performanceesults. Section4
discusseselatedwork. Finally, we presentsomeconcludingre-
marksanddirectionsfor futurework.

2. EXPERIMENT AL DESIGN

The goal of our researchis to comparethin-client systemgo as-
sesstheir basicdisplay performanceandtheir feasibility in WAN
ervironments. To explore a rangeof differentdesignapproaches,
we consideredaix popularthin-clientplatforms: Citrix MetaFrame
1.8 for Windows 2000, Windows 2000 Terminal Services,Taran-
tellaEnterpriseExpresdl for Linux, AT&T VNC v3.3.2for Linux,
SunRay |, and X11R6 on Linux. In this paper we alsoreferto
theseplatformsby their remotedisplayprotocols which areCitrix
ICA (IndependenComputingArchitecture),Microsoft RDP (Re-
mote DesktopProtocol), TarantellaAlP (Adaptive InternetProto-
col), VNC (Virtual Network Computing),SunRay, andX, respec-
tively. As summarizedn Table 1, theseplatformsspana range
of differencesin the encodingof display primitives, policies for

updatingthe client display algorithmsfor compressingcreenup-
dates,supporteddisplay color depth,andtransportprotocol used.
To evaluatetheir performancewe designedan experimentalnter
net2testbedandvariousexperimentsto exerciseeachof the thin-
clientplatformsonsingle-useweb-base@ndmultimedia-oriented
workloads. Section2.1 introducesthe non-irnvasive slow-motion
measuremennethodologywe usedto evaluatethin-client perfor
mance. Section2.2 describeghe experimentaltestbedwe used.
Section?2.3 discusseghe mix of micro-benchmarksind applica-
tion benchmarksisedin our experiments.

2.1 MeasurementMethodology
Becausehin-clientsystemsaredesignedandusedvery differently
from traditionaldesktopsystemsguantifyingandmeasuringheir
performanceffectively canbedif cult. In traditionaldesktopsys-
tems,an applicationtypically executesand displaysits outputon
the samemachine.In thin-clientsystemsan applicationexecutes
on a sener machineandsendsts outputover a network to be dis-
playedon a client machine. The outputdisplayon the client may
be completelydecoupledfrom the applicationprocessingon the
senersuchthatanapplicationrunsasfastaspossibleonthesener
without regardto whetheror not applicationoutputhasbeendis-
playedontheclient. Furthermoregdisplayupdatesnay be meiged
or evendiscardedn somesystemso consere network bandwidth.
Sincethe sener processesll applicationlogic in thin-client sys-
tems, standardapplicationbenchmarkseffectively measureonly
senerperformancenddonotaccuratelye ect userpercevedper
formanceattheclient. The problemis exacerbatedby the factthat
mary thin-client systemsjncluding thosefrom Citrix, Microsoft,
and Tarantella,are proprietaryand closed-sourcemakingit dif -
cult to instrumenthemto obtainaccuraterepeatablg@erformance
results.

To addressheseproblemswe emplgyed slow-motionbenchmark-
ing to evaluatethin client performanceThis methodemploys two
techniguesto obtain accuratemeasurementsmonitoring client-
sidenetwork activity andusingslov-motionversionsof application
benchmarksWe give a brief overview of thistechniquebelow. For
amorein depthdiscussionsee[38]. We thenextendedthis tech-
niqueto comparerelative performanceacrossLAN and Internet2
network ervironments.

We monitoredclient-sidenetwork activity to obtaina measureof
userperceved performancebasedon lateng. Sincewe could not
directly peerinto the black-boxthin-client systemsour primary
measuremertechniquewasto usea paclket monitorto capturere-
sulting network trafc on the client-side. For example,to mea-
surethe lateny of an operationfrom userinput to client output,



we could usethe paclet monitorto determinewhenthe userinput
is rst sentfrom client to sener andwhenthe screenupdate n-
ishedsendingfrom sener to client. The differencebetweenthese
times could be usedasa measureof lateng. To accuratelymea-
sure userperceved thin-client performance measurementaust
be performedat the client-side; sener-side measurementef ap-
plication performanceare insufcient. For instance,a video ap-
plicationmight deliver smoothplaybackon the sener-sideonly to
deliver poor video quality on the client-sidedueto network con-
gestion. It mustbe notedthat this measurementechniquedoes
not include the time from when the client receves a screenup-
datefrom the network to the time the actualimageis dravn to the
screenThemeasuremerglsodoesnotincludethetimefromwhen
clientinputis madeandtheinputis sent. Using VNC, oneof the
few open-sourcehin-client systems we have veri ed that mea-
surementsisingpaclet monitoringof slov-motionbenchmarksire
within ve percentof internalclientandsener sourcecodeinstru-
mentation[38]. We thereforeassumedhe clientinputanddisplay
processindgimeswerenegligible in our experiments.

We employed slow-motion versionsof applicationbenchmarkgo
provide a measuref userperceved performancéasedon the vi-
sualquality of displayupdates.While monitoring network activ-
ity provides a measureof the lateny of display updates,t does
not provide a sufcient measureof the overall quality of the per
formance. To addressthis problem, we alteredthe benchmark
applicationsusedby introducing delaysbetweenthe separatevi-
sualcomponent®f eachbenchmarksuchasweb pagesor video
frames sothatthedisplayupdatefor eachcomponents fully com-
pletedon the client beforethe sener begins processinghe next
displayupdate.We monitorednetwork traf ¢ to make surethe de-
lays werelong enoughto provide a clearly demarcategberiod be-
tweendisplayupdatesvhereclient-sener communicatiordropsto
theidle level for thatplatform. We thenprocesgheresultsonaper
componenbasisto obtainthelateny anddatatransferredor each
visual componentand obtainoverall resultsby taking the sum of
theseresults. Section2.3 describesn further detailhov web and
videoapplicationbenchmarksveredelayedfor our experiments.

We comparerelative performanceacrossLAN and Internet2net-
work environmentsto isolatetheimpactof WAN ervironmentson
thin clientperformancewhichcanbequanti ed asthedifferencan
performancéetweerthetwo ervironments.Furthermorethisrel-
ative performanceneasurellows usto factorout effectsof client
processingime, which we cannotdirectly measurédecausef the
proprietarynatureof mostof the thin-client systems.We assume
thatclient processingime doesnot changen ary signi cant way
asa resultof differentnetwork environmentsandwe veri ed this
assumptionn thefew open-sourcglatformstested.

Ourcombinedmeasuremertechniquegprovide threekey bene ts.
First, the techniquesensurethat display eventsreliably complete
ontheclientsothatpaclet capturesrom network monitoringpro-
vide anaccuratameasuref systemperformanceEnsuringthatall
clientsdisplayall visualcomponentn thesamesequencerovides
a commonfoundationfor making comparisonamongthin-client
systems.Secondthetechniquesio not requireary invasive mod-
i cation of thin-clientsystems As aresult,we areableobtainour
resultswithout imposingary additionalperformanceoverheadon
the systemameasured.More importantly the techniquesnale it
possiblefor usto measurepopularbut proprietarythin-clientsys-
tems,suchasthosefrom Citrix andMicrosoft. Third, by comparing
performancén LAN andWAN ervironmentswe areabletoisolate
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Figure 1: Experimental testbed

andanalyzetheimpactof WAN effectson thin client performance.

2.2 Experimental Testbed

Figurel shavs our Internet2testbed Thetestbedconsistef two
pairsof thin client/serer systemsa paclet monitor machine and
a web sener usedfor testingweb applications. The featuresof
eachsystemare summarizedn Table2. To ensurea level play-
ing eld, wherepossiblewe usedthe samehardwarefor all of our
tests;the only changewe madeto our con guration was for test-
ing the SunRay platform,which runsonly on Sunmachines.The
machinesverelogically groupednto WestandEastsitesseparated
by a network, with the thin senerslocatedat the Westsite andthe
remainingthreemachinedocatedat the Eastsite. For the Internet2
experimentswe locatedthe WestandEastsiteson oppositecoasts
of the United Statesat StanfordUniversity and ColumbiaUniver
sity, respectiely. We selectedsitesthat were geographicallyfar
apartasa measureof the limits of usingthin-clientcomputingin
wide-areaervironments.

The Eastsite consistedf a PCthin client, a SunRaythin client, a
pacletmonitormachineandabenchmarlsener. Thepacletmon-
itor machinewasdedicatedo runningEtherpeeld [13], asoftware
paclet monitor thattimestampsandrecordsall paclet trafc visi-

ble by the machine. Exceptfor the SunRay thin client, all other
Eastsite machinesvere Micron Client Pro PCs,eachwith a 450
Mhz Pentiumll CPU,128 MB RAM, and14.6 GB disk. The Sun
Ray clientwasconsiderabljesspowerful thanthe PC client, with

only 2100 Mhz uSRARC CPUand8 MB of RAM. The Westsite
consistedof a PC sener anda Sunsener. The PC sener wasa
Hi-TechUSA PCwith dual 500 Mhz Pentiumlll CPUs,160 MB

RAM, and22 GB disk. TheSunsenerwasanUltra-10Creator3D

with a 333 Mhz UltraSFARC Ili, 384 MB RAM, and9 GB hard
disk. All machineshad10/100BaseNICs. As discussedn Sec-
tion 3.2, the slower Sunclient and sener hardware did not affect
thelessongerivedfrom our experiments.

For the Internet2experiments the Eastand West siteswere con-
nectedby the Abilene Internet2 backbonean OC-48operatingat
2.5Gbps,typically very lightly loadedwith line utilization usually
belov 10% on ary givenlink of the backbond1]. A total of 14
hopsseparatéhe machinesat the Eastsite from thoseat the West
site. The Eastsite is three hopsaway from a network provider
thatconnectgo the AbileneInternet2backbonesia anOC-12(622
Mbps),with all links beingOC-3(155Mbps)or greater The West
site is threehopsaway from a GigaPOPthat connectgo the Abi-

lene Internet2backbonevia an OC-12,with all links being OC-3
(155Mbps) or greater The machinesat eachsite areconnectedo
a100Base-Thubwhichis uplinkedto therespectre corenetworks
via 100Base-Trull-duplex switches.Sincethe minimum available
bandwidthalongary edgeof the network was 100 Mbps, the the-
oretical maximum bandwidthof our connectionwas 100 Mbps.



Role/ Model Hardware OS/Window System Software
PCThin Client 450MHz Intel PII MS Win 2000Professional Citrix ICA Win32 Client
Micron Client Pro 128MB RAM CalderaOpenLinux2.4, MS RDP5Client
(Eastsite) 14.6GB Disk XFree863.3.6, VNC Win32 3.3.3r7Client
10/100BaseNIC KDE 1.1.2 Tarantellawin32 Client
Netscape&Communicato#.72
SunThin Client 100MHz SunuSRARC llep SunRayOS N/A

SunRay!| 8 MB RAM
(Eastsite) 10/100BaseNIC
Paclket Monitor 450MHz Intel PII MS Win 2000Professional WildPaclets' Etherpeeld
Micron Client Pro 128MB RAM
(Eastsite) 14.6GB Disk
10/100BaseNIC
BenchmarkSener 450MHz Intel PII MS Win NT 4.0 Sener SP6a Ziff-Davis i-Bench1.5
Micron Client Pro 128MB RAM MS InternetinformationSener
(Eastsite) 14.6GB Disk
10/100BaseNIC
PCThin Sener 2 500MHz Intel PIII MS Win 2000AdvancedSener Citrix MetaFramel.8
Hi-TechUSA 160MB RAM CalderaOpenLinux2.4, MS Win 2000TerminalServices
(Westsite) 22 GB Disk XFree863.3.6, AT&T VNC 3.3.3r7for Win32
10/100BaseNIC KDE 1.1.2 TarantellaExpress

AT&T VNC 3.3.3r2for Linux
Netscape&Communicato#.72

SunThin Sener
SunUltra-10Creator3D
(Westsite)

333MHz UltraSRARC Ili
384MB RAM

9 GB Disk
210/100BaseNICs

SunSolaris7 Generic106541-08
OpenWndows 3.6.1,CDE 1.3.5

SunRaySener1.2 10.dBeta
Netscape&Communicato#.72

Network Simulator
Micron Client Pro

450MHz Intel PII
128MB RAM

MS Win NT 4.0 Sener SP6a

ShunraSoftware The Cloud 1.1

14.6GB Disk
210/100BaseNICs

(simulatortestbed)

Table 2: Testbedmachinecon gurations

Basedon our own measurementanda monthof sampleddataob-
tainedby the National Laboratoryfor Applied Network Research
(NLANR), pingresultshave shavn themearnroundtrip time (RTT)
lateng to be approximately66.35mswith a standarddeviation of
4.52msanda minimumRTT of 64 ms[2,3]. The measureger
centagepaclet loss over this Internet2connectionwas lessthan
0.05%.

Becauseall of the thin-client systemsested,exceptfor SunRay,

usedTCP asthe underlyingnetwork transportprotocol, we were
carefulto considerthe impactof TCP window sizing on perfor

mance.TCP windows shouldbe adjustedo atleastthe bandwidth
delay productsize to maximizebandwidthutilization [19]. Oth-
erwise, the effective bandwidthavailable can be severely limited

becausehe largestamountof datathat canbe in transit without
acknavledgements the TCPwindow sizebeingused.Whenatthe
default window sizeof 16 KB underWindows [11] andat our av-

erageRTT lateny of 66 ms,thereis amaximumtheoreticaband-
width availability of only 1.9Mbps. With anRTT lateng of 66 ms,
theoptimal TCPwindow sizeis 825KB in orderto take full adwan-
tageof the 100 Mbps Internet2network bandwidthcapacityavail-

able.Becausef this, we decidedo testwith the operatingsystem
defaults as well as a high network lateng optimizedlarge TCP
window setting.To make thingssimpleandensurehatthewindow

sizewaslargeenoughevenif thenetwork latengy increasedalarge
TCPwindow sizeof 1 MB wasused.After makingthis optimiza-
tion, iperf [33] was usedto determinethat the actualbandwidth
availableto usover Internet2wasapproximately45 Mbps. For all

of the experimentson TCP-basedhin-clientsystemswe alsoen-
suredthat the TCP sliding window reachedhe TCP window size
beforerunningthe applicationbenchmarks.

To verify ourresultsin amorecontrollednetwork environmentand

to provide a basisfor comparisonye alsoconstructedilocal iso-
latedtestbedor comparisorpurposesalsoshavn in Figurel. The
local testbedstructurewas similar to the Internet2testbed except
thata network simulatorwasusedinsteadof Internet2for the net-
work connectionbetweenthe Eastand West site. The network
simulatorusedwas a Micron Client Pro PC with two 100BaseT
NICsrunningTheCloud[7], anetwork simulatorthathasthe abil-
ity to adjustthe bandwidth,lateng, and paclet lossrate between
the Eastand West sites. We usedthe local testbedin two ways.
First,we usedthelocal testbechetwork asa 100Mbpslow lateny
LAN testbedenvironmentto allow usto comparethin client per
formanceover Internet2versusa LAN ervironment. Secondwe
adjustedhelocaltestbechetwork characteristic matchthemea-
suredcharacteristicsf the Internet2testbedsothatwe couldverify
our Internet2testbedmeasurementi® a more controllednetwork
ervironment. All platformswere evaluatedin both Internet2and
thesimulatednternet2testbedexceptfor SunRay whichwasonly
evaluatedin the simulatedinternet2testbeddueto the dif culty of
con guring its dynamicauthenticatiorover Internet2. Therewas
no signi cant differencein our measurements this simulatedin-
ternet2testbedcomparedto our measurementduring periodsof
light network load over Internet2. We thereforeassumethat Sun
Raywouldalsohave nosigni cant performancdifferencebetween
thetwo testingernvironments.We alsodeterminedhatthe amount
of paclet lossobsered over Internet2waslow enoughto be con-
siderednggligible in our experimentsy comparingmeasurements
with both 0% lossand 1% losson our simulatedinternet2testbed.
In all testsperformed therewasno signi cant differencebetween
thetwo cases.

To minimize applicationenvironmentdifferenceswe usedcom-
mon thin-client con guration options and common applications
acrossall platformswheneer possible. Whereit was not possi-



ble to con gure all the platformsin the sameway, we generally
useddefault settingsfor the platformsin question. In particular
unlessotherwisestated,the video resolutionof the client was set
to 1024x768resolutionwith 8-bit color, compressiorand mem-
ory cachingwereleft on for thoseplatformsthat usedit, anddisk
cachingwasturnedoff by defaultin thoseplatformsthatsupported
it. A studyontheimpactof cachingonthin-clientsystemsn WAN
ervironmentsis ongoingbut is beyondthe scopeof this paper For
eachthin-clientsystemwe usedthe sener operatingsystemwhich
deliveredthe bestperformancdor the givensystem:TerminalSer
vicesonly runson Windows, Citrix ran beston Windows, Taran-
tella, VNC, andX ranbeston UNIX/Linux, andSunRayonly runs
on Solaris.

2.3 Application Benchmarks

To measurehe performanceof the thin-client platforms,we used
three applicationbenchmarks:a lateny benchmarkfor measur
ing responséime, a web benchmarkfor measuringveb browsing
performance and a video benchmarkfor measuringvideo play-
back performance.The lateny benchmarkwasusedasa micro-
benchmarko measuresimpleoperationswvhile thewebandvideo
benchmarksvereusedto provide a morerealisticmeasuref real
applicationperformanceWe describeeachof thesebenchmarksn
further detailbelow. In particular the web andvideo benchmarks
wereusedwith theslow-motionbenchmarkingechniquedescribed
in Section2.1to measurehin client performanceffectively.

2.3.1 LatencyBentimark
Thelatengy benchmarkusedwasa smallJava appletthatpermitted
ustorun veseparatdests:

Letter: a charactertyping operationthat took a single
keystroke asinput and respondedy displayinga 12-point
capitalletter'A" in sansserif font.

Scroll: atext scrollingoperatiorthatinvolvedscrollingdown
apagecontainingd50wordsin 58linesin 12-pointsansserif
font, with 14 of thelines displayedin a 320x240pixel area
atary onetime.

Fill: a screenlling operationin which the systemwould
respondo amouseclick by lling a320x240pixel areawith
thecolorred.

RedBitmap: abitmapdowvnloadoperationin which the sys-
temwould respondo amouseclick by displayingal.78KB
JPEGredbitmapat 320x240pixelsin size.

Image: animagedownload operationin which the system
would respondto a mouseclick by displayinga 15.5 KB
JPEGimageat 320x240pixelsin size.

For our experiments,we measuredhe lateny of eachtestfrom

thetime of userinput until thetime thatthe clientrecevesthelast
screerupdatefrom the sener. Thistime is measuredisingpaclet

tracedatacollectedby the paclet monitor Thetime is calculated
asthedifferencebetweerthetimestampof the rst client-to-serer

paclet andthe timestampof the lastsener-to-clientpaclet for the
respectie test.

2.3.2 WebBendimark

Thewebbenchmarkve usedwasbasedntheWebText PagelLoad
testfrom the Ziff-Davis i-Benchbenchmarlsuite[14]. The orig-
inal i-Benchweb benchmarkis a JavaScript-controlledoad of a

sequenc®f 54 web pagesfrom the web benchmarksener. Nor-
mally, as eachpagedownloads,a small script containedin each
pagestartsoff the subsequendownload. The pagescontainboth
text and bitmap graphics,with somepagescontainingmore text
while otherscontainmoregraphics.The JavaScriptcyclesthrough
the pageloadstwice, resultingin a total of 108 web pagesbeing
downloadedduring this test. Whenthe benchmarks run from a
thin client, the thin sener would executethe JavaScriptthat se-
quentiallyrequestshetestpagedrom thei-Benchsenerandrelay
the displayinformationto the thin client. For the web benchmark
usedin our tests,we modi ed the original i-Benchbenchmarkfor
slow-motion benchmarkingoy introducingdelaysof several sec-
ondsbetweerpagesusingthe JavaScript,sufcient in eachcaseto
ensurethatthe thin client receved and displayedeachpagecom-
pletely andtherewasno temporaloverlapin transferringthe data
belongingto two consecutie pages. We usedthe paclet moni-
tor to recordthe paclet trafc for eachpage,andthen usedthe
timestampof the rst andlast paclet associatedvith eachpage
to determinethe downloadtime for eachpage.We usedNetscape
Navigator4.72to executethewebbenchmarkasit is availableon
all theplatformsin question.Thebrowser's memorycacheanddisk
cachewereenabledbut clearedbeforeeachtestrun. In all cases,
the Netscapérowserwindow was1024x768n size,sotheregion
beingupdatedvasthe sameon eachsystem.

2.3.3 VideoBendimark

The video benchmarkused processesand displaysan MPEG1
video le containinga mix of news and entertainmenprogram-
ming. Thevideois a34.75seconctlip thatconsistof 834352x240
pixel frameswith an ideal framerate of 24 frames/sec.The to-
tal sizeof thevideo le is 5.11MB. Thethin sener executedthe
video playbackprogramto decodehe MPEG1videothenrelayed
the resultingdisplay to the thin client. In systemswhich have a
lazy screenupdatemechanism acting as frame buffer scrapers,
framesthat aredrawvn to the virtual frameluffer on the sener be-
tweenscreenupdaterequestsare simply not relayedto the client.
In systemsawhich have an eagerupdatemechanisnmwvherethe dis-
play updatesare encodedand sentat the time the sener window
systemcommandoccurs,the video applicationmeasureshe time
differentialbetweerthetime theframeupdatewasissuedandcom-
pleted. If the time differentialis too great, the applicationthen
dropsthe intermediatdframesto compensateBecauseof this be-
havior, we measuredideo performancaisingslonv-motionbench-
marking by monitoring resulting paclet trafc at two playback
rates,1 frames/secondfps) and 24 fps. Although no userwould
wantto play videoat 1 fps, we took the measuremerdt thatframe
rateto ensureall datapaclet from thethin senerto theclientwere
recordedin orderto establishthe referencedatasize transferred
from the thin sener to the client that correspondgo a "perfect”
playback. To measurehe normal 24 fps playbackperformance
andvideo quality, we monitoredthe paclet traf c deliveredto the
thin client atthe normalplaybackrateandcomparedhetotal data
transferredo the referencedatasize. This ratio multiplied by 24
fps would yield the real effective framerate of the playback[38].
For the video benchmark,we usedtwo different playerscapa-
ble of playing MPEG1 les. We usedMicrosoft Windows Media
Playerversion6.4.09.11090r the Windows-basedhin clientsand
MpegTV versionl.1for the Unix-basedahin clients. Both players
were usedwith non-videocomponentsninimized so that the ap-
pearancef thevideoapplicationwassimilar acrossall platforms.

3. EXPERIMENTAL RESULTS
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We ran the threebenchmarkn eachof the six thin-client plat-
forms andmeasuredheir resultingperformancen boththe Inter-

net2testbedandthelocal LAN testbedervironments. The results
reportedherefor the local testbedwere with the network simu-
lator con gured to representa 100BaseTLAN network erviron-

ment. Resultsareshavn bothin termsof theamountof datatrans-
ferredandthe respectie latenciesto indicateboth the bandwidth
ef ciency of thethin-clientsystemsaswell overall userperceved
performance.For thin-client systemshasedon TCP/IR we report
resultsover InternetXor boththedefault TCPwindow sizesandthe
large 1 MB window sizesused. Section3.1 presentsan overvien

of themeasurementsbtainedandprovidessomemetricsof perfor

mancefor eachapplicationbenchmark.Thesemeasurementgro-
vide the rst quantitatve performancecomparison®f thin-client
systemsn WAN ervironments. Section3.2 discusseshe impli-

cationsfor how thin-client systemsshouldbe designedfor WAN

ervironments.

3.1 Measurements

Figures2 to 7 shav the resultsof runningthe lateny benchmark
on eachof the six thin-clientsystemsThe gures referto thethin-
client systemsbasedon their remotedisplay protocols. Figure 2
shavs the amountof datatransferredfor eachoperationon each
thin-clientsystemover Internet2. Thedatatransferredor the LAN
andInternet2with large TCP window sizeswassimilar for almost
all platformsandis not shavn dueto spaceconstraints.Tarantella
AIP wasanexceptionandis discussedurtherin Section3.2.4.Fig-
ures3to 7 shaw thelateng of theletter, scroll, I, redbitmap,and
imageoperationon eachsystemyrespectiely. Generally for sim-
pletaskssuchastyping, cursormotion,or mouseselectionsystem
responsahouldbelessthanthe50-150msthresholdbf humanper
ceptionto keepusersfrom noticing ary delay[30]. Figures3to 7
shaw thatseveral of the systemgerformedbetterthanthe 150 ms
thresholdfor mary of theoperationsSunRaystandsoutashaving
lessthan100mslateng for bothLAN andInternet2environments
for almostall operations. Only the image operationtook a little
longerthan150ms,andthe 150 msthresholdusedfor simpletasks
armguablydoesnot applyfor sucha comple« operation.

Platform
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Figures8 and 9 shaw the resultsof running the web benchmark
on eachof the six thin-clientsystems Figure 8 shavs the average
amountof datatransferregperwebpageoveraLAN, Internet2 and
Internet2with 1 MB TCPwindow sizes.Theamountof datatrans-
ferredfor eachplatformwasapproximatelythe samen eachof the
network conditionstested. TarantellaAIP transferredslightly less
dataover Internet2comparedo the LAN. However, thedifference
waslessthanten percentandis attributableto the adaptve com-
pressiorcapabilitiesof the platform,asdiscussedn Section3.2.4.
Figure 9 shavs the averagelateny perweb page. Usability stud-
ies have shavn that web pagesshouldtake lessthan one second
to downloadfor the userto experiencean uninterruptedorownsing
procesg23]. Our resultsshav thatwhile VNC achie/ed the best
Internet2web performancemostof the platformsperformedwell
over Internet2 with eachwebpagetakinglessthanasecondn av-
erageto downloadanddisplay Only X shaved poor performance
over Internet2 taking over six second®n averageto displayeach
webpage.

Figures10to 12 shaw theresultsof runningthe video benchmark
oneachof thesix thin-clientsystem®overalLAN, Internet2 andin-
ternet2with 1 MB TCPwindow sizes.Figure10shavstheamount
of datatransferredduring normalvideo playbackat 24 fps. Un-
like the latenyy andweb benchmarkresults,thereare substantial
differencedn theamountof dataeachplatformtransferrecamong
the differentnetwork conditionstested. Figure 10 alsoshaws the
amountof datatransferredduring video playbackwhenthe play-
backratewassetto 1 fps. At 1 fps, all of the video frameswere
rendereccompletelyon the clientandthe datatransferredor each
platformwassimilarover LAN, Internet2 andinternet2with 1 MB
TCPwindows. Figure11 shavs the video playbacktime on each
system.Exceptfor X, therewasrelatively little variationin play-
backtime acrossdifferentnetwork ernvironments. Figures10 and
11takentogethelindicatethatwhenthethin-clientsystemsannot
deliver thevideoatthedesiredplaybackrate,mostof themsimply
discarddataratherthanslowing down the video. Figure12 shaws
thequality of videodeliveredon eachthin-clientsystemgcalculated
asdescribedn Section2.3.3by comparingthe measuredesultsat
24 fps versusthe sloved down playbackat 1 fps. Unlike the web
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benchmarkn which mostof the thin-clientsystemdeliveredrea-
sonableperformanceFigure 12 shavs that mostof the thin-client
systemgerformedpoorly on the videobenchmarlover both LAN
andInternet2ervironments.Only SunRay's performancevasrea-
sonableover Internet2 delivering roughly 70%video quality. The
videoquality achievedon all of the otherplatformswasbelov 35%
andgenerallynotusable.

For mostof the TCP-basedhin-client platforms,therewas not a
signi cant performancdifferencewhen runningthe benchmarks
over Internet2with default TCP window sizesversusthe 1 MB
TCPwindow sizes.Figures9 and12 shawv thatTarantellaAIP and
VNC performedbetterwith the larger TCP window sizeson the
web and video benchmarksrespectiely. The more pronounced
performancealifferenceoccurredwith the video benchmark.The
use of larger TCP window sizesmadea bigger differencethere
dueto the higherdatabandwidthrequirement®f video. In some
casesusinglargerwindow sizesresultedin slightly higherover
head.Whenusingincreasedvindow sizes RFC1323optionsmust
be usedwhich increaseghe sequenceaumber eld from 2 bytes
to 4 bytesperpaclet andaddsanadditionalwindow scaling eld.
Theseadditional elds mayaddsomeoverheado theprocessingf
eachpaclet, theeffectof whichis exaggeratedvhenthe payloadof
thepacletis small. Theseadditional elds alsoresultedin slightly
moredatabeingtransferredvhenusinglargewindow sizes but the
differencewasonly afew percentin all cases.

3.2 Interpretation of Results

The measurementpresentedn Section3.1 shav that usingthin-
client computingin a WAN environmentcan deliver acceptable
performanceover Internet2,even when client and sener are lo-
catedthousand®f miles aparton oppositeendsof the country In
particular SunRay deliveredexcellentperformanceon all of the
applicationbenchmarksneasured.However, performancevaries
widely amongthin-client platformsandnot all platformsare suit-
ablefor this environment. Due to spaceconstraintsjt is not pos-
sible to describeall resultsandtheir implicationsin detailin this
paper However, we discuss ve principlesthat should sene as
guidelinesin designingthin-client systemsfor supportingwide-
areacomputingservices: optimize lateny over bandwidth, par
tition client/serer functionality to minimize synchronizationuse
simplerdisplayprimitivesfor speedcompresslisplayupdatesand
pushdisplayupdates.

Our resultsarebasedon measurementhatdo not accountfor the
impactof lossandcongestiorfoundin commodityWAN erviron-
ments.We have donepreliminarytestingin thesimulatednternet2
testbedwith a 10% randompaclet loss, which resultsin low link
utilization [17]. Thesetestssuggesthat the principlesdiscussed
herearelikely to continueto hold true underlossandcongestion,
but further study is requiredand is the beyond the scopeof this
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3.2.1 OptimizeLatencyvsBandwidth

Although thin-client computingvendorsoften tout the bandwidth
ef ciency of theirplatforms,ourmeasurementhaowv thattheband-
width ef ciency of athin-client systemis not a good predictorof

performanceover Internet2. Figures2, 8, and 10 shaw that Citrix

ICA and Microsoft RDP usually transferredessdataoverall for

eachbenchmarlcomparedo theothersystemawvhile SunRaytyp-

ically transferredhe mostamountof dataoverall for eachbench-
mark. However, in termsof userperceved performancepur mea-
surementshav that overall Sun Ray signi cantly outperformed
both ICA and RDP over Internet2for both the lateny andvideo
benchmark&ndwascomparabldor the web benchmark.For the

lateny benchmarkFigures3 to 7 shaw that ICA and RDP have

responsdimes that balloonto over 400 ms over Internet2while

SunRayresponseimesremainnearl50msor less.For thevideo
benchmarkFigure 12 shavs that SunRay deliveredvideo quality
thatwas morethanfour timesbetterthaneitherICA or RDP. For

the web benchmarkthe web browsing lateny for Sun Ray was
comparableéo ICA andbetterthanRDP despitesendingalmostan
orderof magnitudemoredata. Furthermorewhile ICA andRDP
sentthe leastamountof dataper page,30 KB and41 KB respec-
tively, VNC hadthelowestlateng over Internet2with anaverage
pagelateny of 410 ms, 50 percentfasterthan ICA andtwice as
fastasRDP.

Our measurementshav that bandwidthavailability in LAN or

Internet2ervironmentswas not the main performancdimitation

for boththe lateny andweb benchmarksassumingappropriately
sized TCP windows. For the lateny benchmarkthe mostband-
width consumedor ary of the operationswas 11 Mbps for the

imageoperationon SunRay For thewebbenchmarkno platform

consumednorethan5 Mbpson average Only in thevideobench-
mark did one of the platforms, Sun Ray, approachthe limits of

bandwidthavailable,consumingroughly 33 Mbps. However, de-

spiteusingthe mostbandwidthfor the video benchmarkSunRay
deliveredby far the bestvideo performancever Internet2.

Insteadof network bandwidthbeing the primary bottleneck,our

measurementsomparingthin client performanceover Internet2
versusheLAN shawv thatnetwork lateng hadasigni cantimpact
on thin client performance For the latengy benchmarkFigures3

to 7 shaw thatthe lateny of operationsover Internet2for almost
all of the thin-client systemswereroughly 65 ms or morelonger
thantheresultsfor the sameoperationover the LAN testbed.AlP

wasanexceptionto this which we discusgurtherin Section3.2.4.
Thereasorfor theaddedateng is becauseachoperatiorrequires
theclientto sendinputto thesener andthesenerto reply with the
displayupdate which entailsat leastoneroundtrip acrosshenet-
work. Sincethe RTT for Internet2is roughly 65 mslongerthan
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the LAN, it shouldbe expectedthatthe operationsvould take 65

ms longerover Internet2versusthe LAN. Whatwasnot expected
is thatonly SunRayandVNC took no morethanoneRTT longer
for eachoperationover Internet2versusthe LAN. All of the other
systemsncurredmorethanoneRTT of additionallateng over In-

ternet2versusthe LAN for someof the operations. This implies
thatX, ICA, RDP, andAIP in somecasegequiredmultiple round
trip timesto completeasimpleoperationmakingthemlesstolerant
of theincreasedetwork latenciefoundin WAN ervironments.

For the web benchmarkpur measurementalso shov the impact
of network lateng on thin-client performance. Figure 9 shaws
thatthe averageperwebpagedonnloadlateny over Internet2was
roughly 65 ms or morelongerthanthe samelateny over a LAN
for agivenplatform. In ourInternet2testbedshovn in Figurel, the
thin-clientsenerwaslocatedacrosgheInternetZnetwork from the
web sener. Sincethe thin-clientsener is local to the web sener
in the LAN, we canexpectanextra Internet2RTT delayin down-
loadingawebpageover Internet2versushe LAN becausef extra
delaybetweengettingthe containerHTML pageto the thin-client
sener andthe subsequentetrieval of the images.In addition,the
Netscapestatuswidgetsalsoinducean additionalInternet2RTT
over Internet2. Sincethe web browser cacheghe web pagesthe
secondunthroughthe 54 webpagegloesnotcausehebrowserto
re-requesthewebpagedrom thewebsener. As aresult,thereis at
bestatwo RTT additionaldelayfor the rst 54 pageonly, or anav-
erageof oneRTT additionaldelayperpage.Only SunRay, VNC,
andICA incurredthis minimum increasedielayfor the Internet2
versusLAN web benchmarkesults. While thesethreeplatforms
performedthe bestover Internet2,the amountof datatransferred
for thesesystemsvariedfrom the smallesto the largestamountof
datatransferfor all of the platforms,shaving no correlationwith
bandwidthconsumption.

Our results demonstratehe importanceof designingwide-area
thin-client systemswith a focus on toleratingnetwork lateny as

opposedo just minimizing network bandwidth.As network tech-

nologiesimprove and high-bandwidthinternetaccessbecomesa

commodity the fundamentaphysicallimits of propagatiordelay

leadusto believe thatthe ability of thin-clientsystemdo tolerate
lateng will beanincreasinglydominantactorin determiningheir

performance.

3.2.2 Partition Client/Serverto Minimize Syndiro-

nization
The designof a thin-client systemrequiresthat the functionality
of the systembe partitionedin somemannerbetweenthe client
andthe sener. An importantpartitioningissueis to whatextentis
the client's graphicaluserinterfacefunctionality supportecbn the
client versusthe sener. For instance,SunRay and VNC do not
supportary windowing functionson theclientbut insteadmaintain

Figure 11: Video Playback Time

Figure 12: Video Quality

all thin-clientwindow systemstateatthesener. Ontheotherhand,
X maintainssigni cant window systemstateat the client to allow

the client to locally managewindow positioning,colormapinfor-

mation,font libraries,etc. X standsapartfrom the otherthin-client
systemsn the degreein which it useslocal client window system
state which alsomakestheclient-sideof an X systemmoreheavy-

weightthanthoseof otherthin-clientsystemsComparedvith Sun
RayandVNC, the partitioningof functionality betweerclientand
senerin X potentiallyallows X to performmoreoperationdocally

attheclient, but mayrequiremorecoordinationbetweerthe client
andsener for displayupdatesentfrom the sener.

While the X approactperformsquite well over a LAN, overall it
performsfar worseover Internet2thanall of the otherthin-client
systems. For the lateny benchmarkFigures3 to 7 shav that X
incurredtwo to threelnternet2RTT of additionallateng over In-
ternet2versusa LAN for all operationsxcepttheletteroperation.
Thisis in starkcontraswith the otherplatformswhich for mary of
theoperationonly suferedtheminimumof oneRTT of additional
latengy over Internet2versusa LAN. Giventhe Internet2RTT of
66 ms, X hasover 130 msof additionallateng for operationover
Internet2 resultingin slower responsdime thatis very noticeable
to the user For the web benchmarkFigure9 shaws that X pro-
videsthebestperformanceveralLAN, buttheabsolutenvorstper
formanceover Internet2. X on averagetook well over 6 seconds
perweb pageover Internet2. For the video benchmarkFigure 12
shaws againthatX providesthe bestvideoquality overa LAN but
only 11% video quality over Internet2,the worstvideo quality of
all theplatformsassumindarge TCPwindows. Ourresultssuggest
thatthis partitioningof client/serer displayfunctionalityin X re-
quiresa higherdegreeof synchronougoordinationbetweerclient
andsener thansystemswhich do not emplgy asmuchlocal client
window systemfunctionality The betterperformanceesultswith
thin-clientsystemsuchasSunRay surprisinglysuggesthatmini-
mizing theamountof local clientwindow systemfunctionalitycan
resultin betteroverall performancen WAN ervironments.

Thevideobenchmarlperhapsnostclearlyshavstheproblemghat
resultfrom synchronizatiorof theclientandsener with the X pro-
tocol. In comparingheamountof dataX transferredver Internet2
versusheLAN asshavnin Figurel0, we canseethattheprimary
problemis thatmostof thevideodatadoesnotgetsentto theclient.
TheX displaycommandioesnot completeuntil theclientactually
recevesthe video framefrom the sener andreturnsan acknavl-
edgementincurringacross-countryoundtrip delayfor eachvideo
framedisplayed Becauséheapplicationrealizeghatit cannotdis-
playthenext videoframeontime, it skipsaheadn thevideostream
until it nds avideoframethatcanbedisplayedontime. Theinter
mediatevideo framesare droppedand not displayed,resultingin
degradedvideo quality, effectively shawing only oneout of every
10frames.A secondanfactorfor X's poorvideo quality is thatit
takesmuchlongerto playbackhevideostream.The 17 second®f



extradelayis dueto thelevel of synchronizeaoordinatiorbetween
X clientandsenerin allocatingthe color mapusedthroughouthe

playbackof thevideo. We veri ed thatthis wasnotjustanartifact

of MpegTV by testingthe popularBerkeley Multimedia Research
Centers mpay_play, which alsoexhibitedthe sameextradelay

BecauseX is an application-l@el protocol, its performancede-
pendsheavily onwhatX primitivesan applicationis programmed
to use.X doeshave thehave theability to supportclient/serer dis-
play functionsthat are more decoupledetweenclient and sener.
However, our experimentswith widely-usedcommercialX appli-
cationssuchas Netscapeshav thatit is not uncommonto nd a
high proportionof synchronouslisplayfunctionsused. In partic-
ular, wheneer thereis a returnvalue that reportsthe statusof a
request.the operationmust be completedsynchronouslyand the
applicationwaits for the returnvalue. Unfortunatelyin Netscape,
all of theroutinesthatdraw thetoolbarandthe pageloadstatusbar
createa signi cant numberof GetWindowAttributesand GetGe-
ometryrequestswhich areboth synchronougunctions.If widely-
usedcommercialX applicationscan so easily have performance
problemsin WAN ervironments,it seemsclearthatthe X system
itself is at leastpartially to blameevenif X primitives may exist
thatallow moredecouplectlient-serer interactions.

We canquantifyto someextentthe degreeof synchronizationn a
systems displayprotocolby theamountof extra delayexperienced
runningeachsystemover Internet2versusa LAN. For thelatengy
benchmark,SunRay and VNC incur the minimum delay as dis-
cussedn Section3.2.1. ICA providesthe next bestperformance,
incurringthe minimumdelayexceptfor theimageoperation RDP
doesa little worse,requiringtwo extra RTT of delayon both the
redbitmapandimageoperations X doestheworst. Frominspect-
ing the paclet capturesin the latengy benchmarkjt appearshat
ICA and RDP performsomesort of synchronizedperationafter
approximatelyevery 8 KB of databeingsent. Whenthis occurs,
the protocolseachwait a full RTT beforecontinuingwith the re-
mainingdatatransfer This synchronizedxecutionalsolimits the
utility of usinglargerTCPwindow sizesasis evidentby thelack of
improvementin performancavhenusinglargerTCPwindow sizes
versusdefault TCP window sizes. For the web benchmark,Sun
Ray, VNC andICA incur the minimum extra delayover Internet2
asdiscussedn Section3.2.1. They arefollowed in best-to-vorst
relative performancerderby RDP, AIP, andX. Unfortunatelydue
to the proprietarynatureof ICA, RDP, andAlP, it wasnot possible
to examinein detailthe mechanisméehindthe synchronizatiorof
theprotocols.

Overall, thedegreeof synchronizatiorin the displayprotocolhasa
much more signi cant impact over Internet2than bandwidthef-
ciency. Our resultsdemonstratehat to optimize performance
for the larger latenciesin WAN ervironments,the functionality
in athin-clientsystemshouldbe carefully partitionedbetweerthe
client andsener to minimize synchronizatiorbetweenclient and
sener. If the client and sener needto sendmessagedack and
forth severaltimesto performanoperationthe muchhigherround
trip latenciesover Internet2will resultin signi cant increasesn
lateng for the givenoperation.

3.2.3 UseSimplerDisplay EncodingPrimitives
Differentthin-clientsystemsusedifferentdisplayprimitivesfor en-
codingdisplay updateghat are sentfrom the sener to the client.
Four typesof displayencodingprimitivesare high-level graphics,
low-level graphics,2D drav primitives, andraw pixels. Higher

level displayencodingsaregenerallyconsideredo be moreband-
width ef cient, but requiremorecompleity ontheclientandmay
be less platform-independent.For instance,graphicsprimitives
suchasfontsrequirethe thin-client systemto separatdonts from
imageswhile using pixel primitivesenablethe systemto view all
updatesasjust regionsof pixels without ary semanticknowvledge
of thedisplaycontent. X takesa high-level graphicsencodingap-
proachandsupportsarich setof graphicgprimitivesin its protocol.
ICA, RDR, andAIP are basedon lower-level graphicsprimitives
thatincludesupportfor fonts,icons,draving commandsswell as
images.SunRayandVNC employ 2D draw primitivessuchas lls
for lling ascreerregionwith asinglecolor or atwo-colorbitmap
for commontext-basedwindows. VNC caninsteadbe con gured
to useraw pixelsonly, but noneof the systemswve consideredised
raw pixelsby default.

Our resultsshav that higherlevel display encodingsare not nec-
essarilymore bandwidthef cient thanlower-level primitives. For
the lateny benchmarkFigure 2 shaws that the low-level graph-
ics encodingssuchasICA, RDP, andAIP generallyrequiredless
datatransferthanthepixel-basedapproachesuchasVNC andSun
Ray, but thehigh-level X encodingormatrequiredthehighestdata
transferon two of the ve latengy operations.For the web bench-
mark, Figure8 shavs thatwhile the higherlevel encodingformats
usedby ICA andRDPrequirelessdatatransferthanthelower-level
pixel-basedencodingformatsusedby VNC and Sun Ray, VNC
sendslessdatathan either X or AIP, which also usehigherlevel
encodingformats. Furthermorewhile Sun Ray transferssigni -
cantlymoredatathantheotherplatforms thisis largely becausds
remotedisplayprotocolencodepixel valuesin 24-bitcolor[28]. If
we normalizethe amountof datatransferrecby the numberof bits
usedfor pixel colorin the protocol,the amountof datasentusing
the 24-bit color SunRay encodingwould be threetimeslessthan
thatshavn in Figure8, sinceall theotherplatformsused3-bit color
for the experiments.The normalizedSunRay datatransferwould
be about110KB perweb page,lessthanboth X andAIP but still
morethanlCA. However, ICA achiezessomeof its bandwidthef -
cieng by usingcompressionWhenwe turnedoff compressiorin
ICA to revealthe performanceof its basicdisplayencodingon the
web benchmarkthe datatransferrequirementor ICA ballooned
to aboutl00KB perwebpage,only 10 percenfessthanSunRay.

A key reasorwhy the highetrlevel displayencodingprimitivesare
often no betterif not worsethanthe lower-level displayencoding
primitivesis thatmary of theseencodingsvereoptimizedfor text-
baseddisplays. Much of the compleity of the higherlevel en-
codingformatsusedby X, ICA, RDP, andAlIP relatesto keeping
trackof text-basecprimitives.But relative to imagesgraphicsand
video, text generallydoesnot require much bandwidthto begin
with. Evenfor thewebbenchmarkvhich consistedf mostly text-
basedvebpagestext-orienteddisplayaccountgor muchlessthan
half of thedatain the original HTML pages.Figure10 shavs that
for the video benchmarkwhich involves no text-orienteddisplay
thehigherlevel encodingformatsarenot morebandwidthef cient
thanthe lower-level formats. If we againnormalizefor the num-
ber of bits usedfor pixel colorin the protocol,we seethat X, AIP,
and Sun Ray all requireroughly the sameamountof datatrans-
fer. Similarly, ICA, RDP, andVNC all requireroughly the same
amountof datatransfer ICA, RDPR, and VNC requirelessdata
transferthanthe otherplatformssimply becaus¢hey usecompres-
sion, asdiscussedn Section3.2.4. As applicationsbecomemore
multimedia-orientecand bandwidthincreasesthe ef ciency with
whichanencodingsupportgraphicsaandimagess moreimportant



andadditionalcompleity for text mayin factreduceperformance.

More importantly our measurementmdicatethat simplerlower-
level display primitivesasusedby SunRay andVNC resultedin
betteroverall userperceved performancehanhigherlevel display
encodingprimitives. Ourresultssuggesthatthehigherlevel prim-
itivesusedin ICA, RDR AIP, and X have higher latenciesover
Internet2that may be dueto their addedcompleity. For boththe
web andvideo benchmarksSun Ray and VNC outperformedall
of the otherhigherlevel encodingplatforms. Figure9 shavs that
SunRayandVNC hadthelowestaveragewebpagelatencieswith
VNC being50 percentbetterthanary of the higherlevel encoding
platforms.Figure12 shavs thatSunRayhadthebestvideoquality
followed by VNC, with SunRay being morethantwo timesbet-
terthanary of the higherlevel encodingplatforms. While VNC's
performancebene ts substantiallyffrom compressiorasdiscussed
in Section3.2.4, SunRay's good performancds simply dueto a
good balancebetweencomputingand communicatiorcostsin its
display encodingformat. Note thatthe good performanceaesults
for SunRay wereachie/zed despiteusing slower client andsener
hardware ascomparedo the otherthin-clientsystems Whennet-
work bandwidthis sufcient and network lateng is the primary
issue,the simplerpixel-basedencodingapproachegrovide better
overall performance.

3.2.4 CompessDisplayUpdates

As summarizedn Table 1, mary of the thin-client systemsem-
ploy low-level compressiortechniquessuchasrun-lengthencod-
ing (RLE) and Lempel-Zv Welch (LZW) compressioro reduce
the datasize of display updates. For our experiments,compres-
sion was by default enabledon all of the thin-client systemghat
supportedit. ICA, AIP, and VNC all provide a simple userop-
tion to enableor disablecompression.To evaluatethe impactof
compressionye alsoranthesamebenchmarkenthesethreethin-
client systemswith compressiorexplicitly disabledandmeasured
the resultingperformance As expected all threeplatformstrans-
ferredlessdataonall of thebenchmarksvith compressiornabled,
thoughcompressionvasleasteffective with the videobenchmark.
Furthermore all three platforms performedbetteroverall on the
benchmarksvith compressiornablecasopposedo withoutit.

We identi ed threereasonsvhy enablingcompressiorimproved
performance.First, someof the thin-client systems particularly
VNC, were bandwidthlimited when compressionwas disabled
when default TCP window sizeswere used. Enablingcompres-
sionreducedheamountof datatransferrecandremovedthis band-
width limitation. Secondfwo of the thin-clientsystems]CA and
RDP, requiresomesynchronizatiorbetweenclient and sener af-
ter approximatelyevery 8 KB of display updatedatathatis sent,
asdiscussedn Section3.2.2. Enablingcompressionmeducedthe
amountof datatransferredand thereforereducedthe frequeng
at which this synchronizatioroccurred therebyimproving perfor
mancefor WAN ervironments.Third, someof thethin-clientsys-
temsmay emplg differentclient renderingfunctionsdepending
uponwhethercompressioris enabled. We discoseredthat when
hextile compressioris enabledthe VNC client renderingfunction
renderslocksof pixelsatonetime. Whencompressioiis notused,
the renderingfunction renderspixels individually, one at a time.
Our measurementsn the web andvideo benchmarkshaved that
therenderingunctionappliedwhencompressiomvasusedvas6 to
24timesfastemerpixel displayed As discussedurtherin Section
3.2.5,becausehe VNC senerwaitsuntil theclienthascompletely
renderedhelastdisplayupdatebeforesendinghenext displayup-

date,the shorterclient renderingtimeswith compressiorenabled
resultin betterperformance.

Ourresultsalsoshav thatlow-level compressiorappliedto a sim-
ple pixel-basedlisplayencodingasusedin VNC canperformsur
prisingly well. In particular the web benchmarkesultsshav that
effective compressiorcan compensatdor a lessefcient display
encodingand dramaticallyreducethe amountof datathat needs
to betransferredvithoutincurring signi cant additionaloverhead.
This is mostapparenfrom the datatransferandlateny measure-
mentsfor VNC. Figure8 shavs thatVNC requiresabout50%less
datatransferthanthe higherlevel X and AIP approachesyeither
of whichemployedmuchif any compressiomver thenetwork con-
ditions consideredor the web benchmark FurthermoreFigure9
shaws that VNC had the lowestlateng over Internet2of ary of
the thin-client platformsfor the web benchmark.The simple de-
sign of combininga low-level compressiomethodwith a simple
pixel-basedencodingprovided very goodperformanceon theweb
benchmark.

Becausehin-clientsystemsnay operaten differentnetwork envi-
ronments adaptve compressiormechanism$iave beenproposed
to optimize the performanceof thesesystems.AIP usessuchan
adaptve compressiormechanisnto turn on increasinglyef cient
compressioralgorithmsas the available network bandwidthde-
creases However, this adaptionmechanisnin somecasesesults
in worseperformancehanexpected.For instance Figure4 shavs
thatAlIP surprisinglyhaslower lateng onthescroll operationover
Internet2hanaLAN. Theamounbof datatransferredvertheLAN
for this operationis mary times larger than that which is trans-
ferred over Internet2,transferringapproximately92KB and 2KB
respectiely. Thereasorfor thisis becaus@\lP adaptvely disabled
compressiorover the LAN but enabledcompressiorover Inter
net2. Whenwe manuallyenabledcompressiorover the LAN, the
scroll operationperformanceover the LAN wasbetterthanInter
net2. Overall, our experimentalresultsshav that simplelow-level
compressioranbe usedeffectively to improve the performancef
thin-clientsystems.

3.2.5 PushDisplayUpdatestagerly

The policy usedto determinewhendisplayupdatesare sentfrom

the sener to the client is animportantissuethat doesnot receve

the attentionit deseres; whenthe display updateis sentcanbe
asimportantaswhatis sent. Two importantdisplay updatepolicy

issuesareeagenersudazydisplayupdatesandsener-pushversus
client-pullmodels.

The rst displayupdatepolicy issueis whetherdisplayupdatesare

senteagerlywith the sener window systemgraphicscommands
or lazily asa framehuffer scraper In the eagercase,the display
updateis encodedand sentat the time the sener windowv system
commandccurs.X andSunRaybothdoeageupdatesin thelazy

case,the windowv systemcommandis queuedin an intermediate
representatiorsuchaskeepingtrack of regionsof pixelsthathave

beenmodi ed. Old modi cations that are overwritten by newer

modi cationsarediscardedScreerupdatesrethensentatregular

intervals dependingon available bandwidth,with only the latest
modi cations encodedandsentto theclient. VNC, ICA, andRDP

all performlazy updateg20].

While lazy updatemechanismsanbe usedto meige multiple dis-
play updatesat the sener for bandwidthef ciency, our measure-
mentsindicatethatthesemechanismsire often incompatiblewith



the needsof multimediaapplicationssuchasvideo. For thevideo
benchmarkFigure12 shavs thatevenoveraLAN, all of the plat-
formsthatusedlazy displayupdatesieliveredmuchworsequality
videothanthosethatusedeagerdisplayupdatesTheproblemthat
occurgn platformsuchasICA andRDPis thattherateof theirlazy
updatemechanismsvastoo slow to keepup with the 24 fps deliv-
ery raterequiredby the videobenchmark.This is despitethe fact
thatneitherthe client nor sener washeavily loadedwhenrunning
thevideobenchmarlusingICA or RDP.

Thesecondlisplayupdatepolicy issueis whethera sener-pushor

client-pull model drivesthe display updatepolicy. In the sener

pushmodel, the sener determinesvhento senda screenupdate
to theclient. In the client-pull model,the client sendsa requesto

the sener whenit wantsa screenupdate. A bene t of the client-

pull modelis thatit providesa simple mechanisnfor adaptingto

the client processingspeedand network speedavailable. Of the
systemswve consideredpnly VNC usesheclient-pullmodelwhile

all the otherplatformsusethe sener-pushmodel.

Ourmeasurementuggesthata sener-pushdisplayupdatemodel
is betterattoleratingWAN latencieghana client-pull model. The
problemswith the client-pull model areillustratedby the perfor
manceof VNC on the video benchmarkover Internet2. Over In-
ternet2,the sener mustwait until the last display updateis sent
to the client andthe client respondsackrequestinghe next dis-
play updatewhichimposesaa66 msRTT penalty Evenif theclient
werein nitely fast,theclient-pullmodelwould notallow thevideo
to be deliveredat 24 fps. VNC's client-pull modelis the primary
reasorwhy its video benchmarkperformances twice asbadover
Internet2versusa LAN, asshavn in Figure12. In contrast,Sun
Ray avoids theseproblemsby using an eagersener-pushdisplay
updatemodelto senddisplayupdatesmmediatelyasvideoframes
arerenderednthesenerfor thevideobenchmarkresultingin the
bestvideoperformancever Internet2.As multimediaapplications
becomedncreasinglycommonandnetwork bandwidthbecomesn-
creasinglyavailable,we expectthat the bene ts of higher delity
performancevith aeagersener-pushdisplayupdatepolicy will in-
creasinglyoutweighthebene tsof bandwidthsavingsfrom lazy or
client-pull displayupdatemodels.

4. RELATED WORK

In additionto the six popularthin-client systemsdiscussedn this
paper mary systemsfor remote display have been developed.
Theseinclude extensionsto the systemsconsideredsuchas low-
bandwidthX (LBX) [4] andKaplinsk'srecentVNC tight encoding
[15], aswell asremotePC solutionssuchasLaplink [18] andPC
Anywhere[24]. Becauseof spaceconstraintsand previous work
[22,36] shawing that LBX, Laplink, and PC Anywhere perform
worsethanMicrosoft TerminalServicedor single-useworkloads,
we did not examinethesesystemsand extensionsas part of this
study While thin-clientsystemshave primarily beenemplgyedin
LAN workgroupervironmentsagroving numberof ASPsareem-
ploying thin-clienttechnologyto attemptto hostdesktopcomput-
ing sessionghat areremotelydeliveredover WAN ervironments.
Examplesinclude servicesfrom FutureLink[5], Runavare [26],
andExpertcity[12].

Several studieshave examinedthe performanceof a single thin-
clientsystemjn somecasesn comparisorto the X protocol.Dan-
skin conductecan early studyof the X protocol[10] by gathering
tracesof X requests.Wong and Seltzerhave studiedthe perfor
manceof Windows NT TerminalSener, focusingonof ce produc-

tivity toolsandwebbrowsing performancg35,36]. Tolly Research
hasconductedsimilar studiesfor Citrix MetaFramg34]. Schmidt,
Lam,andNorthcuttexaminedtheperformancef the SunRayplat-
form in comparisorto the X protocol[28] andreportedresultsfor
SunRayfocusingon of ce productvity applicationperformancet
variousnetwork bandwidths.None of thesestudiesconsiderper
formancedssuesn WAN ervironmentsnordothey compareacross
therangeof thin-clientplatformsdiscussedhere.

Few studieshave beendonethat comparethe performanceof sev-
eral thin-client systems. Yang, Nieh, et al. [22,37,39] examined
the performanceof several thin-client systemsat variousnetwork
bandwidths. This work doesnot considerthe impactof network
lateng in WAN ervironmentson thin-client systems. Our work
addressesateny measuremenissuesnot addressedn previous
work—examiningthe broadspaceof underlyingdesignchoicesthat
impactsystenperformancePreviouswork hasalsofocusedonthe
bandwidthef ciency of thesesystems. Our resultsshav that ef-
cient displayencodingsandcompressioralgorithmsarejust one
componenbf thin-clientsystemperformance.

While technologyhaschangedthevision of customersimply be-
ing ableto renttheir computingservicesfrom a public computer
utility harkensbackto the daysof Multics [8]. Unlike Multics,
ASPsarefacedwith supportingapplicationghatarenotjustsimple
text programsbut increasinglygraphicsand multimedia-oriented.
However, further researchneedsto be doneto enablecomputer
utilities to effectively supporimultimediaapplicationsn wide-area
ervironments.

5. CONCLUSIONS AND FUTURE WORK

We have performedthe rst quantitatve measurements exam-

ine the impactof WAN lateng on thin-client computingperfor

mance. We addressedhe dif cult problem of measuringpro-

prietary closed-sourcehin-client systemsby using slow-motion

benchmarkingwhich combinesnetwork monitoring with slow-

motion versionsof application benchmarkso provide accurate
measurement®f thin client performance. While our results
demonstratéhe feasibility of usingthin-client computingfor de-

livering computingservicesn a WAN ervironment,they alsore-

veal that mary of the designtradeofs usedin existing thin-client
systemsare inappropriatefor such network ervironments. Our

resultsdemonstratehe importanceof focusingon optimizing for

network lateny asopposedo bandwidthissuesin designingthin

clients. In this context, we shav thatminimizing the needfor syn-

chronizedlocal client window systemstate,simpler pixel-based
display primitives, synchronizedsener-pushdisplay updatesand

low-level forms of compressiorare surprisingly effective design
choices. We examinedtheseissuesacrossa broadrangeof plat-

formsandprovidethe rst comparatre analysisof theperformance
of thesesystemsThesequantitatve measurementsrovide a basis
for futureresearclin developingmoreeffective thin-clientsystems
to deliver wide-areacomputingservices.
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