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DES IGN  GU IDE  

 
This PowerPoint 2007 template produces a 36”x48” 
presentation poster. You can use it to create your research 
poster and save valuable time placing titles, subtitles, text, 
and graphics.  
 
We provide a series of online tutorials that will guide you 
through the poster design process and answer your poster 
production questions. To view our template tutorials, go 
online to PosterPresentations.com and click on HELP DESK. 
 
When you are ready to print your poster, go online to 
PosterPresentations.com 
 
Need assistance? Call us at 1.510.649.3001 
 

 

QU ICK  START 
 

Zoom in and out 
 As you work on your poster zoom in and out to the level 
that is more comfortable to you.  
 Go to VIEW > ZOOM. 

 
Title, Authors, and Affiliations 

Start designing your poster by adding the title, the names of the 
authors, and the affiliated institutions. You can type or paste text into 
the provided boxes. The template will automatically adjust the size of 
your text to fit the title box. You can manually override this feature 
and change the size of your text.  
 
TIP: The font size of your title should be bigger than your name(s) and 
institution name(s). 
 
 

 
 

Adding Logos / Seals 
Most often, logos are added on each side of the title. You can insert a 
logo by dragging and dropping it from your desktop, copy and paste or 
by going to INSERT > PICTURES. Logos taken from web sites are likely to 
be low quality when printed. Zoom it at 100% to see what the logo will 
look like on the final poster and make any necessary adjustments.   
 
TIP:  See if your school’s logo is available on our free poster templates 
page. 
 

Photographs / Graphics 
You can add images by dragging and dropping from your desktop, copy 
and paste, or by going to INSERT > PICTURES. Resize images 
proportionally by holding down the SHIFT key and dragging one of the 
corner handles. For a professional-looking poster, do not distort your 
images by enlarging them disproportionally. 
 

 
 
 
 
 
 

Image Quality Check 
Zoom in and look at your images at 100% magnification. If they look 
good they will print well.  
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QU ICK  START ( con t . )  
 

How to change the template color theme 
You can easily change the color theme of your poster by going to the 
DESIGN menu, click on COLORS, and choose the color theme of your 
choice. You can also create your own color theme. 
 
 
 
 
 
 
 
You can also manually change the color of your background by going to 
VIEW > SLIDE MASTER.  After you finish working on the master be sure 
to go to VIEW > NORMAL to continue working on your poster. 
 

How to add Text 
The template comes with a number of pre-
formatted placeholders for headers and text 
blocks. You can add more blocks by copying and 
pasting the existing ones or by adding a text 
box from the HOME menu.  

 
 Text size 

Adjust the size of your text based on how much content you have to 
present. The default template text offers a good starting point. Follow 
the conference requirements. 

 

How to add Tables 
To add a table from scratch go to the INSERT menu and  
click on TABLE. A drop-down box will help you select rows 
and columns.  

You can also copy and a paste a table from Word or another PowerPoint 
document. A pasted table may need to be re-formatted by RIGHT-CLICK 
> FORMAT SHAPE, TEXT BOX, Margins. 
 

Graphs / Charts 
You can simply copy and paste charts and graphs from Excel or Word. 
Some reformatting may be required depending on how the original 
document has been created. 
 

How to change the column configuration 
RIGHT-CLICK on the poster background and select LAYOUT to see the 
column options available for this template. The poster columns can also 
be customized on the Master. VIEW > MASTER. 

 
How to remove the info bars 

If you are working in PowerPoint for Windows and have finished your 
poster, save as PDF and the bars will not be included. You can also 
delete them by going to VIEW > MASTER. On the Mac adjust the Page-
Setup to match the Page-Setup in PowerPoint before you create a PDF. 
You can also delete them from the Slide Master. 
 

Save your work 
Save your template as a PowerPoint document. For printing, save as 
PowerPoint or “Print-quality” PDF. 
 

Print your poster 
When you are ready to have your poster printed go online to 
PosterPresentations.com and click on the “Order Your Poster” button. 
Choose the poster type the best suits your needs and submit your order. 
If you submit a PowerPoint document you will be receiving a PDF proof 
for your approval prior to printing. If your order is placed and paid for 
before noon, Pacific, Monday through Friday, your order will ship out 
that same day. Next day, Second day, Third day, and Free Ground 
services are offered. Go to PosterPresentations.com for more 
information. 
 

Student discounts are available on our Facebook page. 
Go to PosterPresentations.com and click on the FB icon.  
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Algebraic Eraser(AE) is a function based on non-
commutative group theory published in 2007, used for 
Diffie-Hellman key exchange protocol and designed for 
device with limited computing power. In 2015 and 2016 
there were mainly two attacks on AE published. The Ben-
Zvi, Blackburn and Tsaban Attack recovers the shared 
secret from a generalized version of AE key exchange 
protocol; the Blackburn and Robshaw Attack targets only 
the RFID setting with standardized parameters provided 
by Secure RF.  But after adding a hash function to the 
protocol, the latter attack is not efficient anymore. In June 
2016 SecureRF published a hash function based on a 
modified version of AE function. We've shown that the 
function is malleable under some input. We are still 
working on an attack of the AE hash function. We also 
explored using randomized method to solve the 
"Conjugacy Search Problem", a hard math problem 
Algebraic Eraser's security is partly based on. 
 

INTRODUCTION	
  

OBJECTIVES	
  

•  Utilizes braid groups, matrices, and group actions to 
manipulate and disguise the private keys 

•  A braid is represented as a matrix, permutation pair  
•  Group actions are specifically defined operations that are 

performed on group elements 
Braid Group: 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

The braid group elements are represented as a pair of matrix 
and a permutation. By the Algebraic Eraser function, the 
information of the secret matrix is hidden by the permutation 
and evaluation process. (That’s why it’s called “eraser”.) 
Most parameters used by Alice and Bob will be provided by a 
Trusted Third Party(TTP). 

ATTACKS	
  on	
  AE	
  

A modified version of the Algebraic Eraser has been proposed 
for use in a hash function. 
The modified operation *’ permutes both the indeterminates t 
and the t-value set.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The basic idea of  Algebraic Eraser hash is dividing the input 
message, a string S into blocks: 
 
 
 
Each block is then represented in binary. And compute each 
block using the AE hash *’ operation together with an initial 
ordered pair : 
 
 
 

AE	
  HASH	
  FUNCTION	
   RESULTS,	
  CONCLUSION,FUTURE	
  WORK	
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 Alice and Bob want to have a shared secret key that only 
they two can know so they can communicate over an 
insecure channel. But they don’t have to meet in person to 
discuss this shared secret: 
 
 
 
 
 
 
 
 
 
Most important: design this star operation such that Alice and Bob can 
get the same shared secret. 
Classical Diffie-Hellman protocol builds on hard math problems such 
as the discrete logarithm problem. 
Algebraic Eraser provides a new way to realize this communication. 
 

University	
  of	
  Maryland-­‐College	
  Park,	
  Combinatorics	
  and	
  Algorithms	
  for	
  Real	
  Problems	
  REU	
  
Lindsey	
  Cioffi,	
  Dr.	
  Jonathan	
  Katz,	
  Jiahui	
  Liu,	
  Elijah	
  Soria	
  

Group	
  Theore/c	
  Cryptography:	
  The	
  Algebraic	
  Eraser	
  

AlGEBRAIC	
  ERASER	
  FUNCTION	
  

PUBLIC-­‐KEY	
  CRYPTOGRAPHY:	
  
DIFFIE-­‐HELLMAN	
  APPROACH	
  	
  

•  Study the Algebraic Eraser Protocol and the attacks 
made against it: 

      1. Find weaknesses that attacks may be able to exploit 
       2. Build on previous attacks to strengthen and 

improve efficiency 
•   Explore the AE Hash function that emerges from the 

protocol 
•   Look into algorithms on the underlying problem AE ‘s 

security is partly based on: Multiple Conjugacy Search 
problem 

     

Ben-Zvi, Blackburn, and Tsaban Attack (2015) 
•  Assumes all public parameters are known to the attacker. 
•  Using public parameters, generates a product of elements 

that is equal to Alice's public key. 
•  Uses Alice's (imitated) public key, Attacker calculates the 

shared secret between Alice and Bob. 
•  Attacks a stronger, more general version of the Algebraic 

Eraser 
 
Blackburn and Robshaw Attack (2016) 
•  Attacker challenges the tag multiple times. 
•  Uses structure of the protocol to recover private keys. 
•  Attack assumes structure that was proposed for 

standardization. 
•  Attack assumes that the Shared Secret can be accessed 

through enough interrogations. 
•  Refuted attack by modifying protocol to make shared 

secret more secure. 
 
 
 
 

 

 
 
 
 
 

CONJUGACY	
  SEARCH	
  	
  PROBLEM	
  

            Attacks on Conjugacy Search Problem 
•  Length-Based Attacks: compare ``lengths" of group 

elements in a braid group Bn using: 
     1. Garside Normal Length function 
    2. Dehornoy’s word shortening algorithm 
•  Recursively reduce the lengths of group elements through 

generator relations (very hard for groups with complicated 
relations) 

•  Idea: reduce the elements heuristically; combine two 
methods to formulate a cost function 

•  Showed that the attack on the AE protocol proposed for 
standardizaton after the modifications are in place was not 
feasible. 

•  Combined randomized  algorithms with Length-based 
Attack on the Multiple Conjugacy Search problem : 

    1. Simulated Annealing 
     2. Genetic Algorithms 
•  Proved relations about the modified Algebraic Eraser that 

decrease the security of the hash 
•  Showed that the hash function is malleable for certain 

inputs: given hash outputs h(x) and h(y), we can calculate 
h(x||y) using  h(x) and h(y) alone. 

The Algebraic Eraser is quick and simple enough for low 
powered devices. But based on current analysis it does not 
provide enough security. 
 
For future research:  
•  Attack on Algebraic Eraser hash function 
•  Fix the key exchange protocol to defeat the BBT attack 
•  Modify the Ben-Zvi et al. attack to derive more than just 

the shared secret, e.g. recovering full private keys. 
 
 
 
 
 
 


