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Abstract

Instruction-tuned large language models
(LLMs) are trained to generate outputs that
adhere to requests in their input prompts. This
work proposes and examines two candidate
metrics for the sensitivity of instruction-tuned
LLMs to semantically irrelevant perturbations:
measurement of (1) the KL divergence between
the distributions of the first output token for a
perturbed and unperturbed prompt, and (2) the
Euclidean distance between the mean-pooled
token embeddings of the perturbed and
unperturbed prompt. We test these metrics on
various 7-billion parameter instruction-tuned
LLMs against a small sample of MMLU
questions. We find, for all models tested, that
both metrics are higher on average when a
perturbation results in a change in the meaning
of the output, but that only some of these are
statistically significant.

1 Introduction

Transformer-based (Vaswani et al., 2023) large lan-
guage models (LLMs) have been noted for their
ability to mimic human language and provide accu-
rate answers to tasks that require reasoning. They
are trained to do so by closely approximating
the distribution of word sequences that a human
might provide in response to an arbitrary input.
Instruction-tuned LLMs are further trained to gen-
erate outputs that adhere to requests in their in-
put prompts. In the instruction setting, an LLM
should be robust to perturbations to its input that do
not change its semantic intent, such as formatting,
substitution of words with synonyms, phrasing, or
noise. Robustness against such perturbations has
real-world implications; it should be expected that
users will phrase the same request in different ways
according to factors such as personal writing style,
language proficiency, dialect, and typographical er-
rors. Normatively speaking, for a language model
to be useful across use cases, it must be robust to
these factors.

Because LLM model weights are fixed at in-
ference time, it may be possible to measure the
sensitivity of a given model to such perturbations.
The objective of this work is to develop metrics
for the robustness of white-box instruction-tuned
large language lodels (LLMs) to various kinds of
noisy perturbations to their prompts. Here, a "noisy
perturbation" refers to any change to a prompt that,
semantically, should not affect the corresponding
completion. An analogous situation can be ex-
pressed as follows: given a function f : R — R
and input x, we can measure how sensitive f is in
the neighborhood of = by examining the derivative
f/(x). If | f'(z)| is high, adding a small perturba-
tion € to x would result in large changes in the
function output f(x + €); likewise, a small value
for | f’(«)| would correspond to small changes in
flx+e).

In the LLM setting, we can consider f as corre-
sponding to a language model, x to a prompt, and
€ to a noisy perturbation. As established above,
perturbations that preserve the semantic contents
of a prompt should result in a corresponding preser-
vation of the semantic content of the model output.
We hypothesize that perturbing a prompt so as to
shift the semantic meaning of a completion will
result in a measurable difference in some aspect
of the model outputs; in the analogy above, this
would correspond to measuring the derivative of f
in the neighborhood of its input. The basis for our
hypothesis is that if the output completion changes
in meaning in response to a semantically mean-
ingless perturbation, it indicates that the model is
mistaking the perturbation for a meaningful signal.

We test our hypothesis by examining two can-
didate metrics for the sensitivity of instruction-
tuned LLMs to semantically irrelevant perturba-
tions: measurement of (1) the KL divergence be-
tween the distributions of the first output token for
a perturbed and unperturbed prompt, and (2) the
Euclidean distance between the mean-pooled to-



ken embeddings of the perturbed and unperturbed
prompt. We choose these candidates because they
both represent, in different ways, the model’s se-
mantic representation of the input.

We test our hypothesis on several instruction-
tuned models by applying two types of perturba-
tions to test set questions from the Massive Mul-
titask Language Understanding (MMLU) dataset
(Hendrycks et al., 2021). We then examine the
model activations and and output probability distri-
butions conditional on the presence or absence of a
semantic shift in the model output.

2 Prior Literature

Broadly speaking, examining neural network fea-
tures to understand their correspondence to seman-
tic concepts falls under the domain of mechanis-
tic intepretability (Elhage et al., 2022). One com-
mon approach in this area is to train "probe mod-
els" to extract interpretable information from in-
termediate model activations. For instance, acti-
vations might be used to label inputs as having a
certain human-interpretable feature. The accuracy
of the probe model would then correspond to the
extent to which the model extracts the interpretable
feature from its input. This approach can be ap-
plied across domains, from computer vision (Alain
and Bengio (2018), Kim et al. (2018)), to embed-
ding/autoregressive language models for natural
language (Tenney et al. (2019), Wang et al. (2022),
and the board games Othello (Li et al., 2023) and
chess (Karvonen, 2024).

Specifically, Tenney, et al. study whether spe-
cific portions of pretrained BERT models output
features corresponding to linguistic concepts, such
as parts of speech or named entities. The authors
train nonlinear classifiers on various per-token rep-
resentations derived from the BERT model to clas-
sify single spans into various linguistic settings,
and pairs of spans into pairwise relationship cat-
egories. They find that different layers tend to
yield more suitable representations for different
tasks. For instance, part-of-speech tags were best
extracted from earlier layers. At a higher level, the
authors found that basic aspects of language are ex-
tracted in earlier layers, and more complex aspects
in later layers.

Novak et al. (2018) examines the sensitivity of
neural network classifiers to their input. The au-
thors propose that the robustness of a neural net-
work, that is, the degree to which its output changes

with respect to its input, is distinct from the func-
tional complexity of the model. Further, they pro-
pose that networks will exhibit different sensitivity
behaviors depending on the subspace that the input
belongs to. The authors attempt to quantify these
concepts into metrics for the case of a fully con-
nected network for classification with piecewise-
linear activations (e.g. ReLU). For nonlinear acti-
vation functions, approximations are made to split
the outputs into discrete linear regions. The authors
propose two sensitivity metrics:

1. the Frobenius norm of the Jacobian of the out-
put class probabilities, referred to as “Jacobian
norms”’

2. transition counts, where model activations are
mapped to discrete codes, and changes in the
codes are counted along input trajectories

The authors’ demonstrate for a set of image clas-
sification models that low sensitivity is correlated
with high generalization. The same wis not found
with the transition count, as larger models tend to
yield higher transition counts without a correspond-
ing increase in the generalization gap. However,
techniques that are typically assumed to improve
a model’s generalization, such as ReLLU nonlin-
earities and data augmentation, resulted in an ob-
servable decrease in both the Jacobian norm and
transition count, and therefore the sensitivity of the
model.

Jin et al. (2020) introduce a technique called
TextFooler, which adversarially perturbs language
model prompts to degrade model performance in a
black-box setting. The models tested are for classi-
fication and textual entailment. The authors claim
that TextFooler outperforms previous methods in
(1) the success rate of its adversarial text in fooling
models, (2) preservation of the original character-
istics of the text pre-perturbation, and (3) compu-
tational complexity (being O(N) with respect to
the length of the original text). Across five clas-
sification tasks and two textual entailment tasks,
the authors show that TextFooler reduces perfor-
mance on almost all models tested to below 10%
after modifying fewer than 20% of the words in the
prompt.

Wau et al. (2024) examines the extent to which
language models create representations of their in-
put for the express purpose of being used after the
immediate next token position. In light of previ-
ous research (Pal et al., 2023) demonstrating that



tokens after the immediate next token can be pre-
dicted from model hidden states, the authors offer
and test two potential explanations: (1) the model
creates features that are not useful for predicting
the next token, but are useful for subsequent ones,
and (2) the model creates input representations that
are useful across time steps. In the autoregressive
next token prediction setting, they find more evi-
dence in support of second explanation.

3 Data

We created two perturbation datasets. First, a
roughly 2% sample of the MMLU test set questions
was taken from each of the 57 categories. MMLU
was chosen because its multiple choice question
(MCQ) format makes semantic shifts in model out-
puts simple to judge. The following perturbations
were then applied to each question:

1. SINGLECHAR - a random non-punctuation
Symbol (One Of ll@", N#N’ N*ll’ N{IY’ ll}ll, II‘H’
and "\"), was added to a random position in
the question.

2. SEMANTIC - OpenAlI’s GPT-3.5 Turbo (Ope-
nAl, 2022) was prompted to reword the ques-
tion.

The GPT-3.5 perturbations were manually in-
spected against the original question for semantic
match. If the reworded question did not match the
original, it was either manually corrected, or the
original question was discarded from both datasets.
The final datasets consisted of 200 questions each.
Because our interest was in isolating the ability of
the model to understand the semantic content of a
user’s intent, the answers to the questions were not
perturbed.

4 Methods

The following 7-billion parameter models were
examined in this work:

e Llama2-7b-instruct (Touvron et al.,
2023)

e Mistral-7B-Instruct-v0.2
et al., 2023)

(Jiang

e Gemma 7B Instruct (Team etal., 2024)

The models were 4-bit quantized due to re-
source constraints. For each model m, the original,

SINGLECHAR, and SEMANTIC perturbed ques-
tions were given as input. Completions were re-
quested to be JSON-formatted to reduce the like-
lihood of long-form answers, and generated via
greedy decoding. For each question, the following
data were recorded:

1. the probability distribution p,,, over the vocab-
ulary for the first output token

2. the mean-pooled final layer hidden state h,,,
representation of the input prompt

Let ORIGINAL represent data from the unper-
turbed question, and PERTURBED one of the per-
turbation schemes. The following scalar quantities,
KL divergence and Euclidean distance, were com-
puted as follows:

* KL(P,, 0RIGINALI|Pm PERTURBED)
* ||h,, orRTGINAL — hn,PERTURBED||2

Finally, GPT-3.5 Turbo was used to generate a
binary label for whether the respective completions
for the original and perturbed inputs were in seman-
tic agreement or disagreement. These labels were
manually vetted for accuracy and corrected where
necessary.

Note that we did not check whether the comple-
tions were correct or incorrect. This is because the
performance of the models against ground truth is
not relevant to how sensitive a model is to perturba-
tion. That is, even if a model outputs an incorrect
answer to a question, it should do so consistently
if the prompt is perturbed in a way that keeps the
semantic content of the question intact.

All code to generate the data and run the experi-
ments are shared in a GitHub repository .

S Analysis

For each model, the mean and standard deviation of
each datapoint were computed, conditional on the
semantic agreement/disagreement of the perturbed
and unperturbed completions. The summary statis-
tics for KL divergence and Euclidean distance are
shown in Tables 1 and 2, respectively. We find that
our results align with basic intuition. Across all
models tested and with both types of perturbation,
the KL divergence and Euclidean distance had a
higher mean for semantic agreement compared

"https://github.com/jsylee/
llm-robustness
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Table 1: KL Divergence Summary Statistics

Model Perturbation =~ Completion Agreement Mean SD Support
Gemma SINGLECHAR Yes 5.465e-4 1.098e-3 190
SINGLECHAR No 5.670e-4 5.463e-4 10
SEMANTIC Yes 1.220e-3  5.128e-3 165
SEMANTIC No 2.155e-3  4.868e-3 35
Llama2 SINGLECHAR Yes 1.129¢-5 2.499e-5 177
SINGLECHAR No 5.393e-5 2.191e-4 23
SEMANTIC Yes 2.971e-5 7.103e-5 150
SEMANTIC No 2.986e-5 4.514e-5 50
Mistral SINGLECHAR Yes 9.062e-3 4.292e-2 174
SINGLECHAR No 6.757¢-2  1.995e-1 26
SEMANTIC Yes 6.574e-2 3.237e-1 151
SEMANTIC No 2.033e-1  5.720e-1 49

to disagreement. Further, conditional on seman-
tic agreement, SEMANTIC perturbation yielded a
higher average KL divergence and Euclidean dis-
tance compared to the simpler SINGLECHAR per-
turbation.

To determine whether the distributional differ-
ences between semantic agreement and disagree-
ment populations were significant, Welch’s t-tests
were conducted on the Euclidean distance results,
the results of which are shown in Table 3. The
null hypothesis, Hy, was that the distributions had
the same mean, while the alternative hypothesis,
H; was that the average Euclidean distance is
higher when the completions disagree. For Gemma
7B and Llama2 7B, we find that with a signifi-
cance level of 0.05, we are able to reject H for
SEMANTIC perturbation. In all other cases, there
was not sufficient evidence to reject Hy at the cho-
sen significance level.

Welch’s t-tests were not performed for the KL
divergence statistics, as the distributions exhibited
high skew, which would violate the normality as-
sumption for that test.

6 Conclusion

In this work, we explore two metrics for measur-
ing the sensitivity of an instruction-tuned LLM to
various degrees of input perturbation. For all three
models examined above, we find that perturbation
yields a higher average score for both metrics when
that perturbation elicits a change in the meaning of
the output. We find that some of these distributional
differences are statistically significant.

Potential areas for future exploration include cre-
ating sensitivity metrics based on the gradients of

the models (a la Novak, et al.), expanding the work
to a larger number of MMLU questions, and more
types of perturbation. Another area of interest is
the extent to which the robustness of a model in
the MCQ setting correlates with robustness in long-
form settings. Finally, if future work more con-
cretely supports the hypothesis for either of the
candidates discussed in this work, it may be pos-
sible to convert it from a metric to a loss function
- that is, to fine-tune models after pretraining to
align the model’s representations of semantically
equivalent phrasings of a request.

Known Project Limitations

Due to time and resource constraints, all analyses
done in this paper were based on 4-bit quantized
models. It is not known whether this had an effect
on the results in this paper.

This analysis was also done on a relatively small
number of data points, and therefore the extent to
which the results shown here are reproducible on
other MMLU subsets is unknown. The method
by which the final 200 MMLU questions were de-
termined also introduces a risk of selection bias.
GPT-3.5 Turbo struggled to rephrase questions that
contained long passages, and so these were dispro-
portionately rejected. This characteristic was also
strongly correlated with certain MMLU subjects.

Another area for potential improvement is the
fact that only the first token KL divergences were
analyzed. This is at odds with the fact that the
models were instructed to provide outputs in JSON,
meaning the first token is almost always an opening
curly bracket ("{").



Table 2: Euclidean Distance Summary Statistics

Model Perturbation =~ Completion Agreement Mean SD  Support
Gemma SINGLECHAR Yes 6.218 2.596 190
SINGLECHAR No 9.016 5.411 10
SEMANTIC Yes 12.308 4.415 165
SEMANTIC No 14.228 3.528 35
Llama2 SINGLECHAR Yes 5.047 1.695 177
SINGLECHAR No 5429 1.834 23
SEMANTIC Yes 7.052 2.335 150
SEMANTIC No 8.084 2.067 50
Mistral SINGLECHAR Yes 13.809 4.997 174
SINGLECHAR No 14.086 5.666 26
SEMANTIC Yes 21.955 7.909 151
SEMANTIC No 24.024  7.620 49
Table 3: Euclidean Distance Welch’s T-test Results
Model Perturbation  t-statistic p-value Reject Hy? Degrees of Freedom
Gemma SINGLECHAR  -1.543 0.078 No 9.198
SEMANTIC -2.757 0.004 Yes 58.390
Llama2 SINGLECHAR  -0.929 0.180 No 26911
SEMANTIC -2.933 0.002 Yes 93.376
Mistral SINGLECHAR  -0.232 0.409 No 30.878
SEMANTIC -1.622 0.054 No 83.624
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