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Before CANBY, GOULD, and BERZON, Circuit Judges.

Opinion by Judge BERZON.  Opinion concurring in part and dissenting in part by Judge GOULD.

BERZON, Circuit Judge.

There is no reason inherent in the technological features of cyberspace why First Amendment and defamation law should apply differently in cyberspace than in the brick and mortar world.  Congress, however, has chosen for policy reasons to immunize from liability for defamatory or obscene speech “providers and users of interactive computer services” when the defamatory or obscene material is “provided” by someone else.  This case presents the question whether and, if so, under what circumstances a moderator of a listserv and operator of a website who posts an allegedly defamatory e-mail authored by a third party can be held liable for doing so.  * * * * 
I.

In the summer of 1999, sometime-handyman Robert Smith was working for Ellen Batzel, an attorney licensed to practice in California and North Carolina, at Batzel’s house in the North Carolina mountains.  Smith recounted that while he was repairing Batzel’s truck, Batzel told him that she was “the granddaughter of one of Adolf Hitler’s right-hand men.”  Smith also maintained that as he was painting the walls of Batzel’s sitting room he overheard Batzel tell her roommate that she was related to Nazi politician Heinrich Himmler.  According to Smith, Batzel told him on another occasion that some of the paintings hanging in her house were inherited.  To Smith, these paintings looked old and European.

After assembling these clues, Smith used a computer to look for websites concerning stolen art work and was directed by a search engine to the Museum Security Network (“the Network”) website.  He thereupon sent the following e- mail message to the Network: 

From: Bob Smith [e-mail address omitted]
To: securma@museum-security.org [the Network] 
Subject: Stolen Art 

Hi there, 

I am a building contractor in Asheville, North Carolina, USA.  A month ago, I did a remodeling job for a woman, Ellen L.  Batzel who bragged to me about being the grand daughter [sic] of “one of Adolph Hitler’s right-hand men.”  At the time, I was concentrating on performing my tasks, but upon reflection, I believe she said she was the descendant of Heinrich Himmler.  
Ellen Batzel has hundreds of older European paintings on her walls, all with heavy carved wooden frames.  She told me she inherited them.  
I believe these paintings were looted during WWII and are the rightful legacy of the Jewish people.  Her address is [omitted].  
I also believe that the descendants of criminals should not be persecuted for the crimes of the [sic] fathers, nor should they benefit.  I do not know who to contact about this, so I start with your organization.  Please contact me via email [...] if you would like to discuss this matter.  
Bob.  
Ton Cremers, then-Director of Security at Amsterdam’s famous Rijksmuseum and (in his spare time) sole operator of the Museum Security Network (“the Network”), received Smith’s e-mail message.  The nonprofit Network maintains both a website and an electronic e-mailed newsletter about museum security and stolen art.  Cremers periodically puts together an electronic document containing: e-mails sent to him, primarily from Network subscribers; comments by himself as the moderator of an on-line discussion; and excerpts from news articles related to stolen works of art.  He exercises some editorial discretion in choosing which of the e-mails he receives are included in the listserv mailing, omitting e-mails unrelated to stolen art and eliminating other material that he decides does not merit distribution to his subscribers.  The remaining amalgamation of material is then posted on the Network’s website and sent to subscribers automatically via a listserv.  The Network’s website and listserv mailings are read by hundreds of museum security officials, insurance investigators, and law enforcement personnel around the world, who use the information in the Network posting to track down stolen art.

After receiving it, Cremers published Smith’s e-mail message to the Network, with some minor wording changes, on the Network listserv.  He also posted that listserv, with Smith’s message included, on the Network’s website.  Cremers later included it on the Network listserv and posted a “moderator’s message” stating that “the FBI has been informed of the contents of [Smith’s] original message.”
* * * * 

Batzel discovered the message several months after its initial posting and complained to Cremers about the message.  Cremers then contacted Smith via e-mail to request additional information about Smith’s allegations.  Smith continued to insist on the truth of his statements.  He also told Cremers that if he had thought his e-mail “message would be posted on an international message board [he] never would have sent it in the first place.”
Upon discovering that Smith had not intended to post his message, Cremers apologized for the confusion.  He told Smith in an e-mail that “[y]ou were not a subscriber to the list and I believe that you did not realize your message would be forwarded to the mailinglist [sic].”  Apparently, subscribers send messages for inclusion in the listserv to securma@x54all.nl, a different address from that to which Smith had sent his e-mail contacting the Network.  Cremers further explained that he “receive[s] many e-mails each day some of which contain queries [he thinks] interesting enough to forward to the list.  [Smith’s] was one of those.”
Batzel disputes Smith’s account of their conversations.  She says she is not, and never said she is, a descendant of a Nazi official, and that she did not inherit any art.  Smith, she charges, defamed her not because he believed her artwork stolen but out of pique, because Batzel refused to show Hollywood contacts a screenplay he had written.

Batzel claims further that because of Cremers’s actions she lost several prominent clients in California and was investigated by the North Carolina Bar Association.  Also, she represents that her social reputation suffered.  To redress her claimed reputational injuries she filed this lawsuit against Smith, Cremers, the Netherlands Museum Association, and Mosler, Inc.  (“Mosler”) in federal court in Los Angeles, California.

[The trial court rejected Cremers’s motion that the suit be dismissed under a special California statute (the “anti-SLAPP” statute) directed at harassing litigation.  Cremers appealed.]
Batzel * * * alleged in her complaint that Mosler was vicariously liable for her reputational injuries because Cremers was acting as Mosler’s agent.  This agency relationship arose, according to Batzel, because Mosler gave Cremers $8,000 for displaying Mosler’s logo and other advertisements on the Network website and in its listserv.  The district court entered summary judgment in favor of Mosler, ruling that, under California law as applied to the undisputed facts, Cremers was not an agent of Mosler and Mosler could not be vicariously liable.  Batzel appeals this decision as well.

II

[The court dismissed as untimely Cremers’s challenge to the trial court’s personal jurisdiction.]

III

* * * *

[The court of appeals explained that the trial court’s refusal to dismiss the lawsuit under the anti-SLAPP statute rested on the trial court’s determination that the lawsuit had merit.  Accordingly, the court of appeals turned to that question.]

To resist a motion to strike pursuant to California’s anti-SLAPP law, Batzel must demonstrate a probability that she will prevail on the merits of her complaint.  The district court held that Batzel had made such a showing, and absent 47 U.S.C. § 230, we would be inclined to agree.

1.  Section 230(c)
We begin with a brief survey of the background of § 230(c), as that background is useful in construing the statutory terms here at issue.

Title V of the Telecommunications Act of 1996, Pub. L. No. 104-104, is known as the “Communications Decency Act of 1996” [the “CDA” or “the Act”].  The primary goal of the Act was to control the exposure of minors to indecent material.  Parts of the Act have since been struck down as unconstitutional limitations on free speech, see Reno v. ACLU,
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 521 U.S. 844 (1997); 
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United States v. Playboy Ent. Group,
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 529 U.S. 803 (2000), but the section at issue here, § 230, remains intact.

Section 230 was first offered as an amendment by Representatives Christopher Cox (R-Cal.) and Ron Wyden (D-Ore.).  The specific provision at issue here, § 230(c)(1), overrides the traditional treatment of publishers, distributors, and speakers under statutory and common law.  * * * *  Absent § 230, a person who published or distributed speech over the Internet could be held liable for defamation even if he or she was not the author of the defamatory text, and, indeed, at least with regard to publishers, even if unaware of the statement.  See, e.g., Stratton Oakmont, Inc. v. Prodigy Services Co.,
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 1995 WL 323710 (N.Y. Sup. Ct. May 24, 1995) (pre-Communications Decency Act case holding internet service provider liable for posting by third party on one of its electronic bulletin boards).  Congress, however, has chosen to treat cyberspace differently. 
Congress made this legislative choice for two primary reasons.  First, Congress wanted to encourage the unfettered and unregulated development of free speech on the Internet, and to promote the development of e-commerce.  * * * * 

* * * *

Consistent with these provisions, courts construing § 230 have recognized as critical in applying the statute the concern that lawsuits could threaten the “freedom of speech in the new and burgeoning Internet medium.”  Zeran v. America Online, Inc.,
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 129 F.3d 327, 330 (4th Cir.1997).  “Section 230 was enacted, in part, to maintain the robust nature of Internet communication, and accordingly, to keep government interference in the medium to a minimum.”  Making interactive computer services and their users liable for the speech of third parties would severely restrict the information available on the Internet.  Section 230 therefore sought to prevent lawsuits from shutting down websites and other services on the Internet.

The second reason for enacting § 230(c) was to encourage interactive computer services and users of such services to self-police the Internet for obscenity and other offensive material, so as to aid parents in limiting their children’s access to such material.  See § 230(b)(4).  We recognize that there is an apparent tension between Congress’s goals of promoting free speech while at the same time giving parents the tools to limit the material their children can access over the Internet.  As a result of this apparent tension, some commentators have suggested that the Fourth Circuit in Zeran imposed the First Amendment goals on legislation that was actually adopted for the speech-restrictive purpose of controlling the dissemination of content over the Internet.  These critics fail to recognize that laws often have more than one goal in mind, and that it is not uncommon for these purposes to look in opposite directions.  The need to balance competing values is a primary impetus for enacting legislation.  Tension within statutes is often not a defect but an indication that the legislature was doing its job.

So, even though the CDA overall may have had the purpose of restricting content, there is little doubt that the Cox-Wyden amendment, which added what ultimately became § 230 to the Act, sought to further First Amendment and e-commerce interests on the Internet while also promoting the protection of minors.  Fostering the two ostensibly competing purposes here works because parents best can control the material accessed by their children with the cooperation and assistance of Internet service providers (“ISPs”) and other providers and users of services on the Internet.  Section 230(b)(4) describes this goal: “It is the policy of the United States ...  to remove disincentives for the development and utilization of blocking and filtering technologies that empower parents to restrict their children’s access to objectionable or inappropriate online material.”  § 230(b)(4).  Some blocking and filtering programs depend on the cooperation of website operators and access providers who label material that appears on their services. 
Without the immunity provided in Section 230(c), users and providers of interactive computer services who review material could be found liable for the statements of third parties, yet providers and users that disavow any responsibility would be free from liability.  Compare Stratton Oakmont,
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 1995 WL 323710 (holding a service provider liable for speech appearing on its service because it generally reviewed posted content), with Cubby, Inc. v. CompuServe, Inc.,
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 776 F. Supp. 135 (S.D.N.Y.1991) (holding a service provider not liable for posted speech because the provider was simply the conduit through which defamatory statements were distributed).

In particular, Congress adopted § 230(c) to overrule the decision of a New York state court in Stratton Oakmont,
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 1995 WL 323710.  Stratton Oakmont held that Prodigy, an Internet access provider that ran a number of bulletin boards, could be held responsible for libelous statements posted on its “Money Talk” bulletin board by an unidentified person.  Id. The court relied on the fact that Prodigy held itself out as a service that monitored its bulletin boards for offensive content and removed such content.  Id.
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 at *2, *4.  Prodigy used filtering software and assigned board leaders to monitor the postings on each bulletin board.  Id.
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 at *1-*2.  Because of Prodigy’s active role in monitoring its bulletin boards, the court found, Prodigy was a publisher for purposes of state libel law and therefore could be held liable for any defamatory statements posted on the website.  Id.
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Although Stratton was a defamation case, Congress was concerned with the impact such a holding would have on the control of material inappropriate for minors.  If efforts to review and omit third-party defamatory, obscene or inappropriate material make a computer service provider or user liable for posted speech, then website operators and Internet service providers are likely to abandon efforts to eliminate such material from their site.
2.  Application to Cremers and the Museum Security Network
To benefit from § 230(c) immunity, Cremers must first demonstrate that his Network website and listserv qualify as “provider[s] or user[s] of an interactive computer service.”  § 230(c)(1) (emphasis added).  An “interactive computer service” is defined as “any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions.”  § 230(f)(2).

The district court concluded that only services that provide access to the Internet as a whole are covered by this definition.  But the definition of “interactive computer service” on its face covers “any” information services or other systems, as long as the service or system allows “multiple users” to access “a computer server.”  Further, the statute repeatedly refers to “the Internet and other interactive computer services,” (emphasis added), making clear that the statutory immunity extends beyond the Internet itself.  §§ 230(a)(3), (a)(4), (b)(1), (b)(2), and (f)(3).  Also, the definition of “interactive computer service” after the broad definitional language, states that the definition “includ[es] specifically a service or system that provides access to the Internet,” § 230(f)(2) (emphasis added), thereby confirming that services providing access to the Internet as a whole are only a subset of the services to which the statutory immunity applies. 
There is, however, no need here to decide whether a listserv or website itself fits the broad statutory definition of “interactive computer service,” because the language of § 230(c)(1) confers immunity not just on “providers” of such services, but also on “users” of such services.  § 230(c)(1).

There is no dispute that the Network uses interactive computer services to distribute its on-line mailing and to post the listserv on its website.  Indeed, to make its website available and to mail out the listserv, the Network must access the Internet through some form of “interactive computer service.”  Thus, both the Network website and the listserv are potentially immune under § 230.

Critically, however, § 230 limits immunity to information “provided by another information content provider.”  § 230(c)(1).  An “information content provider” is defined by the statute to mean “any person or entity that is responsible, in whole or in part, for the creation or development of information provided through the Internet or any other interactive computer service.”  § 230(f)(3).  The reference to “another information content provider” (emphasis added) distinguishes the circumstance in which the interactive computer service itself meets the definition of “information content provider” with respect to the information in question.  The pertinent question therefore becomes whether Smith was the sole content provider of his e-mail, or whether Cremers can also be considered to have “creat[ed]” or “develop[ed]” Smith’s e-mail message forwarded to the listserv. 
Obviously, Cremers did not create Smith’s e-mail.  Smith composed the e-mail entirely on his own.  Nor do Cremers’s minor alterations of Smith’s e-mail prior to its posting or his choice to publish the e-mail (while rejecting other e-mails for inclusion in the listserv) rise to the level of “development.”  As we have seen, a central purpose of the Act was to protect from liability service providers and users who take some affirmative steps to edit the material posted.  Also, the exclusion of “publisher” liability necessarily precludes liability for exercising the usual prerogative of publishers to choose among proffered material and to edit the material published while retaining its basic form and message.

The “development of information” therefore means something more substantial than merely editing portions of an e-mail and selecting material for publication.  Because Cremers did no more than select and make minor alterations to Smith’s e-mail, Cremers cannot be considered the content provider of Smith’s e-mail for purposes of § 230.19
One possible solution to this statutorily created problem is the approach taken by Congress in the Digital Millennium Copyright Act (“Digital Act”).  The Digital Act includes immunity provisions, similar to those of the Communications Decency Act, that protect service providers from liability for content provided by third parties.  The Digital Act, however, unlike the Communications Decency Act, provides specific notice, take-down, and put-back procedures that carefully balance the First Amendment rights of users with the rights of a potentially injured copyright holder.  See 17 U.S.C. §§  512(c) and (g).  To date, Congress has not amended § 230 to provide for similar take-down and put-back procedures.

The partial dissent does not register any disagreement with this interpretation of the definition of “information content provider” or with the observation that immunity for “publisher[s]” indicates a recognition that the immunity will extend to the selection of material supplied by others.  It nonetheless simultaneously maintains that 1) a defendant who takes an active role in selecting information for publication is not immune; and 2) interactive computer service users and providers who screen the material submitted and remove offensive content are immune.  These two positions simply cannot logically coexist.

Such a distinction between deciding to publish only some of the material submitted and deciding not to publish some of the material submitted is not a viable one.  The scope of the immunity cannot turn on whether the publisher approaches the selection process as one of inclusion or removal, as the difference is one of method or degree, not substance.

A distinction between removing an item once it has appeared on the Internet and screening before publication cannot fly either.  For one thing, there is no basis for believing that Congress intended a one-bite-at-the-apple form of immunity.  Also, Congress could not have meant to favor removal of offending material over more advanced software that screens out the material before it ever appears.  If anything, the goal of encouraging assistance to parents seeking to control children’s access to offensive material would suggest a preference for a system in which the offensive material is not available even temporarily.  The upshot is that the partial dissent’s posit concerning the limitations of § 230(c) immunity simply cannot be squared with the statute’s language and purposes, whatever merit it, or a variant of it, might have as a policy matter.
In most cases our conclusion that Cremers cannot be considered a content provider would end matters, but this case presents one twist on the usual § 230 analysis: Smith maintains that he never “imagined [his] message would be posted on an international message board or [he] never would have sent it in the first place.”  The question thus becomes whether Smith can be said to have “provided” his e-mail in the sense intended by § 230(c).  If the defamatory information is not “provided by another information content provider,” then § 230(c) does not confer immunity on the publisher of the information.

“[P]rovided” suggests, at least, some active role by the “provider” in supplying the material to a “provider or user of an interactive computer service.”  One would not say, for example, that the author of a magazine article “provided” it to an interactive computer service provider or user by allowing the article to be published in hard copy off-line.  Although such an article is available to anyone with access to a library or a newsstand, it is not “provided” for use on the Internet.

The result in the foregoing example should not change if the interactive computer service provider or user has a subscription to the magazine.  In that instance, the material in question is “provided” to the “provider or user of an interactive computer service,” but not in its role as a provider or user of a computer service.  The structure and purpose of § 230(c)(1) indicate that the immunity applies only with regard to third-party information provided for use on the Internet or another interactive computer service.  As we have seen, the section is concerned with providing special immunity for individuals who would otherwise be publishers or speakers, because of Congress’s concern with assuring a free market in ideas and information on the Internet.  If information is provided to those individuals in a capacity unrelated to their function as a provider or user of interactive computer services, then there is no reason to protect them with the special statutory immunity.

So, if, for example, an individual who happens to operate a website receives a defamatory “snail mail” letter from an old friend, the website operator cannot be said to have been “provided” the information in his capacity as a website service.  Section 230(c)(1) supplies immunity for only individuals or entities acting as “provider[s]” or “user[s]” of an “interactive computer service,” and therefore does not apply when it is not “provided” to such persons in their roles as providers or users.

The situation here is somewhat more complicated than our letter example, because Smith did provide his e-mail over the Internet and transmitted it to the Network, an operator of a website that is an user of an interactive computer service.  Nevertheless, Smith contends that he did not intend his e- mail to be placed on an interactive computer service for public viewing.

Smith’s confusion, even if legitimate, does not matter, Cremers maintains, because the § 230(c)(1) immunity should be available simply because Smith was the author of the e-mail, without more.

We disagree.  Under Cremers’s broad interpretation of § 230(c), users and providers of interactive computer services could with impunity intentionally post material they knew was never meant to be put on the Internet.  At the same time, the creator or developer of the information presumably could not be held liable for unforeseeable publication of his material to huge numbers of people with whom he had no intention to communicate.  The result would be nearly limitless immunity for speech never meant to be broadcast over the Internet.

Supplying a “provider or user of an interactive computer service” with immunity in such circumstances is not consistent with Congress’s expressly stated purposes in adopting § 230.  Free speech and the development of the Internet are not “promote[d]” by affording immunity when providers and users of “interactive computer service[s]” knew or had reason to know that the information provided was not intended for publication on the Internet.  Quite the contrary: Users of the Internet are likely to be discouraged from sending e-mails for fear that their e-mails may be published on the web without their permission.

Such a scenario is very different from the bulletin boards that Congress had in mind when passing § 230.  When a user sends a message to a bulletin board, it is obvious that by doing so, he or she will be publicly posting the message.  Here, by contrast, Smith claims that he had no idea that the Network even had a listserv.  His expectation, he says, was that he was simply sending a private e-mail to an organization informing it of his concern about Batzel’s artwork, and, he insists, he would not have sent the message had he known it would be sent on through the listserv.  Absent an incentive for service providers and users to evaluate whether the content they receive is meant to be posted, speech over the Internet will be chilled rather than encouraged.  Immunizing providers and users of “interactive computer service[s]” for publishing material when they have reason to know that the material is not intended for publication therefore contravenes the Congressional purpose of encouraging the “development of the Internet.”
Immunizing individuals and entities in such situations also interferes with Congress’s objective of providing incentives for providers and users of interactive computer services to remove offensive material, especially obscene and defamatory speech.  Far from encouraging such actions, immunizing a publisher or distributor for including content not intended for Internet publication increases the likelihood that obscene and defamatory material will be widely available.  Not only will on-line publishers be able to distribute such material obtained from “hard copy” sources with impunity, but, because the content provider him or herself never intended publication, there is a greater likelihood that the distributed material will in fact be defamatory or obscene.  A person is much more likely to exercise care in choosing his words when he knows that those words will be widely read.  This is true not only for altruistic reasons but also because liability for defamation attaches only upon publication.  In the current case, Smith claimed exactly that: He told Cremers that if he had known his e-mail would be posted, he never would have sent it.  The congressional objectives in passing § 230 therefore are not furthered by providing immunity in instances where posted material was clearly not meant for publication.

At the same time, Congress’s purpose in enacting § 230(c)(1) suggests that we must take great care in determining whether another’s information was “provided” to a “provider or user of an interactive computer service” for publication.  Otherwise, posting of information on the Internet and other interactive computer services would be chilled, as the service provider or user could not tell whether posting was contemplated.  To preclude this possibility, the focus should be not on the information provider’s intentions or knowledge when transmitting content but, instead, on the service provider’s or user’s reasonable perception of those intentions or knowledge.  We therefore hold that a service provider or user is immune from liability under § 230(c)(1) when a third person or entity that created or developed the information in question furnished it to the provider or user under circumstances in which a reasonable person in the position of the service provider or user would conclude that the information was provided for publication on the Internet or other “interactive computer service.”
It is not entirely clear from the record whether Smith “provided” the e-mail for publication on the Internet under this standard.  There are facts that could have led Cremers reasonably to conclude that Smith sent him the information because he operated an Internet service.  On the other hand, Smith was not a subscriber to the listserv and apparently sent the information to a different e-mail account from the one at which Cremers usually received information for publication.  More development of the record may be necessary to determine whether, under all the circumstances, a reasonable person in Cremers’ position would conclude that the information was sent for internet publication, or whether a triable issue of fact is presented on that issue.

We therefore vacate the district court’s order * * * and remand to the district court for further proceedings to develop the facts under this newly announced standard and to evaluate what Cremers should have reasonably concluded at the time he received Smith’s e-mail.  If Cremers should have reasonably concluded, for example, that because Smith’s e-mail arrived via a different e-mail address it was not provided to him for possible posting on the listserv, then Cremers cannot take advantage of the § 230(c) immunities.  Under that circumstance, the posted information was not “provided” by another “information content provider” within the meaning of § 230.  * * * * 
IV

Batzel argues that the district court erred in granting Mosler’s motion for summary judgment.  According to Batzel, Cremers was acting as Mosler’s agent and therefore should be held vicariously liable for Cremers’s alleged defamation.  We reject this contention. 
“Agency is the fiduciary relationship that arises when one person (a ‘principal’) manifests assent to another person (an ‘agent’) that the agent shall act on the principal’s behalf and subject to the principal’s control, and the agent manifests assent or otherwise consents so to act.”  Restatement (Third) of Agency § 1.01 (Tentative Draft).  In order for Mosler to be held vicariously liable for the torts of Cremers on a theory of agency, Mosler must have had the ability to control Cremers’s activities.
Batzel failed to present any genuine issue of material fact as to whether Mosler had control over Cremers’s management of the Network.  The sponsorship agreement executed by Mosler and Cremers requires, in essence, that Cremers include Mosler’s trademark in future editions of the Network.  It does not give Mosler any right to control what is published by Cremers.  The agreement states that Cremers will “maintain ownership and control of all aspects of [the Network’s] content and operation.”  The agreement further states that Mosler “understands that the Museum Security Network is editorially independent and maintains full control of All [sic] editorial content.”  Cremers also posted on the Network’s website a statement that Mosler “understand[s] that the [Network] must remain editorially independent and they respect that.”  Rather than evincing Cremers’s assent to control by Mosler, these statements disclaim control.  Without the element of control, Batzel’s vicarious liability argument fails.
The fact that Mosler provided Cremers with financial support does not support an inference that Mosler possessed practical control of Cremers’s editorial content.  Sponsorship alone is insufficient to render the sponsor the guarantor of the truth of all statements made in a publication.
We likewise reject the argument that Mosler’s continued sponsorship of the Network after Cremers published Smith’s statements should give rise to liability.  Although a principal is liable when it ratifies an originally unauthorized tort, the principal-agent relationship is still a requisite, and ratification can have no meaning without it.  Because Cremers was not acting as Mosler’s agent at the time he published Smith’s statements, Mosler’s continued funding of the Network did not amount to ratification of the tort.

The district court accordingly did not err in ruling that Mosler cannot be held vicariously liable for Cremers’ actions because there was no principal-agent relationship between Mosler and Cremers.  We affirm the district court’s grant of summary judgment in favor of Mosler.

* * * *
GOULD, Circuit Judge, concurring in part, dissenting in part:

I respectfully dissent from the majority’s analysis of the statutory immunity from libel suits created by § 230 of the Communications Decency Act (CDA).  The majority gives the phrase “information provided by another” an incorrect and unworkable meaning that extends CDA immunity far beyond what Congress intended.  Under the majority’s interpretation of § 230, many persons who intentionally spread vicious falsehoods on the Internet will be immune from suit.  This sweeping preemption of valid state libel laws is not necessary to promote Internet use and is not what Congress had in mind.

Congress in 1996 was worried that excessive state-law libel lawsuits would threaten the growth of the Internet.  Congress enacted the CDA, which immunizes “provider[s] or user[s]” of “interactive computer service[s]” from civil liability for material disseminated by them but “provided by another information content provider.”  47 U.S.C. § 230(c).  Under the CDA, courts must treat providers or users of interactive computer services differently from other information providers, such as newspapers, magazines, or television and radio stations, all of which may be held liable for publishing or distributing obscene or defamatory material written or prepared by others.  Congress believed this special treatment would “promote the continued development of the Internet and other interactive computer services” and “preserve the vibrant and competitive free market” for such services, largely “unfettered by Federal or State regulation.”  47 U.S.C. § 230(b)(1)-(2).

The statute states: No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.  47 U.S.C. § 230(c)(1).  Three elements are thus required for § 230 immunity: (1) the defendant must be a provider or user of an “interactive computer service”; (2) the asserted claims must treat the defendant as a publisher or speaker of information; and (3) the challenged communication must be “information provided by another information content provider.”  The majority and I agree on the importance of the CDA and on the proper interpretation of the first and second elements.  We disagree only over the third element. 
The majority holds that information is “provided by another” when “a third person or entity that created or developed the information in question furnished it to the provider or user under circumstances in which a reasonable person in the position of the service provider or user would conclude that the information was provided for publication on the Internet or other ‘interactive computer service.’“  In other words, whether information is “provided” depends on the defendant’s perception of the author’s intention.  Nothing in the statutory language suggests that “provided” should be interpreted in this convoluted and unworkable fashion.

Under the majority’s rule, a court determining whether to extend CDA immunity to a defendant must determine whether the author of allegedly defamatory information – person who often will be beyond reach of the court’s process or, worse, unknown – intended that the information be distributed on the Internet.  In many cases, the author’s intention may not be discernable from the face of the defamatory communication.  Even people who want an e-mail message widely disseminated may not preface the message with words such as “Please pass it on.”  Moreover, the fact-intensive question of the author’s intent is particularly unsuited for a judge’s determination before trial, when the immunity question will most often arise.

The majority’s rule will be incomprehensible to most citizens, who will be unable to plan their own conduct mindful of the law’s requirements.  Laypersons may not grasp that their tort liability depends on whether they reasonably should have known that the author of a particular communication intended that it be distributed on the Internet.  Laypersons certainly will not grasp why this should be the case, as a matter of justice, morality, or politics.  Those who receive a potentially libelous e-mail message from another person would seldom wonder, when deciding whether to forward the message to others, “Did the author of this defamatory information intend that it be distributed on the Internet?”  However, those who receive a potentially libelous e-mail almost certainly would wonder, “Is it appropriate for me to spread this defamatory message?”  By shifting its inquiry away from the defendant’s conduct, the majority has crafted a rule that encourages the casual spread of harmful lies.  The majority has improvidently crafted a rule that is foreign to the statutory text and foreign to human experience.

The majority rule licenses professional rumor-mongers and gossip-hounds to spread false and hurtful information with impunity.  So long as the defamatory information was written by a person who wanted the information to be spread on the Internet (in other words, a person with an axe to grind), the rumormonger’s injurious conduct is beyond legal redress.  Nothing in the CDA’s text or legislative history suggests that Congress intended CDA immunity to extend so far.  Nothing in the text, legislative history, or human experience would lead me to accept the notion that Congress in § 230 intended to immunize users or providers of interactive computer services who, by their discretionary decisions to spread particular communications, cause trickles of defamation to swell into rivers of harm.

The problems caused by the majority’s rule all would vanish if we focused our inquiry not on the author’s intent, but on the defendant’s acts, as I believe Congress intended.  We should hold that the CDA immunizes a defendant only when the defendant took no active role in selecting the questionable information for publication.  If the defendant took an active role in selecting information for publication, the information is no longer “information provided by another” within the meaning of § 230.  We should draw this conclusion from the statute’s text and purposes.

A person’s decision to select particular information for distribution on the Internet changes that information in a subtle but important way: it adds the person’s imprimatur to it.  The recipient of information that has been selected by another person for distribution understands that the information has been deemed worthy of dissemination by the sender.  Information that bears such an implicit endorsement5 is no longer merely the “information provided by” the original sender.  47 U.S.C. § 230(c)(1).  It is information transformed.  It is information bolstered, strengthened to do more harm if it is wrongful.  A defendant who has actively selected libelous information for distribution thus should not be entitled to CDA immunity for disseminating “information provided by another.”
My interpretation of § 230 is consistent with the CDA’s legislative history.  Congress understood that entities that facilitate communication on the Internet – particularly entities that operate e-mail networks, “chat rooms,” “bulletin boards,” and “listservs” – have special needs.  The amount of information communicated through such services is staggering.  Millions of communications are sent daily.  It would be impossible to screen all such communications for libelous or offensive content.  Faced with potential liability for each message republished by their services, interactive computer service users and providers might choose to restrict severely the number and type of messages posted.  The threat of tort liability in an area of such prolific speech would have an obvious chilling effect on free speech and would hamper the new medium.

These policy concerns have force when a potential defendant uses or provides technology that enables others to disseminate information directly without intervening human action.  These policy concerns lack force when a potential defendant does not offer users this power of direct transmission.  If a potential defendant employs a person to screen communications to select some of them for dissemination, it is not impossible (or even difficult) for that person to screen communications for defamatory content.  Immunizing that person or the person’s employer from liability would not advance Congress’s goal of protecting those in need of protection.

If a person is charged with screening all communications to select some for dissemination, that person can decide not to disseminate a potentially offensive communication.  Or that person can undertake some reasonable investigation.  Such a process would be relatively inexpensive and would reduce the serious social costs caused by the spread of offensive and defamatory communications.

Under my interpretation of § 230, a company that operates an e-mail network would be immune from libel suits arising out of e-mail messages transmitted automatically across its network.  Similarly, the owner, operator, organizer, or moderator of an Internet bulletin board, chat room, or listserv would be immune from libel suits arising out of messages distributed using that technology, provided that the person does not actively select particular messages for publication.

On the other hand, a person who receives a libelous communication and makes the decision to disseminate that messages to others – whether via e-mail, a bulletin board, a chat room, or a listserv – would not be immune.

My approach also would further Congress’s goal of encouraging “self-policing” on the Internet.  Congress decided to immunize from liability those who publish material on the Internet, so long as they do not actively select defamatory or offensive material for distribution.  As a result, those who remove all or part of an offensive information posted on (for example) an Internet bulletin board are immune from suit.  Those who employ blocking or filtering technologies that allow readers to avoid obscene or offensive materials also are immune from suit.

On the other hand, Congress decided not to immunize those who actively select defamatory or offensive information for distribution on the Internet.  Congress thereby ensured that users and providers of interactive computer services would have an incentive not to spread harmful gossip and lies intentionally.

Congress wanted to ensure that excessive government regulation did not slow America’s expansion into the exciting new frontier of the Internet.  But Congress did not want this new frontier to be like the Old West: a lawless zone governed by retribution and mob justice.  The CDA does not license anarchy.  A person’s decision to disseminate the rankest rumor or most blatant falsehood should not escape legal redress merely because the person chose to disseminate it through the Internet rather than through some other medium.  A proper analysis of § 230, which makes a human being’s decision to disseminate a particular communication the touchstone of CDA immunity, reconciles Congress’s intent to deregulate the Internet with Congress’s recognition that certain beneficial technologies, which promote efficient global communication and advance values enshrined in our First Amendment, are unique to the Internet and need special protection.  Congress wanted to preserve the Internet and aid its growth, but not at all costs.  Congress did not want to remove incentives for people armed with the power of the Internet to act with reasonable care to avoid unnecessary harm to others.

In this case, I would hold that Cremers is not entitled to CDA immunity because Cremers actively selected Smith’s e-mail message for publication.  Whether Cremers’s Museum Security Network is characterized as a “moderated listserv,” an “e-mail newsletter,” or otherwise, it is certain that the Network did not permit users to disseminate information to other users directly without intervening human action.  According to Cremers, “To post a response or to provide new information, the subscriber merely replies to the listserv mailing and the message is sent directly to Cremers, who includes it in the listserv with the subsequent distribution.”  (emphasis added).

This procedure was followed with respect to Smith’s e-mail message accusing Batzel of owning art stolen by a Nazi ancestor.  Smith transmitted the message to one e-mail account, from which Cremers received it.  Cremers forwarded the message to a second e-mail account.  He pasted the message into a new edition of the Museum Security Network newsletter.  He then sent that newsletter to his subscribers and posted it on the Network’s website.  Cremers’s decision to select Smith’s e-mail message for publication effectively altered the messages’s meaning, adding to the message the unstated suggestion that Cremers deemed the message worthy of readers’ attention.  Cremers therefore did not merely distribute “information provided by another,” and he is not entitled to CDA immunity.

From the record before us, we have no reason to think that Cremers is not well-meaning or that his concerns about stolen artwork are not genuine.  Nor on this appeal do we decide whether his communications were defamatory or harmful in fact.  We deal only with immunity.  And, in my view, there is no immunity under the CDA if Cremers made a discretionary decision to distribute on the Internet defamatory information about another person, without any investigation whatsoever.  If Cremers made a mistake, we should not hold that he may escape all accountability just because he made that mistake on the Internet.

I respectfully dissent.

19 As other courts have pointed out, the broad immunity created by �HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=++++1.0&vr=2.0&DB=1000546&DocName=47USCAS230&FindType=L" ��§ 230� can sometimes lead to troubling results.  For example, a service provider that cannot be held liable for posting a defamatory message may have little incentive to take such material down even if informed that the material is defamatory.  


5 By “endorsement,” I do not mean that the person who selects information for distribution agrees with the content of that information.  Rather, I mean that the person has endorsed the information insofar as he or she has deemed it appropriate for distribution to others.  That adds enough to the information to remove it from CDA immunity.











