COPYRIGHT ACT (SELECTED SECTIONSFROM 17 U.S.C.)

Sec. 101. Definitions

To "display" awork means to show a copy of it, either directly or by means of afilm, dide, television image, or
any other device or process or, in the case of a motion picture or other audiovisual work, to show individual images
nonsequentially.

To perform or display awork "publicly" means--
(2) to perform or display it at a place open to the public or a any place where a substantial number of persons
outside of anormal circle of afamily and its social acquaintances is gathered; or
(2) to transmit or otherwise communicate a performance or display of the work to a place specified by clause (1) or
to the public, by means of any device or process, whether the members of the public capable of receiving the
performance or display receive it in the same place or in separate places and at the same time or at different times.

A "transfer of copyright ownership” is an assignment, mortgage, exclusive license, or any other conveyance,
alienation, or hypothecation of a copyright or of any of the exclusive rights comprised in a copyright, whether or
not it islimited in time or place of effect, but not including a nonexclusive license.

A "work made for hire" is -

(1) awork prepared by an employee within the scope of his or her employment; or
(2) awork specially ordered or commissioned for use as a contribution to a collective work, as a part of a

motion picture or other audiovisua work, as a sound recording, as atrandation, as a supplementary work, as a
compilation, as an instructional text, as atest, as answer material for atest, or as an atlas, if the parties expressly
agree in awritten instrument signed by them that the work shall be considered awork made for hire. For the
purpose of the foregoing sentence, a "supplementary work™ is awork prepared for publication as a secondary
adjunct to awork by another author for the purpose of introducing, concluding, illustrating, explaining, revising,
commenting upon, or assisting in the use of the other work, such as forewords, afterwords, pictorial illustrations,
maps, charts, tables, editorial notes, musical arrangements, answer material for tests, bibliographies, appendixes,
and indexes, and an "instructional text" isaliterary, pictorial, or graphic work prepared for publication and with the
purpose of use in systematic instructional activities.

Sec. 102. Subject matter of copyright: In general
(a) Copyright protection subsists, in accordance with thistitle, in original works of authorship fixed in any
tangible medium of expression, now known or later developed, from which they can be perceived, reproduced, or
otherwise communicated, either directly or with the aid of a machine or device. Works of authorship include the
following categories:
(2) literary works;
(2) musical works, including any accompanying words,
(3) dramatic works, including any accompanying music;
(4) pantomimes and choreographic works,
(5) pictorial, graphic, and sculptural works;
(6) motion pictures and other audiovisual works;
(7) sound recordings; and
(8) architectural works.
(b) In no case does copyright protection for an original work of authorship extend to any idea, procedure,
process, system, method of operation, concept, principle, or discovery, regardiess of the form in whichitis
described, explained, illustrated, or embodied in such work.

Sec. 103. Subject matter of copyright: Compilations and derivative works

(a) The subject matter of copyright as specified by section 102 includes compilations and derivative works, but
protection for awork employing preexisting materia in which copyright subsists does not extend to any part of the
work in which such material has been used unlawfully.

(b) The copyright in a compilation or derivative work extends only to the material contributed by the author of such
work, as distinguished from the preexisting material employed in the work, and does not imply any exclusive right
in the preexisting material. The copyright in such work is independent of, and does not affect or enlarge the scope,
duration, ownership, or subsistence of, any copyright protection in the preexisting material.
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Sec. 106. Exclusiverightsin copyrighted works
Subject to sections 107 through 121, the owner of copyright under this title has the exclusive rights to do and to
authorize any of the following:

(2) to repraduce the copyrighted work in copies or phonorecords;

(2) to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecords of the copyrighted work to the public by sale or other transfer of
ownership, or by rental, lease, or lending;

(4) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and motion pictures
and other audiovisua works, to perform the copyrighted work publicly;

(5) in the case of literary, musical, dramatic, and choreographic works, pantomimes, and pictorial, graphic,
or sculptural works, including the individual images of a motion picture or other audiovisual work, to display the
copyrighted work publicly; and

(6) in the case of sound recordings, to perform the copyrighted work publicly by means of adigital audio
transmission.

Sec. 107. Limitations on exclusive rights: Fair use
Notwithstanding the provisions of sections 106 and 106A, the fair use of a copyrighted work, including such

use by reproduction in copies or phonorecords or by any other means specified by that section, for purposes such as
criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, or
research, is not an infringement of copyright. In determining whether the use made of awork in any particular case
isafair use the factors to be considered shall include -

(2) the purpose and character of the use, including whether such use is of acommercial nature or is for
nonprofit educational purposes;

(2) the nature of the copyrighted work;

(3) the amount and substantiality of the portion used in relation to the copyrighted work as awhole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work. The fact that a work
is unpublished shall not itself bar afinding of fair use if such finding is made upon consideration of all the above
factors.

Sec. 109. Limitations on exclusive rights: Effect of transfer of particular copy or phonorecord
(a) Notwithstanding the provisions of section 106(3), the owner of a particular copy or phonorecord lawfully

made under thistitle, or any person authorized by such owner, is entitled, without the authority of the copyright
owner, to sell or otherwise dispose of the possession of that copy or phonorecord. Notwithstanding the preceding
sentence, copies or phonorecords of works subject to restored copyright under section 104A that are manufactured
before the date of restoration of copyright or, with respect to reliance parties, before publication or service of notice
under section 104A(€), may be sold or otherwise disposed of without the authorization of the owner of the restored
copyright for purposes of direct or indirect commercial advantage only during the 12-month period beginning on -

(2) the date of the publication in the Federal Register of the notice of intent filed with the Copyright Office
under section 104A(d)(2)(A), or

(2) the date of the receipt of actual notice served under section 104A(d)(2)(B), whichever occurs first.

(b)(1)(A) Notwithstanding the provisions of subsection (a), unless authorized by the owners of copyright in the

sound recording or the owner of copyright in a computer program (including any tape, disk, or other medium
embodying such program), and in the case of a sound recording in the musical works embodied therein, neither the
owner of a particular phonorecord nor any person in possession of a particular copy of a computer program
(including any tape, disk, or other medium embodying such program), may, for the purposes of direct or indirect
commercial advantage, dispose of, or authorize the disposal of, the possession of that phonorecord or computer
program (including any tape, disk, or other medium embodying such program) by rental, lease, or lending, or by
any other act or practice in the nature of rental, lease, or lending. Nothing in the preceding sentence shall apply to
the rental, lease, or lending of a phonorecord for nonprofit purposes by a nonprofit library or nonprofit educational
ingtitution. The transfer of possession of alawfully made copy of a computer program by a nonprofit educational
institution to another nonprofit educational institution or to faculty, staff, and students does not constitute rental,
lease, or lending for direct or indirect commercia purposes under this subsection.
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(B) This subsection does not apply to -

(i) acomputer program which is embodied in a machine or product and which cannot be copied during
the ordinary operation or use of the machine or product; or

(i) acomputer program embodied in or used in conjunction with alimited purpose computer that is
designed for playing video games and may be designed for other purposes.

(C) Nothing in this subsection affects any provision of chapter 9 of thistitle.

(2)(A) Nothing in this subsection shall apply to the lending of a computer program for nonprofit purposes
by a nonprofit library, if each copy of a computer program which is lent by such library has affixed to the
packaging containing the program a warning of copyright in accordance with requirements that the Register of

Copyrights shall prescribe by regulation.

(B) Not later than three years after the date of the enactment of the Computer Software Rental
Amendments Act of 1990, and at such times thereafter as the Register of Copyrights considers appropriate, the
Register of Copyrights, after consultation with representatives of copyright owners and librarians, shall submit to
the Congress a report stating whether this paragraph has achieved its intended purpose of maintaining the integrity
of the copyright system while providing nonprofit libraries the capability to fulfill their function. Such report shall
advise the Congress as to any information or recommendations that the Register of Copyrights considers necessary
to carry out the purposes of this subsection.

(3) Nothing in this subsection shall affect any provision of the antitrust laws. For purposes of the preceding
sentence, "antitrust laws" has the meaning given that term in the first section of the Clayton Act and includes
section 5 of the Federal Trade Commission Act to the extent that section relates to unfair methods of competition.

(4) Any person who distributes a phonorecord or a copy of a computer program (including any tape, disk,
or other medium embodying such program) in violation of paragraph (1) is an infringer of copyright under section
501 of thistitle and is subject to the remedies set forth in sections 502, 503, 504, 505, and 509. Such violation shall
not be a criminal offense under section 506 or cause such person to be subject to the crimina penalties set forth in
section 2319 of title 18,

(c) Notwithstanding the provisions of section 106(5), the owner of a particular copy lawfully made under this
title, or any person authorized by such owner, is entitled, without the authority of the copyright owner, to display
that copy publicly, either directly or by the projection of no more than oneimage at atime, to viewers present at the
place where the copy is located.

(d) The privileges prescribed by subsections (a) and (c) do not, unless authorized by the copyright owner,
extend to any person who has acquired possession of the copy or phonorecord from the copyright owner, by rental,
lease, loan, or otherwise, without acquiring ownership of it.

(e) Notwithstanding the provisions of sections 106(4) and 106(5), in the case of an electronic audiovisual game
intended for use in coin-operated equipment, the owner of a particular copy of such a game lawfully made under
thistitle, is entitled, without the authority of the copyright owner of the game, to publicly perform or display that
game in coin-operated equipment, except that this subsection shall not apply to any work of authorship embodied in
the audiovisua game if the copyright owner of the electronic audiovisua game is not also the copyright owner of
the work of authorship.

Sec. 117. Limitations on exclusive rights. Computer programs

(a) Making of Additional Copy or Adaptation by Owner of Copy. -

Notwithstanding the provisions of section 106, it is not an infringement for the owner of a copy of a computer
program to make or authorize the making of another copy or adaptation of that computer program provided:

(2) that such a new copy or adaptation is created as an essential step in the utilization of the computer
program in conjunction with a machine and that it is used in no other manner, or

(2) that such new copy or adaptation is for archival purposes only and that al archival copies are destroyed
in the event that continued possession of the computer program should cease to be rightful.

(b) Lease, Sale, or Other Transfer of Additional Copy or Adaptation. - Any exact copies prepared in accordance
with the provisions of this section may be leased, sold, or otherwise transferred, along with the copy from which
such copies were prepared, only as part of the lease, sale, or other transfer of all rights in the program. Adaptations
so prepared may be transferred only with the authorization of the copyright owner.

(c) Machine Maintenance or Repair. - Notwithstanding the provisions of section 106, it is not an infringement
for the owner or lessee of a machine to make or authorize the making of a copy of a computer program if such copy
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is made solely by virtue of the activation of a machine that lawfully contains an authorized copy of the computer
program, for purposes only of maintenance or repair of that machine, if -

(2) such new copy is used in no other manner and is destroyed immediately after the maintenance or repair
is completed; and

(2) with respect to any computer program or part thereof that is not necessary for that machine to be
activated, such program or part thereof is not accessed or used other than to make such new copy by virtue of the
activation of the machine.

(d) Definitions. - For purposes of this section -

(2) the "maintenance” of a machine is the servicing of the machinein order to make it work in accordance
with its original specifications and any changes to those specifications authorized for that machine; and

(2) the "repair" of amachine is the restoring of the machine to the state of working in accordance with its
origina specifications and any changes to those specifications authorized for that machine.

Sec. 201. Ownership of copyright

(&) Initial Ownership. - Copyright in awork protected under thistitle vestsinitialy in the author or authors of
thework. The authors of ajoint work are coowners of copyright in the work.

(b) Works Made for Hire. - In the case of awork made for hire, the employer or other person for whom the
work was prepared is considered the author for purposes of thistitle, and, unless the parties have expressly agreed
otherwise in awritten instrument signed by them, owns all of the rights comprised in the copyright.

(c) Contributions to Collective Works. - Copyright in each separate contribution to a collective work is distinct
from copyright in the collective work as awhole, and vestsinitialy in the author of the contribution. In the absence
of an express transfer of the copyright or of any rights under it, the owner of copyright in the collective work is
presumed to have acquired only the privilege of reproducing and distributing the contribution as part of that
particular collective work, any revision of that collective work, and any later collective work in the same series.

(d) Transfer of Ownership. -

(1) The ownership of a copyright may be transferred in whole or in part by any means of conveyance or by
operation of law, and may be bequeathed by will or pass as personal property by the applicable laws of intestate
succession.

(2) Any of the exclusive rights comprised in a copyright, including any subdivision of any of the rights
specified by section 106, may be transferred as provided by clause (1) and owned separately. The owner of any
particular exclusive right is entitled, to the extent of that right, to all of the protection and remedies accorded to the
copyright owner by thistitle.

(e) Involuntary Transfer. - When an individual author's ownership of a copyright, or of any of the exclusive
rights under a copyright, has not previously been transferred voluntarily by that individual author, no action by any
governmental body or other official or organization purporting to seize, expropriate, transfer, or exercise rights of
ownership with respect to the copyright, or any of the exclusive rights under a copyright, shall be given effect under
thistitle, except as provided under title 11.

Sec. 203. Termination of transfers and licenses granted by the author

(a) Conditions for Termination. - In the case of any work other than awork made for hire, the exclusive or
nonexclusive grant of atransfer or license of copyright or of any right under a copyright, executed by the author on
or after January 1, 1978, otherwise than by will, is subject to termination under the following conditions:

(1) Inthe case of a grant executed by one author, termination of the grant may be effected by that author or,
if the author is dead, by the person or persons who, under clause (2) of this subsection, own and are entitled to
exercise atotal of more than one-half of that author's termination interest. In the case of a grant executed by two or
more authors of ajoint work, termination of the grant may be effected by a mgjority of the authors who executed it;
if any of such authors is dead, the termination interest of any such author may be exercised as a unit by the person
or persons who, under clause (2) of this subsection, own and are entitled to exercise atotal of more than one-half of
that author's interest.

(2) Where an author is dead, his or her termination interest is owned, and may be exercised, as follows:

(A) the widow or widower owns the author's entire termination interest unless there are any surviving
children or grandchildren of the author, in which case the widow or widower owns one-half of the author's interest;
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(B) the author's surviving children, and the surviving children of any dead child of the author, own the
author's entire termination interest unless there is awidow or widower, in which case the ownership of one-half of
the author's interest is divided among them,

(C) the rights of the author's children and grandchildren are in all cases divided anong them and
exercised on a per stirpes basis according to the number of such author's children represented; the share of the
children of a dead child in atermination interest can be exercised only by the action of a majority of them.

(D) In the event that the author's widow or widower, children, and grandchildren are not living, the
author's executor, administrator, personal representative, or trustee shall own the author's entire termination interest.

(3) Termination of the grant may be effected at any time during a period of five years beginning at the end
of thirty-five years from the date of execution of the grant; or, if the grant covers the right of publication of the
work, the period begins at the end of thirty-five years from the date of publication of the work under the grant or at
the end of forty years from the date of execution of the grant, whichever term ends earlier.

(4) The termination shall be effected by serving an advance notice in writing, signed by the number and
proportion of owners of termination interests required under clauses (1) and (2) of this subsection, or by their duly
authorized agents, upon the grantee or the grantee's successor intitle.

(A) The notice shall state the effective date of the termination, which shall fall within the five-year
period specified by clause (3) of this subsection, and the notice shall be served not less than two or more than ten
years before that date. A copy of the notice shall be recorded in the Copyright Office before the effective date of
termination, as a condition to its taking effect.

(B) The natice shall comply, in form, content, and manner of service, with requirements that the
Register of Copyrights shall prescribe by regulation.

(5) Termination of the grant may be effected notwithstanding any agreement to the contrary, including an
agreement to make awill or to make any future grant.

(b) Effect of Termination. - Upon the effective date of termination, all rights under thistitle that were covered
by the terminated grants revert to the author, authors, and other persons owning termination interests under clauses
(2) and (2) of subsection (a), including those owners who did not join in signing the notice of termination under
clause (4) of subsection (a), but with the following limitations:

(1) A derivative work prepared under authority of the grant before its termination may continue to be
utilized under the terms of the grant after its termination, but this privilege does not extend to the preparation after
the termination of other derivative works based upon the copyrighted work covered by the terminated grant.

(2) The future rights that will revert upon termination of the grant become vested on the date the notice of
termination has been served as provided by clause (4) of subsection (a). The rights vest in the author, authors, and
other persons named in, and in the proportionate shares provided by, clauses (1) and (2) of subsection (a).

(3) Subject to the provisions of clause (4) of this subsection, afurther grant, or agreement to make a further
grant, of any right covered by aterminated grant isvalid only if it is signed by the same number and proportion of
the owners, in whom the right has vested under clause (2) of this subsection, as are required to terminate the grant
under clauses (1) and (2) of subsection (a). Such further grant or agreement is effective with respect to all of the
persons in whom the right it covers has vested under clause (2) of this subsection, including those who did not join
insigning it. If any person dies after rights under aterminated grant have vested in him or her, that person's lega
representatives, legatees, or heirs at law represent him or her for purposes of this clause.

(4) A further grant, or agreement to make a further grant, of any right covered by aterminated grant isvalid
only if it is made after the effective date of the termination. As an exception, however, an agreement for such a
further grant may be made between the persons provided by clause (3) of this subsection and the original grantee or
such grantee's successor in title, after the notice of termination has been served as provided by clause (4) of
subsection (a).

(5) Termination of a grant under this section affects only those rights covered by the grants that arise under
thistitle, and in no way affects rights arising under any other Federal, State, or foreign laws.

(6) Unless and until termination is effected under this section, the grant, if it does not provide otherwise,
continues in effect for the term of copyright provided by thistitle.

Sec. 204. Execution of transfers of copyright owner ship

(a) A transfer of copyright ownership, other than by operation of law, is not valid unless an instrument of
conveyance, or a note or memorandum of the transfer, isin writing and signed by the owner of the rights conveyed
or such owner's duly authorized agent.
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(b) A certificate of acknowledgement is not required for the validity of atransfer, but is prima facie evidence of
the execution of the transfer if -
(1) in the case of atransfer executed in the United States, the certificate is issued by a person authorized to
administer oaths within the United States; or
(2) in the case of atransfer executed in aforeign country, the certificate isissued by a diplomatic or
consular officer of the United States, or by a person authorized to administer oaths whose authority is proved by a
certificate of such an officer.

Sec. 205. Recordation of transfersand other documents

(a) Conditions for Recordation. - Any transfer of copyright ownership or other document pertaining to a
copyright may be recorded in the Copyright Office if the document filed for recordation bears the actual signature
of the person who executed it, or if it is accompanied by a sworn or official certification that it is atrue copy of the
original, signed document.

(b) Certificate of Recordation. - The Register of Copyrights shall, upon receipt of a document as provided by
subsection (&) and of the fee provided by section 708, record the document and return it with a certificate of
recordation.

(c) Recordation as Constructive Notice. - Recordation of a document in the Copyright Office gives all persons
congtructive notice of the facts stated in the recorded document, but only if -

(2) the document, or materia attached to it, specifically identifies the work to which it pertains so that, after
the document is indexed by the Register of Copyrights, it would be revealed by a reasonable search under the title
or registration number of the work; and

(2) regigtration has been made for the work.

(d) Priority Between Conflicting Transfers. - As between two conflicting transfers, the one executed first
prevailsif it is recorded, in the manner required to give constructive notice under subsection (c), within one month
after its execution in the United States or within two months after its execution outside the United States, or at any
time before recordation in such manner of the later transfer. Otherwise the later transfer prevailsif recorded first in
such manner, and if taken in good faith, for valuable consideration or on the basis of a binding promise to pay
royalties, and without notice of the earlier transfer.

(e) Priority Between Conflicting Transfer of Ownership and Nonexclusive License. - A nonexclusive license,
whether recorded or not, prevails over a conflicting transfer of copyright ownership if the licenseis evidenced by a
written instrument signed by the owner of the rights licensed or such owner's duly authorized agent, and if -

(2) the license was taken before execution of the transfer; or

(2) the license was taken in good faith before recordation of the transfer and without notice of it.

Sec. 301. Preemption with respect to other laws

(a) On and after January 1, 1978, al legal or equitable rights that are equivaent to any of the exclusive rights
within the general scope of copyright as specified by section 106 in works of authorship that are fixed in atangible
medium of expression and come within the subject matter of copyright as specified by sections 102 and 103,
whether created before or after that date and whether published or unpublished, are governed exclusively by this
title. Thereafter, no person is entitled to any such right or equivalent right in any such work under the common law
or statutes of any State.

(b) Nothing in thistitle annuls or limits any rights or remedies under the common law or statutes of any State
with respect to -

(1) subject matter that does not come within the subject matter of copyright as specified by sections 102
and 103, including works of authorship not fixed in any tangible medium of expression; or

(2) any cause of action arising from undertakings commenced before January 1, 1978;

(3) activities violating legal or equitable rights that are not equivalent to any of the exclusive rights within
the genera scope of copyright as specified by section 106; or

(4) State and local landmarks, historic preservation, zoning, or building codes, relating to architectural
works protected under section 102(a)(8).

(c) With respect to sound recordings fixed before February 15, 1972, any rights or remedies under the common
law or statutes of any State shall not be annulled or limited by thistitle until February 15, 2067. The preemptive
provisions of subsection (a) shall apply to any such rights and remedies pertaining to any cause of action arising
from undertakings commenced on and after February 15, 2067. Notwithstanding the provisions of section 303, no
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sound recording fixed before February 15, 1972, shall be subject to copyright under thistitle before, on, or after
February 15, 2067.

(d) Nothing in thistitle annuls or limits any rights or remedies under any other Federal statute.

(€) The scope of Federal preemption under this section is not affected by the adherence of the United States to
the Berne Convention or the satisfaction of obligations of the United States thereunder.

(H)(1) On or after the effective date set forth in section 610(a) of the Visua Artists Rights Act of 1990, all legal
or equitable rights that are equivalent to any of the rights conferred by section 106A with respect to works of visual
art to which the rights conferred by section 106A apply are governed exclusively by section 106A and section
113(d) and the provisions of thistitle relating to such sections. Thereafter, no person is entitled to any such right or
equivalent right in any work of visua art under the common law or statutes of any State.

(2) Nothing in paragraph (1) annuls or limits any rights or remedies under the common law or statutes of
any State with respect to -
(A) any cause of action from undertakings commenced before the effective date set forth in section
610(a) of the Visual Artists Rights Act of 1990;
(B) activities violating legal or equitable rights that are not equivalent to any of the rights conferred by
section 106A with respect to works of visua art; or
(C) activities violating lega or equitable rights which extend beyond the life of the author.

Sec. 401. Notice of copyright: Visually perceptible copies

(8) General Provisions. - Whenever awork protected under this title is published in the United States or
elsewhere by authority of the copyright owner, a notice of copyright as provided by this section may be placed on
publicly distributed copies from which the work can be visually perceived, either directly or with the aid of a
machine or device.

(b) Form of Notice. - If anotice appears on the copies, it shall consist of the following three e ements:

(2) the symbol (AF) (the letter C in acircle), or the word "Copyright", or the abbreviation "Copr."; and

(2) the year of first publication of the work; in the case of compilations, or derivative works incorporating
previously published material, the year date of first publication of the compilation or derivative work is sufficient.
The year date may be omitted where a pictorial, graphic, or sculptural work, with accompanying text matter, if any,
is reproduced in or on greeting cards, postcards, stationery, jewelry, dolls, toys, or any useful articles; and

(3) the name of the owner of copyright in the work, or an abbreviation by which the name can be
recognized, or a generaly known aternative designation of the owner.

(c) Position of Notice. - The notice shall be affixed to the copies in such manner and location as to give
reasonable notice of the claim of copyright. The Register of Copyrights shall prescribe by regulation, as examples,
specific methods of affixation and positions of the notice on various types of works that will satisfy this
requirement, but these specifications shall not be considered exhaustive.

(d) Evidentiary Weight of Notice. - If anotice of copyright in the form and position specified by this section
appears on the published copy or copies to which a defendant in a copyright infringement suit had access, then no
weight shal be given to such a defendant's interposition of a defense based on innocent infringement in mitigation
of actual or statutory damages, except as provided in the last sentence of section 504(c)(2).

Sec. 412. Registration as prerequisite to certain remedies for infringement
In any action under thistitle, other than an action brought for a violation of the rights of the author under

section 106A (@) or an action instituted under section 411(b), no award of statutory damages or of attorney's fees, as
provided by sections 504 and 505, shall be made for -

(2) any infringement of copyright in an unpublished work commenced before the effective date of its
registration; or

(2) any infringement of copyright commenced after first publication of the work and before the effective
date of its registration, unless such registration is made within three months after the first publication of the work.

Sec. 504. Remediesfor infringement: Damages and profits
(a) In General. - Except as otherwise provided by thistitle, an infringer of copyright isliable for either -
(2) the copyright owner's actual damages and any additional profits of the infringer, as provided by
subsection (b); or
(2) statutory damages, as provided by subsection (c).
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(b) Actual Damages and Profits. - The copyright owner is entitled to recover the actual damages suffered by
him or her as aresult of the infringement, and any profits of the infringer that are attributable to the infringement
and are not taken into account in computing the actual damages. In establishing the infringer's profits, the
copyright owner is required to present proof only of the infringer's gross revenue, and the infringer is required to
prove his or her deductible expenses and the elements of profit attributable to factors other than the copyrighted
work.

(c) Statutory Damages. -

(1) Except as provided by clause (2) of this subsection, the copyright owner may elect, at any time before
final judgment is rendered, to recover, instead of actual damages and profits, an award of statutory damages for al
infringements involved in the action, with respect to any one work, for which any oneinfringer isliable
individually, or for which any two or more infringers are liable jointly and severally, in a sum of not less than $750
or more than $30,000 as the court considers just. For the purposes of this subsection, al the parts of a compilation
or derivative work constitute one work.

(2) In acase where the copyright owner sustains the burden of proving, and the court finds, that
infringement was committed willfully, the court in its discretion may increase the award of statutory damagesto a
sum of not more than $150,000. In a case where the infringer sustains the burden of proving, and the court finds,
that such infringer was not aware and had no reason to believe that his or her acts constituted an infringement of
copyright, the court in its discretion may reduce the award of statutory damages to a sum of not less than $200. The
court shall remit statutory damages in any case where an infringer believed and had reasonable grounds for
believing that his or her use of the copyrighted work was afair use under section 107, if the infringer was. (i) an
employee or agent of anonprofit educational ingtitution, library, or archives acting within the scope of his or her
employment who, or such ingtitution, library, or archivesitsalf, which infringed by reproducing the work in copies
or phonorecords; or (ii) a public broadcasting entity which or a person who, as aregular part of the nonprofit
activities of a public broadcasting entity (as defined in subsection (g) of section 118) infringed by performing a
published nondramatic literary work or by reproducing a transmission program embodying a performance of such a
work.

(d) Additional Damagesin Certain Cases. - In any case in which the court finds that a defendant proprietor of
an establishment who claims as a defense that its activities were exempt under section 110(5) did not have
reasonable grounds to believe that its use of a copyrighted work was exempt under such section, the plaintiff shall
be entitled to, in addition to any award of damages under this section, an additional award of two times the amount
of the license fee that the proprietor of the establishment concerned should have paid the plaintiff for such use
during the preceding period of up to 3 years.

Sec. 505. Remedies for infringement: Costs and attorney's fees

In any civil action under thistitle, the court in its discretion may alow the recovery of full costs by or against
any party other than the United States or an officer thereof. Except as otherwise provided by thistitle, the court
may also award a reasonabl e attorney's fee to the prevailing party as part of the costs.

Sec. 512. Limitations on liability relating to material online

(a) Transitory Digital Network Communications. - A service provider shall not be liable for monetary relief, or,
except as provided in subsection (j), for injunctive or other equitable relief, for infringement of copyright by reason
of the provider's transmitting, routing, or providing connections for, material through a system or network
controlled or operated by or for the service provider, or by reason of the intermediate and transient storage of that
material in the course of such transmitting, routing, or providing connections, if -

(2) the transmission of the material was initiated by or at the direction of a person other than the service
provider;

(2) the transmission, routing, provision of connections, or storage is carried out through an automatic
technical process without selection of the material by the service provider;

(3) the service provider does not select the recipients of the material except as an automatic response to the
request of another person;

(4) no copy of the material made by the service provider in the course of such intermediate or transient
storage is maintained on the system or network in a manner ordinarily accessible to anyone other than anticipated
recipients, and no such copy is maintained on the system or network in a manner ordinarily accessible to such
anticipated recipients for alonger period than is reasonably necessary for the transmission, routing, or provision
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of connections; and
(5) the materia istransmitted through the system or network without modification of its content.
(b) System Caching. -

(1) Limitation on liability. - A service provider shall not be liable for monetary relief, or, except as
provided in subsection (j), for injunctive or other equitable relief, for infringement of copyright by reason of the
intermediate and temporary storage of material on a system or network controlled or operated by or for the service
provider in acasein which -

(A) the material is made available online by a person other than the service provider;

(B) the materia is transmitted from the person described in subparagraph (A) through the system or
network to a person other than the person described in subparagraph (A) at the direction of that other person; and

(C) the storage is carried out through an automatic technical process for the purpose of making the
material available to users of the system or network who, after the material is transmitted as described in
subparagraph (B), request access to the material from the person described in subparagraph (A), if the conditions
set forth in paragraph (2) are met.

(2) Conditions. - The conditions referred to in paragraph (1) are that -

(A) the material described in paragraph (1) is transmitted to the subsequent users described in
paragraph (1)(C) without modification to its content from the manner in which the material was transmitted from
the person described in paragraph (1)(A);

(B) the service provider described in paragraph (1) complies with rules concerning the refreshing,
reloading, or other updating of the material when specified by the person making the material available onlinein
accordance with a generally accepted industry standard data communications protocol for the system or network
through which that person makes the material available, except that this subparagraph applies only if those rules are
not used by the person described in paragraph (1)(A) to prevent or unreasonably impair the intermediate storage to
which this subsection applies;

(C) the service provider does not interfere with the ability of technology associated with the material to
return to the person described in paragraph (1)(A) the information that would have been available to that person if
the material had been obtained by the subsequent users described in paragraph (1)(C) directly from that person,
except that this subparagraph applies only if that technology -

(i) does not significantly interfere with the performance of the provider's system or network or with the
intermediate storage of the material;

(i) is consistent with generally accepted industry standard communications protocols; and

(iii) does not extract information from the provider's system or network other than the information that
would have been available to the person described in paragraph (1)(A) if the subsequent users had gained access to
the material directly from that person;

(D) if the person described in paragraph (1)(A) hasin effect a condition that a person must meet prior
to having access to the material, such as a condition based on payment of afee or provision of a password or other
information, the service provider permits access to the stored material in significant part only to users of its system
or network that have met those conditions and only in accordance with those conditions; and

(E) if the person described in paragraph (1)(A) makes that material available online without the
authorization of the copyright owner of the material, the service provider responds expeditioudly to remove, or
disable access to, the material that is claimed to be infringing upon notification of claimed infringement as
described in subsection (¢)(3), except that this subparagraph applies only if -

(1) the material has previously been removed from the originating Site or accessto it has been disabled,
or acourt has ordered that the material be removed from the originating site or that access to the material on the
originating site be disabled; and

(i) the party giving the notification includes in the notification a statement confirming that the material
has been removed from the originating site or access to it has been disabled or that a court has ordered that the
material be removed from the originating Site or that access to the material on the originating site be disabled.

(o) Information Residing on Systems or Networks At Direction of Users. -

(1) Ingeneral. - A service provider shall not be liable for monetary relief, or, except as provided in
subsection (j), for injunctive or other equitable relief, for infringement of copyright by reason of the storage at the
direction of auser of material that resides on a system or network controlled or operated by or for the service
provider, if the service provider -
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(A)(i) does not have actua knowledge that the materia or an activity using the material on the system
or network isinfringing;

(i) in the absence of such actual knowledge, is not aware of facts or circumstances from which
infringing activity is apparent; or

(iii) upon obtaining such knowledge or awareness, acts expeditiously to remove, or disable access to,
the materia;

(B) does not receive afinancia benefit directly attributable to the infringing activity, in a case in which
the service provider has the right and ability to control such activity; and

(C) upon natification of claimed infringement as described in paragraph (3), responds expeditioudly to
remove, or disable access to, the material that is claimed to be infringing or to be the subject of infringing activity.

(2) Designated agent. - The limitations on ligbility established in this subsection apply to a service provider
only if the service provider has designated an agent to receive notifications of claimed infringement described in
paragraph (3), by making available through its service, including on its website in alocation accessible to the
public, and by providing to the Copyright Office, substantially the following information:

(A) the name, address, phone number, and electronic mail address of the agent.

(B) other contact information which the Register of Copyrights may deem appropriate. The Register of
Copyrights shall maintain a current directory of agents available to the public for inspection, including through
the Internet, in both electronic and hard copy formats, and may require payment of afee by service providersto
cover the costs of maintaining the directory.

(3) Elements of natification. -

(A) To be effective under this subsection, a notification of claimed infringement must be a written
communication provided to the designated agent of a service provider that includes substantialy the following:

(i) A physica or eectronic signature of a person authorized to act on behalf of the owner of an
exclusiveright that is allegedly infringed.

(i) Identification of the copyrighted work claimed to have been infringed, or, if multiple copyrighted
works at a single online site are covered by a single notification, a representative list of such works at that site.

(iii) Identification of the materia that is claimed to be infringing or to be the subject of infringing
activity and that is to be removed or access to which isto be disabled, and information reasonably sufficient to
permit the service provider to locate the material.

(iv) Information reasonably sufficient to permit the service provider to contact the complaining party,
such as an address, telephone number, and, if available, an electronic mail address at which the complaining party
may be contacted.

(V) A statement that the complaining party has a good faith belief that use of the material in the manner
complained of is not authorized by the copyright owner, its agent, or the law.

(vi) A statement that the information in the notification is accurate, and under penalty of perjury, that
the complaining party is authorized to act on behalf of the owner of an exclusive right that is alegedly infringed.

(B)(i) Subject to clause (ii), a notification from a copyright owner or from a person authorized to act on
behalf of the copyright owner that fails to comply substantially with the provisions of subparagraph (A) shall not be
considered under paragraph (1)(A) in determining whether a service provider has actual knowledge or is aware of
facts or circumstances from which infringing activity is apparent.

(i) In acase in which the notification that is provided to the service provider's designated agent failsto
comply substantially with all the provisions of subparagraph (A) but substantially complies with clauses (ii), (iii),
and (iv) of subparagraph (A), clause (i) of this subparagraph applies only if the service provider promptly attempts
to contact the person making the notification or takes other reasonable steps to assist in the receipt of notification
that substantially complies with al the provisions of subparagraph (A).

(d) Information Location Tools. - A service provider shall not be liable for monetary relief, or, except as
provided in subsection (j), for injunctive or other equitable relief, for infringement of copyright by reason of the
provider referring or linking users to an online location containing infringing material or infringing activity, by
using information location tools, including a directory, index, reference, pointer, or hypertext link, if the service
provider -

(1)(A) does not have actual knowledge that the material or activity is infringing;

(B) in the absence of such actual knowledge, is not aware of facts or circumstances from which

infringing activity is apparent; or
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(3) Contents of counter notification. - To be effective under this subsection, a counter naotification must be a
written communication provided to the service provider's designated agent that includes substantially the following:

(A) A physica or eectronic signature of the subscriber.

(B) Identification of the materia that has been removed or to which access has been disabled and the
location at which the material appeared before it was removed or access to it was disabled.

(C) A statement under penalty of perjury that the subscriber has a good faith belief that the material
was removed or disabled as aresult of mistake or misidentification of the material to be removed or disabled.

(D) The subscriber's name, address, and telephone number, and a statement that the subscriber consents
to the jurisdiction of Federal District Court for the judicia district in which the addressis located, or if the
subscriber's address is outside of the United States, for any judicia district in which the service provider may be
found, and that the subscriber will accept service of process from the person who provided notification under
subsection (c)(1)(C) or an agent of such person.

(4) Limitation on other liability. - A service provider's compliance with paragraph (2) shall not subject the
service provider to liability for copyright infringement with respect to the material identified in the notice provided
under subsection (¢)(1)(C).

(h) Subpoena To Identify Infringer. -

(1) Request. - A copyright owner or a person authorized to act on the owner's behalf may request the clerk
of any United States district court to issue a subpoenato a service provider for identification of an alleged infringer
in accordance with this subsection.

(2) Contents of request. - The request may be made by filing with the clerk -

(A) acopy of anatification described in subsection (¢)(3)(A);

(B) aproposed subpoena; and

(C) asworn declaration to the effect that the purpose for which the subpoenais sought isto obtain the
identity of an aleged infringer and that such information will only be used for the purpose of protecting rights
under thistitle.

(3) Contents of subpoena. - The subpoena shall authorize and order the service provider receiving the
notification and the subpoenato expeditiously disclose to the copyright owner or person authorized by the
copyright owner information sufficient to identify the alleged infringer of the material described in the notification
to the extent such information is available to the service provider.

(4) Basis for granting subpoena. - If the notification filed satisfies the provisions of subsection (c)(3)(A),
the proposed subpoenais in proper form, and the accompanying declaration is properly executed, the clerk shall
expeditioudy issue and sign the proposed subpoena and return it to the requester for delivery to the service
provider.

(5) Actions of service provider receiving subpoena. - Upon receipt of the issued subpoena, either
accompanying or subsequent to the receipt of a notification described in subsection (c)(3)(A), the service provider
shall expeditiously disclose to the copyright owner or person authorized by the copyright owner the information
required by the subpoena, notwithstanding any other provision of law and regardless of whether the service
provider responds to the notification.

(6) Rules applicable to subpoena. - Unless otherwise provided by this section or by applicable rules of the
court, the procedure for issuance and delivery of the subpoena, and the remedies for noncompliance with the
subpoena, shall be governed to the greatest extent practicable by those provisions of the Federal Rules of Civil
Procedure governing the issuance, service, and enforcement of a subpoena duces tecum.

(i) Conditions for Eligibility. -

(1) Accommodation of technology. - The limitations on liability established by this section shall apply to a
service provider only if the service provider -

(A) has adopted and reasonably implemented, and informs subscribers and account holders of the
service provider's system or network of, a policy that provides for the termination in appropriate circumstances of
subscribers and account holders of the service provider's system or network who are repeat infringers; and

(B) accommodates and does not interfere with standard technical measures.

(2) Definition. - As used in this subsection, the term "standard technical measures’ means technical measures
that are used by copyright owners to identify or protect copyrighted works and -

(A) have been developed pursuant to a broad consensus of copyright owners and service providersin
an open, fair, voluntary, multi-industry standards process,

(B) are available to any person on reasonable and nondiscriminatory terms; and

32



(C) do not impose substantial costs on service providers or substantial burdens on their systems or
networks.

() Injunctions. - The following rules shall apply in the case of any application for an injunction under section
502 against a service provider that is not subject to monetary remedies under this section:

(1) Scope of relief. -

(A) With respect to conduct other than that which quaifies for the limitation on remedies set forth in
subsection (a), the court may grant injunctive relief with respect to a service provider only in one or more of the
following forms:

(i) An order restraining the service provider from providing access to infringing material or activity
residing at a particular online site on the provider's system or network.

(if) An order restraining the service provider from providing access to a subscriber or account holder of
the service provider's system or network who is engaging in infringing activity and isidentified in the order, by
terminating the accounts of the subscriber or account holder that are specified in the order.

(iii) Such other injunctive relief as the court may consider necessary to prevent or restrain infringement
of copyrighted material specified in the order of the court at a particular online location, if such relief isthe least
burdensome to the service provider among the forms of relief comparably effective for that purpose.

(B) If the service provider qualifies for the limitation on remedies described in subsection (a), the court
may only grant injunctive relief in one or both of the following forms:

(i) An order restraining the service provider from providing access to a subscriber or account holder of
the service provider's system or network who is using the provider's service to engage in infringing activity and is
identified in the order, by terminating the accounts of the subscriber or account holder that are specified in the
order.

(if) An order restraining the service provider from providing access, by taking reasonable steps
specified in the order to block access, to a specific, identified, online location outside the United States.

(2) Considerations. - The court, in considering the relevant criteriafor injunctive relief under applicable
law, shall consider -

(A) whether such an injunction, either alone or in combination with other such injunctions issued
against the same service provider under this subsection, would significantly burden either the provider or the
operation of the provider's system or network;

(B) the magnitude of the harm likely to be suffered by the copyright owner in the digital network
environment if steps are not taken to prevent or restrain the infringement;

(C) whether implementation of such an injunction would be technically feasible and effective, and
would not interfere with access to noninfringing material at other online locations; and

(D) whether other less burdensome and comparably effective means of preventing or restraining access
to the infringing material are available.

(3) Notice and ex parte orders. - Injunctive relief under this subsection shall be available only after notice to
the service provider and an opportunity for the service provider to appear are provided, except for orders ensuring
the preservation of evidence or other orders having no material adverse effect on the operation of the service
provider's communications network.

(k) Definitions. -

(1) Service provider. -

(A) Asused in subsection (a), the term "service provider” means an entity offering the transmission,

routing, or providing of connections for digital online communications, between or among points specified by a
user, of material of the user's choosing, without modification to the content of the material as sent or received.

(B) Asused in this section, other than subsection (a), the term "service provider" means a provider of
online services or network access, or the operator of facilities therefor, and includes an entity described in
subparagraph (A).

(2) Monetary relief. - Asused in this section, the term "monetary relief" means damages, costs, attorneys
fees, and any other form of monetary payment.

() Other Defenses Not Affected. - The failure of a service provider's conduct to qualify for limitation of
liability under this section shall not bear adversely upon the consideration of a defense by the service provider that
the service provider's conduct is not infringing under thistitle or any other defense.

(m) Protection of Privacy. - Nothing in this section shall be construed to condition the applicability of
subsections (a) through (d) on -
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(1) aservice provider monitoring its service or affirmatively seeking facts indicating infringing activity,
except to the extent consistent with a standard technical measure complying with the provisions of subsection (i); or

(2) aservice provider gaining access to, removing, or disabling access to materia in cases in which such
conduct is prohibited by law.

(n) Construction. - Subsections (a), (b), (c), and (d) describe separate and distinct functions for purposes of
applying this section. Whether a service provider qualifies for the limitation on liability in any one of those
subsections shall be based solely on the criteriain that subsection, and shall not affect a determination of whether
that service provider qudifies for the limitations on liability under any other such subsection.

Sec. 1201. Circumvention of copyright protection systems
(a) Violations Regarding Circumvention of Technological Measures.

(1)(A) No person shall circumvent a technological measure that effectively controls access to awork
protected under this title. The prohibition contained in the preceding sentence shall take effect at the end of the 2-
year period beginning on the date of the enactment of this chapter.

(B) The prohibition contained in subparagraph (A) shall not apply to persons who are users of a
copyrighted work which isin a particular class of works, if such persons are, or are likely to be in the succeeding 3-
year period, adversely affected by virtue of such prohibition in their ability to make noninfringing uses of that
particular class of works under thistitle, as determined under subparagraph (C).

(C) During the 2-year period described in subparagraph (A), and during each succeeding 3-year period,
the Librarian of Congress, upon the recommendation of the Register of Copyrights, who shall consult with the
Assistant Secretary for Communications and Information of the Department of Commerce and report and comment
on his or her views in making such recommendation, shall make the determination in a rulemaking proceeding for
purposes of subparagraph (B) of whether persons who are users of a copyrighted work are, or are likely to bein the
succeeding 3-year period, adversely affected by the prohibition under subparagraph (A) in their ability to make
noninfringing uses under thistitle of a particular class of copyrighted works. In conducting such rulemaking, the
Librarian shall examine -

(i) the availability for use of copyrighted works;

(i1) the availability for use of works for nonprofit archival, preservation, and educational purposes;

(iii) the impact that the prohibition on the circumvention of technological measures applied to
copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or research;

(iv) the effect of circumvention of technologica measures on the market for or value of copyrighted
works; and

(v) such other factors as the Librarian considers appropriate.

(D) The Librarian shall publish any class of copyrighted works for which the Librarian has determined,
pursuant to the rulemaking conducted under subparagraph (C), that noninfringing uses by persons who are users of
a copyrighted work are, or are likely to be, adversely affected, and the prohibition contained in subparagraph (A)
shall not apply to such users with respect to such class of works for the ensuing 3-year period.

(E) Neither the exception under subparagraph (B) from the applicability of the prohibition contained in
subparagraph (A), nor any determination made in a rulemaking conducted under subparagraph (C), may be used as
adefense in any action to enforce any provision of thistitle other than this paragraph.

(2) No person shal manufacture, import, offer to the public, provide, or otherwise traffic in any technology,
product, service, device, component, or part thereof, that -

(A) is primarily designed or produced for the purpose of circumventing a technological measure that
effectively controls access to awork protected under thistitle;

(B) has only limited commercially significant purpose or use other than to circumvent a technol ogical
measure that effectively controls access to awork protected under thistitle; or

(C) is marketed by that person or another acting in concert with that person with that person's
knowledge for use in circumventing a technological measure that effectively controls access to awork protected
under thistitle.

(3) Asused in this subsection -

(A) to "circumvent atechnological measure" means to descramble a scrambled work, to decrypt an
encrypted work, or otherwise to avoid, bypass, remove, deactivate, or impair a technological measure, without the
authority of the copyright owner; and



(B) atechnological measure "effectively controls accessto awork” if the measure, in the ordinary
course of its operation, requires the application of information, or a process or a treatment, with the authority of the
copyright owner, to gain access to the work.

(b) Additiona Violations. -

(1) No person shall manufacture, import, offer to the public, provide, or otherwise traffic in any technology,
product, service, device, component, or part thereof, that -

(A) is primarily designed or produced for the purpose of circumventing protection afforded by a
technological measure that effectively protects aright of a copyright owner under thistitlein awork or a portion
thereof;

(B) has only limited commercially significant purpose or use other than to circumvent protection
afforded by atechnological measure that effectively protects aright of a copyright owner under thistitle in awork
or a portion thereof; or

(C) ismarketed by that person or another acting in concert with that person with that person's
knowledge for use in circumventing protection afforded by a technological measure that effectively protects aright
of acopyright owner under thistitlein awork or a portion thereof.

(2) Asused in this subsection -

(A) to "circumvent protection afforded by atechnological measure" means avoiding, bypassing,
removing, deactivating, or otherwise impairing a technological measure; and

(B) atechnological measure "effectively protects aright of a copyright owner under thistitle” if the
measure, in the ordinary course of its operation, prevents, restricts, or otherwise limits the exercise of aright of a
copyright owner under thistitle.

(c) Other Rights, Etc., Not Affected. -

(1) Nothing in this section shall affect rights, remedies, limitations, or defenses to copyright infringement,
including fair use, under thistitle.

(2) Nothing in this section shall enlarge or diminish vicarious or contributory liability for copyright
infringement in connection with any technology, product, service, device, component, or part thereof.

(3) Nothing in this section shall require that the design of, or design and selection of parts and components
for, a consumer e ectronics, telecommunications, or computing product provide for a response to any particular
technological measure, so long as such part or component, or the product in which such part or component is
integrated, does not otherwise fall within the prohibitions of subsection (a)(2) or (b)(2).

(4) Nothing in this section shall enlarge or diminish any rights of free speech or the press for activities
using consumer electronics, telecommunications, or computing products.

* % % %
(h) Exceptions Regarding Minors. - In applying subsection (a) to a component or part, the court may consider
the necessity for its intended and actual incorporation in a technology, product, service, or device, which -

(1) does not itsdlf violate the provisions of thistitle; and

(2) has the sole purpose to prevent the access of minors to material on the Internet.

(i) Protection of Personally Identifying Information. -

(1) Circumvention permitted. - Notwithstanding the provisions of subsection (a)(1)(A), it isnot aviolation
of that subsection for a person to circumvent a technological measure that effectively controls access to awork
protected under thistitle, if -

(A) the technological measure, or the work it protects, contains the capability of collecting or
disseminating personaly identifying information reflecting the online activities of a natural person who seeksto
gain access to the work protected;

(B) inthe normal course of its operation, the technological measure, or the work it protects, collects or
disseminates personally identifying information about the person who seeks to gain access to the work protected,
without providing conspicuous notice of such collection or dissemination to such person, and without providing
such person with the capability to prevent or restrict such collection or dissemination;

(C) the act of circumvention has the sole effect of identifying and disabling the capability described in
subparagraph (A), and has no other effect on the ability of any person to gain access to any work; and

(D) the act of circumvention is carried out solely for the purpose of preventing the collection or
dissemination of personally identifying information about a natural person who seeks to gain access to the work
protected, and is not in violation of any other law.

35



(2) Inapplicahility to certain technological measures. - This subsection does not apply to a technological
measure, or awork it protects, that does not collect or disseminate personaly identifying information and that is
disclosed to a user as not having or using such capability.

() Security Testing. -

(1) Definition. - For purposes of this subsection, the term "security testing” means accessing a computer,
computer system, or computer network, solely for the purpose of good faith testing, investigating, or correcting, a
security flaw or vulnerability, with the authorization of the owner or operator of such computer, computer system,
or computer network.

(2) Permissible acts of security testing. - Notwithstanding the provisions of subsection (a)(1)(A), itisnot a
violation of that subsection for a person to engage in an act of security testing, if such act does not congtitute
infringement under thistitle or aviolation of applicable law other than this section, including section 1030 of title
18 and those provisions of title 18 amended by the Computer Fraud and Abuse Act of 1986.

(3) Factors in determining exemption. - In determining whether a person qualifies for the exemption under
paragraph (2), the factors to be considered shall include -

(A) whether the information derived from the security testing was used solely to promote the security
of the owner or operator of such computer, computer system or computer network, or shared directly with the
developer of such computer, computer system, or computer network; and

(B) whether the information derived from the security testing was used or maintained in a manner that
does not facilitate infringement under thistitle or aviolation of applicable law other than this section, including a
violation of privacy or breach of security.

(4) Use of technological means for security testing. - Notwithstanding the provisions of subsection (a)(2), it
isnot aviolation of that subsection for a person to develop, produce, distribute or employ technological means for
the sole purpose of performing the acts of security testing described in subsection (2 provided such technological
means does not otherwise violate section (8)(2).

Sec. 1202. Integrity of copyright management infor mation

(a) False Copyright Management Information. - No person shall knowingly and with the intent to induce,
enable, facilitate, or conced infringement -

(2) provide copyright management information that is false, or

(2) distribute or import for distribution copyright management information that is false.

(b) Removal or Alteration of Copyright Management Information. - No person shall, without the authority of
the copyright owner or the law -

(2) intentionally remove or ater any copyright management information,

(2) distribute or import for distribution copyright management information knowing that the copyright
management information has been removed or altered without authority of the copyright owner or the law, or

(3) distribute, import for distribution, or publicly perform works, copies of works, or phonorecords,
knowing that copyright management information has been removed or altered without authority of the copyright
owner or the law, knowing, or, with respect to civil remedies under section 1203, having reasonable grounds to
know, that it will induce, enable, facilitate, or conceal an infringement of any right under thistitle.

(c) Definition. - Asused in this section, the term "copyright management information” means any of the
following information conveyed in connection with copies or phonorecords of awork or performances or displays
of awork, including in digital form, except that such term does not include any personaly identifying information
about a user of awork or of a copy, phonorecord, performance, or display of awork:

(1) Thetitle and other information identifying the work, including the information set forth on a notice of
copyright.

(2) The name of, and other identifying information about, the author of a work.

(3) The name of, and other identifying information about, the copyright owner of the work, including the
information set forth in a notice of copyright.

(4) With the exception of public performances of works by radio and television broadcast stations, the
name of, and other identifying information about, a performer whose performance is fixed in awork other than an
audiovisua work.

(5) With the exception of public performances of works by radio and television broadcast stations, in the
case of an audiovisual work, the name of, and other identifying information about, a writer, performer, or director
who is credited in the audiovisua work.
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(6) Terms and conditions for use of the work.

(7) ldentifying numbers or symbols referring to such information or links to such information.

(8) Such other information as the Register of Copyrights may prescribe by regulation, except that the
Register of Copyrights may not require the provision of any information concerning the user of a copyrighted work.
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