ELECTRONIC COMMERCE DIRECTIVE, DIRECTIVE 2000/31/EC OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

* % * %

Whereas:

(1) The European Union is seeking to forge ever closer links between the States and peoples of Europe, to
ensure economic and social progress; in accordance with Article 14(2) of the Treaty, the internal market comprises
an areawithout interna frontiers in which the free movements of goods, services and the freedom of establishment
are ensured; the development of information society services within the areawithout internal frontiersis vital to
eliminating the barriers which divide the European peoples.

(2) The development of €lectronic commerce within the information society offers significant employment
opportunities in the Community, particularly in small and medium-sized enterprises, and will stimulate economic
growth and investment in innovation by European companies, and can a so enhance the competitiveness of
European industry, provided that everyone has access to the Internet.

(3) Community law and the characteristics of the Community legal order are a vital asset to enable European
citizens and operators to take full advantage, without consideration of borders, of the opportunities afforded by
electronic commerce; this Directive therefore has the purpose of ensuring a high level of Community legal
integration in order to establish area area without internal borders for information society services.

4) It isimportant to ensure that electronic commerce could fully benefit from the internal market and therefore
that, as with Council Directive 89/552/EEC of 3 October 1989 on the coordination of certain provisons laid down
by law, regulation or administrative action in Member States concerning the pursuit of television broadcasting
activities(4), ahigh level of Community integration is achieved.

(5) The development of information society services within the Community is hampered by a number of legal
obstacles to the proper functioning of the internal market which make |ess attractive the exercise of the freedom of
establishment and the freedom to provide services; these obstacles arise from divergencesin legisation and from
the legal uncertainty asto which national rules apply to such services; in the absence of coordination and
adjustment of legidation in the relevant areas, obstacles might be justified in the light of the case-law of the Court
of Justice of the European Communities; legal uncertainty exists with regard to the extent to which Member States
may control services originating from another Member State.

* % * %

HAVE ADOPTED THIS DIRECTIVE:

CHAPTERI|
GENERAL PROVISIONS

Articlel

Objective and scope

1. This Directive seeks to contribute to the proper functioning of the internal market by ensuring the free
movement of information society services between the Member States.

2. This Directive approximates, to the extent necessary for the achievement of the objective set out in paragraph
1, certain national provisions on information society services relating to the internal market, the establishment of
service providers, commercial communications, € ectronic contracts, the liability of intermediaries, codes of
conduct, out-of-court dispute settlements, court actions and cooperation between Member States.

3. This Directive complements Community law applicable to information society services without prejudice to
thelevel of protection for, in particular, public health and consumer interests, as established by Community acts
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and national legidation implementing them in so far as this does not restrict the freedom to provide information
society services.
4. This Directive does not establish additional rules on private international law nor doesit deal with the
jurisdiction of Courts.
5. This Directive shal not apply to:
(a) thefield of taxation;
(b) questions relating to information society services covered by Directives 95/46/EC and 97/66/EC;
(c) questions relating to agreements or practices governed by cartel law;
(d) the following activities of information society services:
- the activities of notaries or equivalent professions to the extent that they involve a direct and specific
connection with the exercise of public authority,
- the representation of a client and defence of hisinterests before the courts,
- gambling activities which involve wagering a stake with monetary value in games of chance,
including lotteries and betting transactions.
6. This Directive does not affect measures taken at Community or national level, in the respect of Community
law, in order to promote cultural and linguistic diversity and to ensure the defence of pluralism.

Article2
Definitions
For the purpose of this Directive, the following terms shall bear the following meanings:

(a) "information society services": services within the meaning of Article 1(2) of Directive 98/34/EC as
amended by Directive 98/48/EC;

(b) "service provider": any natural or legal person providing an information society service;

(c) "established service provider": aservice provider who effectively pursues an economic activity using a
fixed establishment for an indefinite period. The presence and use of the technical means and technologies required
to provide the service do not, in themselves, constitute an establishment of the provider;

(d) "recipient of the service": any natural or legal person who, for professional ends or otherwise, uses an
information society service, in particular for the purposes of seeking information or making it accessible;

(e) "consumer": any natural person who is acting for purposes which are outside his or her trade, business
or profession;

(f) "commercial communication”: any form of communication designed to promote, directly or indirectly,
the goods, services or image of acompany, organisation or person pursuing a commercial, industrial or craft
activity or exercising aregulated profession. The following do not in themselves constitute commercial
communications:

- information allowing direct access to the activity of the company, organisation or person, in particular

adomain name or an electronic-mail address,

- communications relating to the goods, services or image of the company, organisation or person

compiled in an independent manner, particularly when this is without financia consideration;

(9) "regulated profession”: any profession within the meaning of either Article 1(d) of Council Directive
89/48/EEC of 21 December 1988 on agenera system for the recognition of higher-education diplomas awarded on
completion of professional education and training of at |east three-years' duration(26) or of Article 1(f) of Council
Directive 92/51/EEC of 18 June 1992 on a second general system for the recognition of professional education and
training to supplement Directive 89/48/EEC(27);

(h) "coordinated field": requirements laid down in Member States legal systems applicable to information
society service providers or information society services, regardless of whether they are of ageneral nature or
specifically designed for them.

() The coordinated field concerns requirements with which the service provider has to comply in respect
of:

- the taking up of the activity of an information society service, such as requirements concerning

gualifications, authorisation or notification,

- the pursuit of the activity of an information society service, such as requirements concerning the
behaviour of the service provider, requirements regarding the quality or content of the service
including those applicable to advertising and contracts, or requirements concerning the liability of
the service provider;
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(i) The coordinated field does not cover requirements such as:
- requirements applicable to goods as such,
- requirements applicable to the delivery of goods,
- requirements applicable to services not provided by electronic means.

Article3

Internal market

1. Each Member State shall ensure that the information society services provided by a service provider
established on its territory comply with the national provisions applicable in the Member State in question which
fall within the coordinated field.

2. Member States may not, for reasons falling within the coordinated field, restrict the freedom to provide
information society services from another Member State.

3. Paragraphs 1 and 2 shall not apply to the fields referred to in the Annex.

4. Member States may take measures to derogate from paragraph 2 in respect of a given information society
serviceif the following conditions are fulfilled:

(a) the measures shall be:
(1) necessary for one of the following reasons:

- public policy, in particular the prevention, investigation, detection and prosecution of criminal
offences, including the protection of minors and the fight against any incitement to hatred on grounds of race, sex,
religion or nationality, and violations of human dignity concerning individual persons,

- the protection of public health,

- public security, including the safeguarding of national security and defence,

- the protection of consumers, including investors,

(i) taken against a given information society service which prejudices the objectives referred toin
point (i) or which presents a serious and grave risk of prejudice to those objectives;

(iii) proportionate to those objectives;

(b) before taking the measures in question and without prejudice to court proceedings, including

preliminary proceedings and acts carried out in the framework of a criminal investigation, the Member State has:

- asked the Member State referred to in paragraph 1 to take measures and the | atter did not take such
measures, or they were inadequate,

- notified the Commission and the Member State referred to in paragraph 1 of its intention to take such
measures.

5. Member States may, in the case of urgency, derogate from the conditions stipulated in paragraph 4(b). Where
thisisthe case, the measures shall be notified in the shortest possible time to the Commission and to the Member
State referred to in paragraph 1, indicating the reasons for which the Member State considers that there is urgency.

6. Without prejudice to the Member State's possibility of proceeding with the measuresin question, the
Commission shall examine the compatibility of the notified measures with Community law in the shortest possible
time; where it comes to the conclusion that the measure is incompatible with Community law, the Commission
snall ask the Member State in question to refrain from taking any proposed measures or urgently to put an end to
the measures in question.

CHAPTERI |
PRINCIPLES

Section 1
Establishment and information requirements
Article4

Principle excluding prior authorisation

1. Member States shall ensure that the taking up and pursuit of the activity of an information society service
provider may not be made subject to prior authorisation or any other requirement having equivalent effect.

2. Paragraph 1 shall be without prejudice to authorisation schemes which are not specifically and exclusively
targeted at information society services, or which are covered by Directive 97/13/EC of the European Parliament
and of the Council of 10 April 1997 on a common framework for general authorisations and individual licencesin
the field of telecommunications services(28).
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Article5

Genera information to be provided

1. In addition to other information requirements established by Community law, Member States shall ensure
that the service provider shall render easily, directly and permanently accessible to the recipients of the service and
competent authorities, at least the following information:

(a) the name of the service provider;

(b) the geographic address at which the service provider is established;

(c) the details of the service provider, including his electronic mail address, which allow him to be
contacted rapidly and communicated with in adirect and effective manner;

(d) where the service provider is registered in atrade or similar public register, the trade register in which
the service provider is entered and his registration number, or equivalent means of identification in that register;

(e) where the activity is subject to an authorisation scheme, the particulars of the relevant supervisory
authority;

(f) as concerns the regulated professions:

- any professional body or similar institution with which the service provider is registered,

- the professional title and the Member State where it has been granted,

- areference to the applicable professiona rulesin the Member State of establishment and the means to
access them;

(9) where the service provider undertakes an activity that is subject to VAT, the identification number
referred to in Article 22(1) of the sixth Council Directive 77/388/EEC of 17 May 1977 on the harmonisation of the
laws of the Member States relating to turnover taxes - Common system of value added tax: uniform basis of
assessment(29).

2. In addition to other information requirements established by Community law, Member States shall at least
ensure that, where information society services refer to prices, these are to be indicated clearly and unambiguously
and, in particular, must indicate whether they are inclusive of tax and delivery costs.

Section 2
Commercial communications

Article 6

Information to be provided

In addition to other information requirements established by Community law, Member States shall ensure that
commercial communications which are part of, or constitute, an information society service comply at least with
the following conditions:

(a) the commercial communication shall be clearly identifiable as such;

(b) the natural or legal person on whose behalf the commercial communication is made shall be clearly
identifiable;

(c) promotional offers, such as discounts, premiums and gifts, where permitted in the Member State where
the service provider is established, shall be clearly identifiable as such, and the conditions which are to be met to
qualify for them shall be easily accessible and be presented clearly and unambiguously;

(d) promotional competitions or games, where permitted in the Member State where the service provider is
established, shall be clearly identifiable as such, and the conditions for participation shall be easily accessible and
be presented clearly and unambiguously.

Article7

Unsolicited commercial communication

1. In addition to other requirements established by Community law, Member States which permit unsolicited
commercial communication by electronic mail shall ensure that such commercial communication by a service
provider established in their territory shall be identifiable clearly and unambiguously as such as soon asitis
received by the recipient.

2. Without prejudice to Directive 97/7/EC and Directive 97/66/EC, Member States shall take measures to
ensure that service providers undertaking unsolicited commercial communications by electronic mail consult
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regularly and respect the opt-out registers in which natural persons not wishing to receive such commercial
communications can register themselves.

Article8

Regulated professions

1. Member States shall ensure that the use of commercial communications which are part of, or constitute, an
information society service provided by a member of aregulated profession is permitted subject to compliance with
the professiond rules regarding, in particular, the independence, dignity and honour of the profession, professiona
secrecy and fairness towards clients and other members of the profession.

2. Without prejudice to the autonomy of professional bodies and associations, Member States and the
Commission shall encourage professional associations and bodies to establish codes of conduct at Community level
in order to determine the types of information that can be given for the purposes of commercial communication in
conformity with the rules referred to in paragraph 1

3. When drawing up proposals for Community initiatives which may become necessary to ensure the proper
functioning of the Internal Market with regard to the information referred to in paragraph 2, the Commission shall
take due account of codes of conduct applicable at Community level and shall act in close cooperation with the
relevant professional associations and bodies.

4. This Directive shall apply in addition to Community Directives concerning access to, and the exercise of,
activities of the regulated professions.

Section 3
Contracts concluded by electronic means

Article9

Treatment of contracts

1. Member States shall ensure that their legal system allows contracts to be concluded by electronic means.
Member States shall in particular ensure that the legal requirements applicable to the contractual process neither
create obstacles for the use of e ectronic contracts nor result in such contracts being deprived of legal effectiveness
and validity on account of their having been made by electronic means.

2. Member States may lay down that paragraph 1 shall not apply to all or certain contracts falling into one of
the following categories:

(a) contractsthat create or transfer rightsin real estate, except for rental rights;

(b) contracts requiring by law the involvement of courts, public authorities or professions exercising public
authority;

(c) contracts of suretyship granted and on collateral securities furnished by persons acting for purposes
outside their trade, business or profession;

(d) contracts governed by family law or by the law of succession.

3. Member States shall indicate to the Commission the categories referred to in paragraph 2 to which they do
not apply paragraph 1. Member States shall submit to the Commission every five years areport on the application
of paragraph 2 explaining the reasons why they consider it necessary to maintain the category referred to in
paragraph 2(b) to which they do not apply paragraph 1.

Article 10
Information to be provided
1. In addition to other information regquirements established by Community law, Member States shall ensure,
except when otherwise agreed by parties who are not consumers, that at |east the following information is given by
the service provider clearly, comprehensibly and unambiguously and prior to the order being placed by the recipient
of the service:
(a) the different technical steps to follow to conclude the contract;
(b) whether or not the concluded contract will be filed by the service provider and whether it will be
accessible
(c) the technical means for identifying and correcting input errors prior to the placing of the order;
(d) the languages offered for the conclusion of the contract.
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2. Member States shall ensure that, except when otherwise agreed by parties who are not consumers, the service
provider indicates any relevant codes of conduct to which he subscribes and information on how those codes can be
consulted eectronically.

3. Contract terms and general conditions provided to the recipient must be made available in away that alows
him to store and reproduce them.

4. Paragraphs 1 and 2 shall not apply to contracts concluded exclusively by exchange of electronic mail or by
equivalent individual communications.

Article11

Placing of the order

1. Member States shall ensure, except when otherwise agreed by parties who are not consumers, that in cases
where the recipient of the service places his order through technological means, the following principles apply:

- the service provider has to acknowledge the receipt of the recipient's order without undue delay and by
electronic means,

- the order and the acknowledgement of receipt are deemed to be received when the parties to whom they
are addressed are able to access them.

2. Member States shall ensure that, except when otherwise agreed by parties who are not consumers, the service
provider makes available to the recipient of the service appropriate, effective and accessible technical means
allowing him to identify and correct input errors, prior to the placing of the order.

3. Paragraph 1, first indent, and paragraph 2 shall not apply to contracts concluded exclusively by exchange of
electronic mail or by equivalent individual communications.

Section 4
Liability of intermediary service providers

Article 12

"Mere conduit”

1. Where an information society service is provided that consists of the transmission in a communication
network of information provided by arecipient of the service, or the provision of access to a communication
network, Member States shall ensure that the service provider is not liable for the information transmitted, on
condition that the provider:

() does not initiate the transmission;
(b) does not select the receiver of the transmission; and
(c) does not select or modify the information contained in the transmission.

2. The acts of transmission and of provision of access referred to in paragraph 1 include the automatic,
intermediate and transient storage of the information transmitted in so far asthis takes place for the sole purpose of
carrying out the transmission in the communication network, and provided that the information is not stored for any
period longer than is reasonably necessary for the transmission.

3. This Article shall not affect the possibility for a court or administrative authority, in accordance with
Member States legal systems, of requiring the service provider to terminate or prevent an infringement.

Article 13

"Caching"

1. Where an information society serviceis provided that consists of the transmission in a communication
network of information provided by arecipient of the service, Member States shall ensure that the service provider
isnot liable for the automatic, intermediate and temporary storage of that information, performed for the sole
purpose of making more efficient the information's onward transmission to other recipients of the service upon their
request, on condition that:

(a) the provider does not modify the information;

(b) the provider complies with conditions on access to the information;

(c) the provider complies with rules regarding the updating of the information, specified in amanner widely
recognised and used by industry;

(d) the provider does not interfere with the lawful use of technology, widely recognised and used by
industry, to obtain data on the use of the information; and
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(e) the provider acts expeditiously to remove or to disable access to the information it has stored upon
obtaining actua knowledge of the fact that the information at the initial source of the transmission has been
removed from the network, or accessto it has been disabled, or that a court or an administrative authority has
ordered such removal or disablement.

2. This Article shall not affect the possibility for a court or administrative authority, in accordance with
Member States legal systems, of requiring the service provider to terminate or prevent an infringement.

Article14

Hosting

1. Where an information society serviceis provided that consists of the storage of information provided by a
recipient of the service, Member States shall ensure that the service provider is not liable for the information stored
at the request of arecipient of the service, on condition that:

(a) the provider does not have actua knowledge of illegal activity or information and, as regards claims for
damages, is not aware of facts or circumstances from which theillegal activity or information is apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable
access to the information.

2. Paragraph 1 shall not apply when the recipient of the service is acting under the authority or the control of
the provider.

3. This Article shall not affect the possibility for a court or administrative authority, in accordance with
Member States legal systems, of requiring the service provider to terminate or prevent an infringement, nor does it
affect the possibility for Member States of establishing procedures governing the removal or disabling of accessto
information.

Article15

No general obligation to monitor

1. Member States shall not impose a general obligation on providers, when providing the services covered by
Articles 12, 13 and 14, to monitor the information which they transmit or store, nor a general obligation actively to
seek facts or circumstances indicating illegal activity.

2. Member States may establish obligations for information society service providers promptly to inform the
competent public authorities of aleged illegal activities undertaken or information provided by recipients of their
service or obligations to communicate to the competent authorities, at their request, information enabling the
identification of recipients of their service with whom they have storage agreements.

CHAPTER 111
IMPLEMENTATION

Article 16

Codes of conduct

1. Member States and the Commission shall encourage:

(&) the drawing up of codes of conduct at Community level, by trade, professional and consumer
associations or organisations,

designed to contribute to the proper implementation of Articles5 to 15;

(b) the voluntary transmission of draft codes of conduct at national or Community level to the Commission;

(c) the accessibility of these codes of conduct in the Community languages by electronic means,

(d) the communication to the Member States and the Commission, by trade, professional and consumer
associations or organisations, of their assessment of the application of their codes of conduct and their impact upon
practices, habits or customs relating to electronic commerce;

(e) the drawing up of codes of conduct regarding the protection of minors and human dignity.

2. Member States and the Commission shall encourage the involvement of associations or organisations
representing consumersin the drafting and implementation of codes of conduct affecting their interests and drawn
up in accordance with paragraph 1(a).

Where appropriate, to take account of their specific needs, associations representing the visually impaired
and disabled should be consulted.
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Article17

Out-of-court dispute settlement

1. Member States shall ensure that, in the event of disagreement between an information society service
provider and the recipient of the service, their legidation does not hamper the use of out-of-court schemes,
available under national law, for dispute settlement, including appropriate el ectronic means.

2. Member States shall encourage bodies responsible for the out-of-court settlement of, in particular, consumer
disputes to operate in away which provides adequate procedura guarantees for the parties concerned.

3. Member States shall encourage bodies responsible for out-of-court dispute settlement to inform the
Commission of the significant decisions they take regarding information society services and to transmit any other
information on the practices, usages or customs relating to electronic commerce.

Article 18
1. Member States shall ensure that court actions available under national law concerning information society
services activities allow for the rapid adoption of measures, including interim measures, designed to terminate any
alleged infringement and to prevent any further impairment of the interestsinvolved.
2. The Annex to Directive 98/27/EC shall be supplemented as follows:
"11. Directive 2000/3L/EC of the European Parliament and of the Council of 8 June 2000 on certain legal
aspects on information
society services, in particular electronic commerce, in the internal market (Directive on electronic
commerce) (OJL 178,
17.7.2000, p. 1)."

Article 19

Cooperation

1. Member States shall have adequate means of supervision and investigation necessary to implement this
Directive effectively and shall ensure that service providers supply them with the requisite information.

2. Member States shall cooperate with other Member States; they shall, to that end, appoint one or several
contact points, whose details they shall communicate to the other Member States and to the Commission.

3. Member States shall, as quickly as possible, and in conformity with national law, provide the ass stance and
information requested by other Member States or by the Commission, including by appropriate electronic means.

4. Member States shall establish contact points which shall be accessible at least by electronic means and from
which recipients and service providers may:
(a) obtain genera information on contractual rights and obligations as well as on the complaint and redress
mechanisms available in the event of disputes, including practical aspects involved in the use of such mechanisms;
(b) obtain the details of authorities, associations or organisations from which they may obtain further
information or practical assistance.

5. Member States shall encourage the communication to the Commission of any significant administrative or
judicial decisionstaken in their territory regarding disputes relating to information society services and practices,
usages and customs relating to electronic commerce. The Commission shall communicate these decisions to the
other Member States.

Article 20

Sanctions

Member States shall determine the sanctions applicable to infringements of national provisions adopted
pursuant to this Directive and shall take all measures necessary to ensure that they are enforced. The sanctions they
provide for shall be effective, proportionate and dissuasive.

* % * %

Done at Luxemburg, 8 June 2000.
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