ELECTRONIC COMMUNICATIONS PRIVACY ACT (SELECTED SECTIONSFROM 18 U.S.C.)

Sec. 2510. Definitions

As used in this chapter -

(1) "wire communication" means any aural transfer made in whole or in part through the use of facilities for the
transmission of communications by the aid of wire, cable, or other like connection between the point of origin and
the point of reception (including the use of such connection in a switching station) furnished or operated by any
person engaged in providing or operating such facilities for the transmission of interstate or foreign
communications or communications affecting interstate or foreign commerce and such term includes any electronic
storage of such communication;
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(14) "electronic communications system" means any wire, radio, €l ectromagnetic, photooptical or
photoel ectronic facilities for the transmission of e ectronic communications, and any computer facilities or related
electronic equipment for the electronic storage of such communications;

(15) "electronic communication service" means any service which provides to users thereof the ability to send
or receive wire or e ectronic communications,

(16) "readily accessible to the general public" means, with respect to a radio communication, that such
communication is not -

(A) scrambled or encrypted;

(B) transmitted using modul ation techniques whose essential parameters have been withheld from the
public with the intention of preserving the privacy of such communication;

(C) carried on a subcarrier or other signal subsidiary to aradio transmission;

(D) transmitted over a communication system provided by a common carrier, unless the communication is
atone only paging system communication; or

(E) transmitted on frequencies allocated under part 25, subpart D, E, or F of part 74, or part 94 of the Rules
of the Federa Communications Commission, unless, in the case of a communication transmitted on a frequency
allocated under part 74 that is not exclusively allocated to broadcast auxiliary services, the communication is atwo-
way voice communication by radio;

(17) "electronic storage" means -

(A) any temporary, intermediate storage of awire or electronic communication incidental to the electronic

transmission thereof; and

(B) any storage of such communication by an electronic communication service for purposes of backup
protection of such communication;

(18) "aural transfer" means a transfer containing the human voice at any point between and including the point
of origin and the point of reception; and
(19) “protected computer” means a computer--

(A) exclusively for the use of afinancial institution or the United States Government, or, in the case of a
computer not exclusively for such use, used by or for afinancial institution or the United States Government and
the conduct constituting the offense affects that use by or for the financial institution or the Government; or

(B) which isused in interstate or foreign commerce or communication;

(20) “computer trespasser” --

(A) means a person who accesses a protected computer without authorization and thus has no reasonable
expectation of privacy in any communication transmitted to, through, or from the protected computer; and

(B) does not include a person known by the owner or operator of the protected computer to have an existing
contractua relationship with the owner or operator of the protected computer for accessto all or part of the
protected computer.

Sec. 2511. Interception and disclosure of wire, oral, or electronic communications prohibited
(1) Except as otherwise specifically provided in this chapter any person who -
(&) intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to
intercept, any wire, oral, or electronic communication;
(b) intentionally uses, endeavorsto use, or procures any other person to use or endeavor to use any
electronic, mechanical, or other device to intercept any oral communication when -
(i) such device is affixed to, or otherwise transmits a signal through, awire, cable, or other like
connection used in wire communication; or
(ii) such device transmits communications by radio, or interferes with the transmission of such
communication; or
(i11) such person knows, or has reason to know, that such device or any component thereof has been sent
through the mail or transported in interstate or foreign commerce; or
(iv) such use or endeavor to use
(A) takes place on the premises of any business or other commercia establishment the operations of
which affect interstate or foreign commerce; or
(B) obtains or is for the purpose of obtaining information relating to the operations of any business or
other commercial establishment the operations of which affect interstate or foreign commerce; or
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(v) such person actsin the District of Columbia, the Commonwealth of Puerto Rico, or any territory or
possession of the United States;

(c) intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or
€electronic communication, knowing or having reason to know that the information was obtained through the
interception of awire, oral, or e ectronic communication in violation of this subsection;

(d) intentionally uses, or endeavorsto use, the contents of any wire, oral, or electronic communication,
knowing or having reason to know that the information was obtained through the interception of awire, ord, or
electronic communication in violation of this subsection; or

(e)(i) intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or
electronic communication, intercepted by means authorized by sections 2511(2)(8)(ii), 2511(2)(b)-(c), 2511(2)(e),
2516, and 2518 of this chapter,

(i) knowing or having reason to know that the information was obtained through the interception of
such a communication in connection with a criminal investigation,

(iii) having obtained or received the information in connection with a criminal investigation, and (iv)
with intent to improperly obstruct, impede, or interfere with aduly authorized criminal investigation, shall be
punished as provided in subsection (4) or shall be subject to suit as provided in subsection (5).

(2)(a)(i) It shall not be unlawful under this chapter for an operator of a switchboard, or an officer, employee, or
agent of a provider of wire or e ectronic communication service, whose facilities are used in the transmission of a
wire or electronic communication, to intercept, disclose, or use that communication in the normal course of his
employment while engaged in any activity which is a necessary incident to the rendition of his service or to the

39



purpose of committing any criminal or tortious act in violation of the Constitution or laws of the United States or of
any State.

(e) Notwithstanding any other provision of thistitle or section 705 or 706 of the Communications Act of
1934, it shall not be unlawful for an officer, employee, or agent of the United Statesin the normal course of his
official duty to conduct electronic surveillance, as defined in section 101 of the Foreign Intelligence Surveillance
Act of 1978, as authorized by that Act.

(f) Nothing contained in this chapter or chapter 121, or section 705 of the Communications Act of 1934,
shall be deemed to affect the acquisition by the United States Government of foreign intelligence information from
international or foreign communications, or foreign intelligence activities conducted in accordance with otherwise
applicable Federa law involving aforeign electronic communications system, utilizing a means other than
electronic surveillance as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978, and
procedures in this chapter or chapter 121 and the Foreign Intelligence Surveillance Act of 1978 shall be the
exclusive means by which electronic surveillance, as defined in section 101 of such Act, and the interception of
domestic wire and oral communications may be conducted.

(g) It shall not be unlawful under this chapter or chapter 121 of thistitle for any person -

(i) to intercept or access an electronic communication made through an electronic communication
system that is configured so that such electronic communication is readily accessible to the general public;

(i) to intercept any radio communication which is transmitted -

(1) by any station for the use of the general public, or that relates to ships, aircraft, vehicles, or
personsin distress,

(1) by any governmental, law enforcement, civil defense, private land mobile, or public safety
communications system, including police and fire, readily accessible to the general public;

(111) by a station operating on an authorized frequency within the bands allocated to the amateur,
citizens band, or general mobile radio services; or

(IV) by any marine or aeronautical communications system;

(ii1) to engage in any conduct which -

(1) is prohibited by section 633 of the Communications Act of 1934; or

(1) is excepted from the application of section 705(a) of the Communications Act of 1934 by
section 705(b) of that Act;

(iv) to intercept any wire or electronic communication the transmission of which is causing harmful
interference to any lawfully operating station or consumer €lectronic equipment, to the extent necessary to identify
the source of such interference; or

(v) for other users of the same frequency to intercept any radio communication made through a system
that utilizes frequencies monitored by individuals engaged in the provision or the use of such system, if such
communication is not scrambled or encrypted.

(h) 1t shall not be unlawful under this chapter -

(1) to use a pen register or atrap and trace device (as those terms are defined for the purposes of chapter
206 (relating to pen registers and trap and trace devices) of thistitle); or

(ii) for aprovider of electronic communication service to record the fact that awire or electronic
communication was initiated or completed in order to protect such provider, another provider furnishing service
toward the completion of the wire or electronic communication, or a user of that service, from fraudulent, unlawful
or abusive use of such service.

(1) It shall not be unlawful under this chapter for a person acting under color of law to intercept the wire or
electronic communications of a computer trespasser transmitted to, through, or from the pretcted computer, if--

(I the owner or operator of the protected computer authorizes the interception of the computer
trespasser’ s communications on the protected computer;

(I1) the person acting under color of law islawfully engaged in an investigation;

(111) the person acting under color of law has reasonable grounds to believe that the contents of the
computer trespasser’ s communications will be relevant to the investigation; and

(IV) such interception does not acquire communications other than those transmitted to or from the
computer trespasser.

(3)(a) Except as provided in paragraph (b) of this subsection, a person or entity providing an electronic
communication service to the public shall not intentionally divulge the contents of any communication (other than
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one to such person or entity, or an agent thereof) while in transmission on that service to any person or entity other
than an addressee or intended recipient of such communication or an agent of such addressee or intended recipient.
(b) A person or entity providing el ectronic communication service to the public may divulge the contents of
any such communication -
(i) as otherwise authorized in section 2511(2)(a) or 2517 of thistitle;
(i) with the lawful consent of the originator or any addressee or intended recipient of such
communication;
(iii) to a person employed or authorized, or whose facilities are used, to forward such communication to
its destination; or
(iv) which were inadvertently obtained by the service provider and which appear to pertain to the
commission of acrime, if such divulgence is made to alaw enforcement agency.
(4)(a) Except as provided in paragraph (b) of this subsection or in subsection (5), whoever violates subsection
(2) of this section shall be fined under this title or imprisoned not more than five years, or both.
(b) If the offenseis afirst offense under paragraph (a) of this subsection and is not for atortious or illegal
purpose or for purposes of direct or indirect commercial advantage or private commercia gain, and the wire or
electronic communication with respect to which the offense under paragraph (a) is aradio communication that is
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authority of the United States, a State, or a palitical subdivision thereof if the disclosure of that information would
bein violation of this chapter.

Sec. 2520. Recovery of civil damages authorized

(@) In General. - Except as provided in section 2511(2)(a)(ii), any person whose wire, ord, or eectronic
communication is intercepted, disclosed, or intentionally used in violation of this chapter may in acivil action
recover from the person or entity which engaged in that violation such relief as may be appropriate.

(b) Relief. - In an action under this section, appropriate relief includes -

(2) such preliminary and other equitable or declaratory relief as may be appropriate;

(2) damages under subsection (c) and punitive damages in appropriate cases, and

(3) areasonable attorney's fee and other litigation costs reasonably incurred.

(c) Computation of Damages. -

(2) In an action under this section, if the conduct in violation of this chapter is the private viewing of a
private satellite video communication that is not scrambled or encrypted or if the communication isaradio
communication that is transmitted on frequencies alocated under subpart D of part 74 of the rules of the Federa
Communications Commission that is not scrambled or encrypted and the conduct is not for atortious or illegal
purpose or for purposes of direct or indirect commercial advantage or private commercial gain, then the court shall
assess damages as follows:

(A) If the person who engaged in that conduct has not previously been enjoined under section 2511(5)
and has not been found liable in a prior civil action under this section, the court shall assess the greater of the sum
of actual damages suffered by the plaintiff, or statutory damages of not less than $50 and not more than $500.

(B) If, on one prior occasion, the person who engaged in that conduct has been enjoined under section
2511(5) or has been found liable in acivil action under this section, the court shall assess the greater of the sum of
actual damages suffered by the plaintiff, or statutory damages of not less than $100 and not more than $1000.

(2) In any other action under this section, the court may assess

as damages whichever isthe greater of -

(A) the sum of the actual damages suffered by the plaintiff and any profits made by the violator as a

result of the violation; or
(B) statutory damages of whichever isthe greater of $100 aday for each day of violation or $10,000.
(d) Defense. - A good faith reliance on -

(1) acourt warrant or order, a grand jury subpoena, alegislative authorization, or a statutory authorization;

(2) arequest of an investigative or law enforcement officer under section 2518(7) of thistitle; or

(3) agood faith determination that section 2511(3) of thistitle permitted the conduct complained of;

isacomplete defense against any civil or criminal action brought under this chapter or any other law.
(e) Limitation. - A civil action under this section may not be commenced later than two years after the date
upon which the claimant first has a reasonabl e opportunity to discover the violation.

Sec. 2521. Injunction against illegal inter ception

Whenever it shall appear that any person is engaged or is about to engage in any act which constitutes or will
constitute afelony violation of this chapter, the Attorney General may initiate acivil action in adistrict court of the
United States to enjoin such violation. The court shall proceed as soon as practicable to the hearing and
determination of such an action, and may, at any time before final determination, enter such arestraining order or
prohibition, or take such other action, asis warranted to prevent a continuing and substantial injury to the United
States or to any person or class of persons for whose protection the action is brought. A proceeding under this
section is governed by the Federal Rules of Civil Procedure, except that, if an indictment has been returned against
the respondent, discovery is governed by the Federal Rules of Criminal Procedure.

Sec. 2701. Unlawful accessto stored communications
(a) Offense. - Except as provided in subsection (c) of this section whoever -
(2) intentionally accesses without authorization afacility through which an electronic communication
serviceis provided; or
(2) intentionally exceeds an authorization to access that facility;
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and thereby obtains, alters, or prevents authorized access to awire or € ectronic communication whileitisin
electronic storage in such system shall be punished as provided in subsection (b) of this section.
(b) Punishment. - The punishment for an offense under subsection (a) of this section is -
(2) if the offense is committed for purposes of commercia advantage, malicious destruction or damage, or
private commercia gain -
(A) afine under thistitle or imprisonment for not more than one year, or both, in the case of afirst
offense under this subparagraph; and
(B) afine under thistitle or imprisonment for not more than two years, or both, for any subsequent
offense under this subparagraph; and
(2) afine under thistitle or imprisonment for not more than six months, or both, in any other case.
(c) Exceptions. - Subsection (a) of this section does not apply with respect to conduct authorized -
(2) by the person or entity providing awire or el ectronic communications service;
(2) by auser of that service with respect to a communication of or intended for that user; or
(3) in section 2703, 2704 or 2518 of thistitle.

Sec. 2702. Voluntary disclosure of customer communications or recor ds
(&) Prohibitions. - Except as provided in subsection (b) -
(1) aperson or entity providing an electronic communication service to the public shall not knowingly
divulge to any person or entity the contents of a communication while in electronic storage by that service; and
(2) aperson or entity providing remote computing service to the public shall not knowingly divulge to any
person or entity the contents of any communication which is carried or maintained on that service -

(A) on behalf of, and received by means of electronic transmission from (or created by means of
computer processing of communications received by means of electronic transmission from), a subscriber or
customer of such service;

(B) solely for the purpose of providing storage or computer processing servicesto such subscriber or
customer, if the provider is not authorized to access the contents of any such communications for purposes of
providing any services other than storage or computer processing; and

(3) aprovider of remote computing service or €l ectronic communication service to the public shal not
knowingly divulge arecord or other information pertaining to a subscriber to or customer of such service (not
including the contents of communications covered by paragraph (1) or (2)) to any governmental entity.

(b) EXCEPTIONS FOR DISCLOSURE OF COMMUNICATIONS- A provider described in subsection (a)
may divulge the contents of a communication -

(2) to an addressee or intended recipient of such communication or an agent of such addressee or intended
recipient;

(2) as otherwise authorized in section 2517, 2511(2)(a), or 2703 of thistitle;

(3) with the lawful consent of the originator or an addressee or intended recipient of such communication,
or the subscriber in the case of remote computing service;

(4) to aperson employed or authorized or whose facilities are used to forward such communication to its
destination;

(5) as may be necessarily incident to the rendition of the service or to the protection of the rights or
property of the provider of that service; or

(6) to alaw enforcement agency -

(A) if the contents -

(1) were inadvertently obtained by the service provider; and
(ii) appear to pertain to the commission of acrime;
(B) if required by section 227 of the Crime Control Act of 1990; or
(c) EXCEPTIONS FOR DISCLOSURE OF CUSTOMER RECORDS- A provider described in subsection (a)
may divulge arecord or other information pertaining to a subscriber to or customer of such service (not including
the contents of communications covered by subsection (a)(1) or (a)(2))--

(2) as otherwise authorized in section 2703;

(2) with the lawful consent of the customer or subscriber;

(3) as may be necessarily incident to the rendition of the service or to the protection of the rights or
property of the provider of that service;
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(4) to agovernmental entity, if the provider reasonably believes that an emergency involving immediate
danger of death or serious physical injury to any person justifies discloser of the information; or
(5) to any person other than a governmental entity.

Sec. 2703 Required discloser of customer communications or records.

(a) Contents of electronic communicationsin electronic storage.--A governmental entity may require the
disclosure by a provider of electronic communication service of the contents of an electronic communication, that is
in electronic storage in an electronic communications system for one hundred and eighty days or less, only pursuant
to awarrant issued under the Federal Rules of Criminal Procedure or equivalent State warrant. A governmental
entity may require the disclosure by a provider of electronic communications services of the contents of an
€lectronic communication that has been in electronic storage in an e ectronic communications system for more than
one hundred and eighty days by the means available under subsection (b) of this section.

(b) Contents of e ectronic communications in a remote computing service.--

(1) A governmental entity may require a provider of remote computing service to disclose the contents of
any electronic communication to which this paragraph is made applicable by paragraph (2) of this subsection--
(A) without required notice to the subscriber or customer, if the governmental entity obtains a warrant
issued under the Federal Rules of Criminal Procedure or equivalent State warrant; or
(B) with prior notice from the governmental entity to the subscriber or customer if the governmental
entity--
(1) uses an administrative subpoena authorized by a Federa or State statute or a Federal or State
grand jury or trial subpoena; or
(ii) obtains a court order for such disclosure under subsection (d) of this section;

except that delayed notice may be given pursuant to section 2705 of thistitle.
(2) Paragraph (1) is applicable with respect to any electronic communication that is held or maintained on
that service--

(A) on behalf of, and received by means of electronic transmission from (or created by means of
computer processing of communications received by means of electronic transmission from), a subscriber or
customer of such remote computing service; and

(B) solely for the purpose of providing storage or computer processing services to such subscriber or
customer, if the provider is not authorized to access the contents of any such communications for purposes of
providing any services other than storage or computer processing.

(c) Records concerning electronic communication service or remote computing service.--
D

A governmental entity may require a provider of electronic communication service or remote computing
service to disclose arecord or other information pertaining to a subscriber to or customer of such service (not
including the contents of) only when the governmental entity--

(A) obtains awarrant issued under the Federal Rules of Criminal Procedure or equivalent State
warrant;

(B) obtains a court order for such disclosure under subsection (d) of this section;

(C) has the consent of the subscriber or customer to such disclosure; or

(D) submits aformal written request relevant to alaw enforcement investigation concerning
telemarketing fraud for the name, address, and place of business of a subscriber or customer of such provider,
which subscriber or customer is engaged in telemarketing (as such term is defined in section 2325 of thistitle); or

(E) seeksinformation under paragraph (2).

(2) A provider of electronic communication service or remote computing service shall discloseto a

governmental entity the--
(A) name;
(B) address;
(C) local and long distance telephone connection records, or records of session times and durations;
(D) length of service (including start date) and types of service utilized;
(E) telephone or instrument number or other subscriber number or identity, including any
temporarily assigned network address; and



(F) means and source of payment for such service (including any credit card or bank account
number),
of a subscriber to or customer of such service, when the governmental entity uses an administrative subpoena
authorized by a Federal or State statute or a Federal or State grand jury or trial subpoenaor any means available
under paragraph (1).

(3) A governmental entity receiving records or information under this subsection is not required to provide
notice to a subscriber or customer.

(d) Requirements for court order.--A court order for disclosure under subsection (b) or (c) may be issued by any
court that isa court of competent jurisdiction described in section 3127(2)(A) and shall issue only if the
governmental entity offers specific and articulable facts showing that there are reasonable grounds to believe that
the contents of awire or e ectronic communication, or the records or other information sought, are relevant and
material to an ongoing criminal investigation. In the case of a State governmental authority, such a court order shall
not issueif prohibited by the law of such State. A court issuing an order pursuant to this section, on a motion made
promptly by the service provider, may quash or modify such order, if the information or records requested are
unusually voluminous in nature or compliance with such order otherwise would cause an undue burden on such
provider.

(e) No cause of action against a provider disclosing information under this chapter.--No cause of action shall lie
in any court against any provider of wire or electronic communication service, its officers, employees, agents, or
other specified persons for providing information, facilities, or assistance in accordance with the terms of a court
order, warrant, subpoena, or certification under this chapter.

(f) Reguirement to preserve evidence.--

(1) In general.--A provider of wire or electronic communication services or aremote computing service,
upon the request of a governmental entity, shall take all necessary steps to preserve records and other evidencein
its possession pending the issuance of a court order or other process.

(2) Period of retention.--Records referred to in paragraph (1) shall be retained for a period of 90 days,
which shall be extended for an additional 90-day period upon arenewed request by the governmental entity.

Sec. 2707. Civil action

(a) Cause of Action. - Except as provided in section 2703(e), any provider of electronic communication service,
subscriber, or other person aggrieved by any violation of this chapter in which the conduct constituting the violation
is engaged in with aknowing or intentional state of mind may, in acivil action, recover from the person or entity
which engaged in that violation such relief as may be appropriate.

(b) Relief. - Inacivil action under this section, appropriate relief includes -

(2) such preliminary and other equitable or declaratory relief as may be appropriate;
(2) damages under subsection (c); and
(3) areasonable attorney's fee and other litigation costs reasonably incurred.

(c) Damages. - The court may assess as damages in acivil action under this section the sum of the actual
damages suffered by the plaintiff and any profits made by the violator as aresult of the violation, but in no case
shall aperson entitled to recover receive less than the sum of $1,000. If the violation iswillful or intentional, the
court may assess punitive damages. In the case of a successful action to enforce liability under this section, the
court may assess the costs of the action, together with reasonable attorney fees determined by the court.

(d) Disciplinary Actions for Violations. - If a court determines that any agency or department of the United
States has violated this chapter and the court finds that the circumstances surrounding the violation raise the
question whether or not an officer or employee of the agency or department acted willfully or intentionally with
respect to the violation, the agency or department concerned shall promptly initiate a proceeding to determine
whether or not disciplinary action is warranted against the officer or employee.

(e) Defense. - A good faith reliance on -

(1) acourt warrant or order, a grand jury subpoena, alegislative authorization, or a statutory authorization;

(2) arequest of an investigative or law enforcement officer under section 2518(7) of thistitle; or

(3) agood faith determination that section 2511(3) of thistitle permitted the conduct complained of;
isacomplete defense to any civil or criminal action brought under this chapter or any other law.

(f) Limitation. - A civil action under this section may not be commenced later than two years after the date
upon which the claimant first discovered or had a reasonabl e opportunity to discover the violation.
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