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Despite the significant investment of attention and resources, the Pentagon and armed services con-
tinue to struggle to find, train, and retain the cyber personnel needed for great power competition.
The 2025 National Defense Authorization Act directs an evaluation of alternative organizational
models for U.S. cyber forces. Traditional models for military force generation, including special
operations, have received significant attention. However, Congress also requires an assessment of
alternative organizational models that could prove to be more effective. This article seeks to do
so, challenging common assumptions about which organizational models are most relevant and
instructive. In particular, we explore alternative models for cyber force generation that include the
Uniformed Health Services, Defense Combat Support Agencies, Department of Defense specialized
career paths, and private-sector workforce development. We assess each alternative in terms of
its applicability, limitations, lessons for force generation, and potential to inform the dominant
models in the current debate—namely the status quo, a special operations (SOCOM) model, or a
separate cyber force.
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INTRODUCTION

After fifteen years and billions of dollars invested in training, recruiting, and infrastructure
for U.S. Cyber Command (USCYBERCOM), the U.S. military remains unable to generate a
sustainable cyber force. Meanwhile, cyber personnel are in high demand across the military,
government, and private sector, with each employer attempting to attract and retain a limited
talented workforce. Thus, a vigorous debate has emerged over different models for cyber
force generation. One thing that appears to be in general agreement — the current approach
is insufficient.

Three alternative models now dominate the debate. The first is the status quo. Second, and
related, is “CYBERCOM 2.0.” This an organizational revision, informed by the experiences of
the U.S. Special Operations Command (USSOCOM) to improve coordination and cyber force
generation within the Services. USCYBERCOM, at Secretary of War Pete Hegseth’s direction,
has started to implement this revision, which includes establishing several new organizations
within the Command headquarters (Matishak 2024). Initially, "CYBERCOM 2.0" was deemed
insufficient and sent back to the Command for reconsideration after being described as merely
“status quo plus” (Pomerleau 2025) but was eventually signed after minor changes (DoW
2025). The third popular alternative is a separate cyber force (King 2025; Luttrell 2024). This
idea predates the creation of USCYBERCOM (Conti and Surdu 2009). Today’s advocates for a
separate cyber force argue that the existing Services’ primary missions (i.e., the Army focusing
on land operations, the Navy on maritime, etc.) present inherent structural constraints on
cyber readiness. Therefore, a new service or department is necessary because, under the status
quo, other service missions will always supersede cyber readiness requirements, resulting
in a distributed force generation approach incapable of generating adequate numbers of
competent personnel (Lonergan and Montgomery 2024).

While the ongoing debate has value, the overwhelming focus has narrowed far too quickly.
The three dominant alternatives-the status quo, a “USSOCOM-informed” revision, or a new
cyber service-have overshadowed serious consideration of other models of force generation.
The Fiscal Year 2025 National Defense Authorization Act (NDAA) directs an independent
evaluation of different organizational models (U.S. Congress 2025). Congress also directed
that “any other organizational models for the cyber forces of the Armed Forces determined
feasible and advisable by the National Academies” be evaluated as well (U.S. Congress 2025).

This work is meant to provide such an outside-the-box evaluation, critical to designing
the best way to generate cyber forces to compete with peer adversaries like China and
Russia. Our analysis is grounded in the assumption that cyberspace is its own distinct domain
(Lonergan and Montgomery 2024). This domain has been repeatedly defined as having its
own operational logic (Alexander 2011; DoD 2022; Conti and Raymond 2017). We therefore
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assume that it requires force generation distinct from other domains. This challenge includes
competing for technical expertise that is in high demand elsewhere in the economy.

In our analysis, we have deliberately sought diverse alternative models, both inside and
outside the military. The focus is on models that have successfully addressed challenges in
the recruitment and retention of specialized technical talent, rapid capability development in
emerging domains, and navigating complex legal and authorities frameworks. We conclude
that several alternatives offer applicable lessons in technical talent recruitment and retention
that can be tailored and adapted to either of the status quo or USSOCOM-informed models. By
evaluating alternative models against tailored assessment criteria, this article aims to provide
decision-makers with clear insights and options to consider when developing future plans
for cyber force generation, along with a framework to evaluate how these insights might be
adopted.

MODEL SELECTION AND ANALYTICAL CRITERIA

Our analysis focuses on the following four alternative models. This selection offers a wide
range of precedents and lessons learned that can inform the U.S. military’s approach to
generating cyber forces.

(1) U.S. Public Health Service Commissioned Corps (PHSCC) — The Public Health Service
manages specialized uniformed personnel across multiple agencies.

(2) Defense Combat Support Agencies (CSA) - Agencies like the National Security Agency
(NSA) blend military and civilian expertise in technical domains.

(3) Specialized Military Career Paths — The Pentagon manages alternative promotion struc-
tures for specialized professionals like doctors and lawyers.

(4) Private Sector approaches — The private sector, including the technology industry and
major corporations, excels at attracting and retaining top technical talent in competitive
markets.

Each model is assessed in terms of qualitative criteria, chosen to address the policy concerns
underlying the Congressional revision debate. In particular, a model needs not only to be
successful in management of its technical workforce, it also needs to offer lessons appropriate
to the cyber field, compatible with the laws and regulations of the military, relevant to
development of technical talent, and potentially tailorable for integration into the dominant
models already under consideration, since one of these is likely to be the ultimate policy of
choice. The criteria, therefore, are the following:

e Applicability to Military Cyber Operations — How well does the alternative align with
established structures and requirements for generating personnel ready to conduct
effective offensive and defensive cyber operations, especially at scale?
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e Legal/Policy Limitations — Where does the alternative model deviate from the legal and
policy limitations the U.S. military must abide by in implementing a force generation
approach?

e Workforce Development Lessons — What are the key lessons or insights from how the
alternative model develops its cyber or technical workforces?

e Integration with the Dominant Models under Consideration — How well can lessons from the
alternative model be integrated into the three dominant cyber force generation models
of the status quo, SOCOM-informed model, or a separate cyber force?

ANALYSIS OF MODELS

The following analysis applies each criterion to each alternative model. While no model
stands out across all of the given criteria, several offer invaluable and applicable lessons if
their limitations can be overcome. The results are summarized in Table 1.

U.S. Public Health Service Commissioned Corps (PHSCC)

The PHSCC is, along with the National Oceanic and Atmospheric Commissioned Officer Corps,
one of the two U.S. uniformed services that are not military services (U.S. Code 10 § 101). The
PHSCC falls under the Department of Health and Human Services. It is composed exclusively
of commissioned officers who are either accepted during their final year of schooling (PHSCC,
n.d.) or enter the PHSCC via direct commission (warrant officers are authorized, but none
have been commissioned in recent history). PHSCC officers hold ranks identical to those of
the Navy and Coast Guard. They are considered active-duty personnel. Commissions into the
PHSCC can be made for ranks up to captain (U.S. Army equivalent, officer grade 3) in one of
the PHSCC’s specialties upon passing an exam. It is also possible to commission directly up to
the officer grade 6, but these are limited to 10 percent per year (U.S. Code 42 § 209).

While a uniformed service, the PHSCC personnel system deviates in several ways from
the armed services. Its officers receive normal military compensation. But they also receive
bonuses based on their specialties that are significantly higher than their rank equivalents
in the traditional military services. Permanent promotions are tied to professional ability,
with examinations required for advancement. Temporary promotions, equivalent to but
more flexible than military services’ “brevet” ranks, may be made up to colonel without
examination or time in service requirements to fill a vacancy. Furthermore, this requirement
can be waived to fill a wartime vacancy (U.S. Code 42 § 211).

In many ways, the PHSCC offers a compelling organizational model for generating a techni-
cal workforce within the federal government that could integrate with the three dominant
models for cyber forces. It demonstrates that technically grounded selection, retention, and
promotion systems and financial incentives to reduce pay disparities with the civilian market
are feasible within the existing legal requirements and authorities of the federal workforce.
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Table 1. Summary of Analysis of Organizational Models

Organizational Model Applicability to Military

Cyber Operations

Policy and Regulations
Limitations

Lessons for Cyber Force
Workforce Generation

Integration with any of the
“Dominant Three” Models

Public Health Service
Commissioned Corps
(PHSCC)

Uniformed personnel
Specialized skills and career paths
Persistent mission

Defense Combat DOD organizations

Support Agencies Global and across services
Specialized functions
Specialized Military officers

Career Paths Expertise focused

Specialization in a professional field

Private Sector
Approaches

Similar mission sets and organiza-
tional requirements
Flexible on/off ramp to a company

Not engaged in military operations
Reliance on external credentialing
Near-total identification of person-
nel late in their education

Predominantly serve in a support-
ing role

Limited authority to conduct mili-
tary operations

Military model based on “donor”
services, which is equivalent to the
problematic status quo

External credentialing

Focused on individuals who support
service missions

Relies on individual services to im-
plement, perpetuating the status
quo’s challenges

Lower emphasis on developing em-
ployees

Different metrics for cost and assess-
ing risk

Flexibility for specialized skills and
career paths

Quickly onboarding personnel at
various ranks based on experience
and expertise

Identification, recruitment, and de-
velopment of civilian operational
workforce

Alternatives to prototypical career
paths that support expertise

Highly selective personnel structure
Quality over quantity

Strong relationships with academia
and tech to foster a talent pipeline
Meaningful internships

Viable option to consider for, or at
least strongly inform, officer career
paths within a Cyber Service and po-
tentially warrant officers

The successful growth and develop-
ment of civilian personnel could be
applied to all three models

Could be applied in either the status
quo or the SOCOM-informed model

More easily integrated into a full
Service, but a JSOC-informed model
could benefit if there were a method
for personnel to return to their
donor service if not ultimately se-
lected for cyber work roles

Note. The authors also considered allied and partner force generation models. For example, Israel’s cyber force development is closely linked to mandatory national service,
enabling early identification and recruitment of highly skilled individuals into cyber units, which receive priority access to top performers and fast-track advancement. This
“whole-of-nation” approach is reinforced by strong coordination between the military and the national technology sector (see e.g., Freilich, Cohen, and Siboni (2023) and
Townsend (2018)). The United Kingdom’s National Cyber Force, established in 2020 as a joint Ministry of Defence-GCHQ effort, integrates military and intelligence personnel. It
has experimented with relaxing traditional military requirements—such as shortened basic training and the removal of weapons handling (Martin 2025)—to accelerate cyber
recruitment and onboarding. While both of these models are well regarded and offer valuable insights, neither approach is scalable or fully applicable to U.S. military given
differences in population size, legal constraints, institutional structures, and civil-military norms.
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Furthermore, the PHSCC model is sufficient for the scale of the Cyber Mission Force (CMF), as
both organizations consist of approximately 6,000 personnel. Finally, as a uniformed service
that has many parallels to the military services, the PHSCC offers a model that could easily
integrate into the existing joint military community.

Despite these advantages, the PHSCC example also has practical limitations. Most signifi-
cantly, the PHSCC does not conduct military operations as traditionally conceived—its officers
are considered noncombatants unless detailed to an armed service. That said, some aspects
of public health threats and the PHSCC mission mirror features of the cyber domain (Smith
2016). The PHSCC’s practice of almost exclusively recruiting medical personnel later in their
educational progression is also distinct from the military’s traditional approach to recruiting -
both in timing and in the narrow selection from an externally credentialed pool of candidates.
These practices may not translate directly to a military cyber service. Still, they do suggest
that recruiting candidates with some degree of externally vetted aptitude for the demands of
the technical mission can be an effective approach.

Defense Combat Support Agencies

CSAs are chartered by the Pentagon to perform a mission or set of functions on behalf of the
entire military. CSAs include a wide range of organizations such as the Defense Commissary
Agency, the Defense Health Agency, and the NSA. They generally act in support of combatant
commanders conducting military operations (DoD 2010).

The CSA model offers several useful concepts for cyber force generation. First, the missions
of CSAs span the globe and support the entire Joint Force. They fall under the office of
the Secretary of War rather than any individual military departments (e.g., Department
of the Army). Second, while these organizations include uniformed personnel from the
armed services, people are assigned to them individually, rather than as units, as is the
common practice when the services provide units to combatant commands. Civilians are also
a significant component of the agencies’ capabilities, to include leadership positions. Finally,
the distinction between force providers and force generators enshrined in the Goldwater-
Nichols Act does not have the same bearing on CSAs. While agencies may deploy personnel
in support of operations, they are not bound by the force generation cycles that characterize
service formations.

Like the PHSCC, CSAs offer a practical model for generating and employing a technical
workforce that could integrate with popular proposals for cyber forces. As an existing model
within the military, CSAs have a long history of successful support to and integration with
the joint community in sustained, global operations. Additionally, they enable personnel
management and the development of expertise in a tailored field. In particular, the NSA has
demonstrated the capacity to develop and maintain a world-leading technical workforce that
serves as the vital foundation and continued partner to USCYBERCOM. This success suggests
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that the ratio of civilian to military employees within the cyber workforce may not need to
reflect the military-heavy proportions typical of the existing armed services. Finally, CSAs
have provided reliable support to both combatant commands and, in the case of the NSA, the
enduring requirement for national intelligence collection.

While these are significant advantages, the CSA model has several key limitations when
applied to the challenge of cyber force generation. Most significantly, the CSA model has only
been used to generate civilian workforces; it still relies on the armed services to generate and
present uniformed personnel. As the status quo has demonstrated, reliance on the existing ser-
vices has not proven sufficient in this critical regard. In addition, CSAs are explicitly restricted
to the realm of supporting operations to the traditional physical domains of war, whereas
cyberspace is a co-equal domain as defined in Joint doctrine. Limiting cyber operations to the
role of a supporting function would fail to develop the personnel and capabilities necessary
to realize the full potential of cyberspace as an independent domain in which U.S. forces can
maneuver, create, and employ effects for national security.

Specialized Career Paths

Within the existing armed services, there are a variety of career paths that vary from the
prototypical Army infantry officer, Air Force pilot, or Navy surface warfare officer. Military
doctors, lawyers, and chaplains all have specialized rules under Title 10 of the U.S. Code.
These specialized career fields require credentialing external to the military; they share a
high degree of professional identity, and they are common across most of the services.

In addition to these professional career fields, the Army’s functional area officers and the
Navy’s restricted line officers represent service-specific approaches to creating alternative
career pathways. The underlying premise of these specialized career management approaches
is that some service members’ career progression may occur in a more specialized manner
that differs from the more generalist model in the services. There are also various programs,
such as direct commissioning (U.S. Army Talent Innovation Division 2025; U.S. Congress 2018),
career intermission programs (Brading 2021) (U.S. Congress 2019 §551), and education or
training with industry (DiCarlo 2024; U.S. Air Force Institute of Technology 2025), all of which
can be leveraged to address specific aspects of talent management for these specialized fields.

Specialized career paths offer clear advantages that could enhance force generation for the
cyber workforce. They could also integrate with the dominant approaches under considera-
tion. Not all of the armed services have the same specialized career paths (i.e.,, Marines rely on
the Navy for medical personnel). But these specializations still fit within the military’s existing
authorities, rank structure, and personnel systems. Recruiting, retention, and incentive pay
are also commensurate with existing systems. Some of these systems are set by Congress,
such as retention (U.S. Code 37 § 301(d)) and special pays (U.S. Code 37 § 302). Others are set
by the services.
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Expanding specialized career paths to a size and scope necessary for military cyber could
prove difficult, however. All of the specialty paths depend on external credentialing bodies
that are well-established and widely recognized. No such equivalent exists for cyberspace
defensive and offensive operations. Granted, there are myriad information technology (IT) and
cyber professional certifications. Yet most of these external credentials are less intensive than
those required to become a doctor or lawyer; and while recommended, none are required to
become qualified in many cyber work roles.

Additionally, the specialized career paths would require voluntary support and imple-
mentation from all of the services. The services’ implementation of programs authorized by
Congress varies widely, however, and they are typically more restrictive than what Congress
authorized. For example, despite the Career Intermission Program being first authorized
in 2014 and made permanent in 2019 (U.S. Congress 2019 §551), the Army only recently
began such intermissions, and the associated service obligation it imposes is far greater than
required by law (Brading 2021). In contrast, the U.S. Air and Space Forces opened intermis-
sion opportunities to most of their career fields in 2022 (U.S. Air Force Public Affairs 2022).
Such service-specific divergences would likely result in widely varying approaches to cyber
personnel, similar to the status quo.

Private Sector Approaches

The private sector, from technology companies and major corporations to small businesses,
does not use military force in cyberspace. Nevertheless, it is under threat from nation-state
adversaries and engaged in sustained operations in cyberspace. Private entities with signifi-
cant resources, especially in the IT sector, have developed the capacity to conduct significant
intelligence and defensive operations that stop short of offensive operations. The skills re-
quired for much of this work are closely related, if not identical, to those required to conduct
military cyber operations.

Technology companies have developed various recruiting strategies to meet their personnel
needs, which can rival those of the government. In general, they recruit heavily from top
academic institutions that do research relevant to their business. They have student internship
programs with academic partners. They also foster professional relationships with academic
faculty who can help identify and recruit students for industry jobs upon graduation. These
companies typically rely on a combination of internal promotion and external hiring to find
people with the skills and experience they need. Their hiring practices, in turn, foster the
cross-pollination of industry standards and best practices, creating a collaborative community
of relationships that can be leveraged for mutual benefit. Tech companies are also famous for
not hiring people just to fill open positions; instead, they often wait for a good match.

Workforce development within private industry offers several significant lessons for mili-
tary cyber force generation. The emphasis on strong relationships with academia to identify
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and recruit students creates a robust pipeline for talent. Internship programs supplement
scholarship with practical experience that can be leveraged as future employees. Further,
the willingness of private companies to be highly selective, leaving positions unfilled rather
than hiring someone who would be a bad fit, underscores the often-overlooked but negative
impact on overall performance that can result from trying to grow a technical workforce
without regard to talent, culture, and other factors.

Of course, the commercial practices also have limitations in the context of military cyber
operations. The private sector can rely on financial incentives that are not fully replicable in
the military—the U.S. government rarely pays as much as technology companies or major
corporations with dedicated cyber staff. The acceptance of cross-pollination through personnel
turnover could also prove challenging, given long timelines for clearances and other security
requirements associated with military cyber operations. Further, the reliance on a steady
influx of new personnel could erode the common cultural and technical foundations that are
valuable for military cyber operations.

Finally, industry hiring practices may prove problematic when applied to filling mission-
critical positions, regardless of the availability of an ideal candidate. It would require dramatic
changes to the US military’s recruiting practices and career pathways to recruit a skilled expert
into a senior uniformed position rather than junior positions or internal promotion; the flow
of industry leaders into and out of military leadership positions would likewise be a significant
change. That said, any future cyber force generation model should account for streamlined
and exceptional hiring processes to compete for top talent in a competitive market, as well as
flexible separation mechanisms to maintain workforce quality.

CONCLUSION: DRAWING OUT LESSONS FOR MILITARY CYBER FORCE
GENERATION DECISIONS

Even though no one model is a perfect fit, there are components of each alternative under
consideration that could be applied and combined to improve military cyber forces. Each
of the organizations examined above has developed their structures and policies for the
specialized skills and technical career paths they need. Our analysis reveals several common
lessons. For instance, the PHSCC and CSAs (such as the NSA) do not have the same personnel
policies or retention incentives. Yet both have implemented personnel systems that meet
their unique needs. Both kinds of organizations have also developed effective policies to
identify and recruit individuals with the skills needed to succeed in their different missions.
They also work to retain the talent they recruit and train. For some models, like the CSAs,
this may include rotational programs within the same organization. For others, like private
sector companies, long-term retention may involve a career that even includes leaving the
organization to gain experience elsewhere, coupled with policies to facilitate easier reinte-
gration. Finally, all of the models we examined demonstrate the value of selectivity based on
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technical competence — both in initial selection and in continued professional advancement.
The nature of that technical competence may evolve over the course of a career. Nevertheless,
maintaining a strong technical foundation is instrumental to effective operations through
shared organizational cultures.

Below are the lessons from our evaluation, phrased in terms of guidance for the debate
over improving cyber force generation. This analytical guidance provides a useful foundation
for senior leaders and policymakers to evaluate and integrate the conceptual lessons from
other models into an actionable plan for whatever cyber force generation model comes next.

Lesson one: Assure the compatibility and suitability of forces for offensive cyber operations.
The military operates in unique and challenging environments, including those that require
offensive action. Three of the four models could be readily accommodated within the existing
U.S. approach to military organization, operations, and governance-including those involving
combat. All four were potentially compatible in scale, although not in offensive combat
applications per se. For example, the private sector has the scale but not the cultural acceptance
of offensive cyberspace operations.

Lesson two: Generate cyber talent through adapted authorities and policies. Revisions to military
authorities and policies are significant endeavors. Simply adapting or extending existing
statutes is unlikely to be sufficient. While the initial CYBERCOM 2.0 initiative stayed within the
confines of USCYBERCOM’s current authorities, which it deemed adequate to support progress
(Seffers 2025), it was initially deemed to not go far enough (Pomerleau 2025). The consideration
of alternative models offers an opportunity for a more deliberate reconsideration of the
nation’s titles and authorities. Our analysis indicates that tailored revisions to the military’s
existing authorities are likely needed to enhance cyber force recruitment, retention, and
readiness.

Lesson three: Prioritize sustaining the technical mastery of a highly capable cyber workforce. One
of the most significant shortcomings of the status quo is its inability to provide and sustain
quality forces at both the scale and the necessary level of expertise in their given field(s).
Addressing this failure became a central element of the CYBERCOM 2.0 initiative. Its emphasis
on “readiness and future force generation” highlights the need for cyber personnel to develop
and sustain technical mastery over their career (Seffers 2025). Our analysis of alternative
models indicates that effective force generation depends on organizational prioritization of
technical mastery, at scale, in whatever model is chosen moving forward.

Lesson four: Require integration with joint community. Cyberspace is an integral part of all

modern military operations. Our analysis identified potential elements of force generation
across the alternative models that can, and some that cannot, readily integrate with existing

110 | THE CYBER DEFENSE REVIEW



N. Starck and T. Arnold

Joint Forces and joint operations. In addition to addressing the demand for operations in the
cyber domain, any cyber force generation solution must also accommodate service and joint
requirements.

The lessons offered by alternative models should be considered by policymakers and military
leaders as they develop the future cyber force. We strongly recommend that, whatever model
the military adopts, it should incorporate the tailoring and adaptation demonstrated by these
organizations to more effectively create and retain a highly qualified technical workforce.
There is nothing within existing federal authorities that would strictly preclude adopting
elements of the successful programs found in these models. Regardless of which path is
chosen in reforming or replacing USCYBERCOM, the lessons that can be learned elsewhere are
invaluable for designing cyber force generation models that will be competitive in cyberspace.
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