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Large cloud providers including AWS, Azure, and Google Cloud offer two tiers of network services to their
customers: one class uses the providers’ private wide area networks (WAN-transit) to carry a customer’s
traffic as much as possible, and the other uses the public internet (inet-transit). Little is known about how
each cloud provider configures its network to offer different transit services, how well these services work,
and whether the quality of those services can be further improved. In this work, we conduct a large-scale
study to answer these questions. Using RIPE Atlas probes as vantage points, we explore how traffic enters and
leaves each cloud’s WAN. In addition, we measure the access latency of the WAN-transit and the inet-transit
service of each cloud and compare it with that of an emulated performance-based routing strategy. Our study
shows that despite the cloud providers’ intention to carry customers’ traffic on its WAN to the maximum
extent possible, for about 12% (Azure) and 13% (Google) of our vantage points, traffic exits the cloud WAN
early at cloud edges more than 5000 km away from the vantage points’ nearest cloud edges. In contrast, more
than 84% (AWS), 78% (Azure), and 81% (Google) of vantage points enter a cloud WAN within a 500 km radius
of their respective locations. Moreover, we find that cloud providers employ different routing strategies to
implement the inet-transit service, leading to transit policies that may deviate from their advertised service
descriptions. Finally, we find that a performance-based routing strategy can significantly reduce latencies in
all three cloud providers for 4% to 85% of vantage point and cloud region pairs.
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1 INTRODUCTION

In recent years, large cloud service providers such as Amazon Web Services (AWS) [7], Microsoft
Azure [23], and Google Cloud [15] began providing two-tiered network services to their customers.
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The WAN-transit service uses a cloud provider’s private wide-area network (WAN) to carry cloud
traffic. The lower tier inet-transit service carries cloud traffic over the public Internet. In theory,
the former offers better performance and reliability, since the private WANs are better provisioned
and maintained.

To achieve this, cloud providers use inter-domain route advertisement strategies designed to steer
traffic between users and the cloud region' hosting a service. For example, to provide inet-transit
service, a cloud provider might advertise a Border Gateway Protocol (BGP) route only from its
private WAN’s Points of Presence (PoPs) closest to the cloud region. This ensures that user traffic
transits Internet ISPs and enters the cloud provider’s WAN at or near the cloud region’s geographic
location. In contrast, WAN-transit service advertises the BGP route from the cloud’s PoPs globally.

The top-3 cloud providers (AWS, Azure and Google Cloud) offer such tiered services. Despite
the dominance of cloud traffic in today’s Internet ecosystem [5, 28], little is known about: (a) what
routing strategies the cloud providers use for different service tiers; (b) how effective these strategies
are in ensuring that the WAN-transit service offers better performance, given that BGP does not
take path performance into account when selecting routes; and (c) whether better strategies exist
to improve the performance of WAN-transit relative to inet-transit.

Previous work has explored some, but not all, of these questions, or has explored complementary
questions (§8). Arnold et al. [25] compared Google’s and AWS’s WAN-transit and inet-transit
services, but did not explore the potential latency improvement provided by alternative strategies
or the specifics of the cloud providers’ routing strategies. Moreover, their work was not able to
examine one comparable giant cloud provider: Azure. Yeganeh et al. [90] investigated the latency
and throughput of inter-cloud communications, not that of traffic from Internet users to clouds.

In this paper, we report results from a large-scale measurement study on tiered network services
offered by the three largest cloud providers [6]: AWS, Azure, and Google Cloud. We use RIPE
Atlas probes as vantage points to discover cloud edges where cloud traffic enters and exits a cloud
provider and analyze the extent to which traffic stays within the cloud’s WAN (§4). Furthermore,
we study whether alternative routing strategies can offer better latencies than the cloud providers’
existing services (§5). For this purpose, we develop a method to synthesize alternative routes using
the cloud edges we uncover.

Our study uncovers several interesting and previously unknown findings about these services?.
These findings hold in results from a repeated measurement campaign five months after the original
measurements (§6). We find that:

(1) Cloud providers use a wide range of routing strategies (global anycast, regional anycast, and
unicast) to implement their inet-transit and WAN-transit services (§4). Contrary to their
advertised service descriptions [7, 23], some of them have overlapping routing strategies for
their inet-transit and WAN-transit traffic, resulting in inet-transit traffic being carried on the
cloud providers’ own WANS.

(2) Although WAN-transit traffic often enters a cloud WAN early, it sometimes exits the WAN
early so that return traffic to the user traverses the public Internet, contrary to cloud providers’
goals for WAN-transit traffic [15, 23]. For instance, for Azure, we observe that more than 78%
of our vantage points enter its WAN within a distance of 500 km, while only 61% of them exit
the WAN within a distance of 500 km. About 12% of them exit the WAN more than 5000 km
away from the cloud edge nearest the user (§4.4).

(3) The median RTTs and jitters of inet-transit and WAN-transit services of the three cloud
providers we study are comparable, with WAN-transit being slightly better in some regions

1A cloud region denotes a geographic area containing VMs hosting one or more services.
2The data and code of this paper are accessible at https://github.com/SHiftLin/SIGMETRICS25-CloudRouting
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and worse in others (§5.1 & §5.2). While this result is consistent with a previous study
limited to two cloud providers [25], the overlapping routing strategies for inet-transit and
WAN-transit services we uncover could partly explain the similarity in latency performance.

(4) We develop a method to explore and synthesize alternative routes that can potentially
reduce latency. This enables us to quantify the potential for latency reductions. We find that
a performance-based routing strategy can significantly reduce latencies in all three cloud
providers for 4% to 85% of vantage point and cloud region pairs. For example, in one particular
region of a single cloud provider there is the potential for over 100 ms latency reductions
(§5.3) for a subset of vantage points, which is consistent with prior work [25].

Ethical considerations: This work does not raise ethical concerns. We used accrued and donated
RIPE Atlas [82] measurement credits, alongside rented cloud virtual machines to send a limited
amount of measurement traffic.

2 OVERVIEW

In this section, we describe the research questions that motivate this work and the challenges.

2.1 Goals
We aim to answer the following questions on cloud routing:

(1) Where does traffic from different service tiers (i.e., WAN-transit and inet-transit) enter or
leave a cloud’s WAN? Specifically, how far away are traffic’s ingress or egress edges from
its closest cloud edges? From this, what can we infer about the routing strategies that cloud
providers use for these service tiers?

(2) How well do current routing strategies perform in ensuring low latency? We are interested in
latency because routing strategies directly impact end-to-end latency and it is an important
metric for many Internet applications such as web, video conferencing, and gaming [37, 66].
Ideally, obtaining more metrics such as throughput can provide a more holistic view of
cloud routing performance. However, we are limited by the constraints of the available
measurement platform—RIPE Altas—to obtain throughput. Therefore, in this work, we focus
on latency, specifically the median RTT.

(3) Are there alternative routing mechanisms that can improve the latency of the WAN-transit
or inet-transit service?

Answering these questions helps us understand how well traffic from each service tier adheres
to a cloud provider’s intended transit policy. In addition, it helps us infer the routing strategies
a cloud provider employs to offer WAN-transit or inet-transit services and understand how well
these strategies work in providing low-latency routing.

2.2 Challenges

We are limited by a number of factors in answering these questions. First and foremost, we do not
have ground truth for where traffic enters or leaves a cloud provider’s WAN. A common approach
to obtain such information is to use traceroute to detect AS borders and then infer the cloud
WAN’s ingress or egress IP address location [25, 26, 59, 63]. To achieve substantial coverage of
cloud ingress locations, we should traceroute from many vantage points at diverse locations. We
should also send many pings from these vantage points to measure the RTTs. However, the only
large-scale research platform available for us to conduct such traceroute and ping measurements
is RIPE Atlas [82], which limits both the amount and type of measurement traffic we can send.
With this limitation, we must trade off between the number of RIPE Atlas probes we use and the
amount of traffic each probe sends. The former affects how many distinct locations of clients are
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represented, and the latter affects the statistical confidence of the metric we obtain. To address
this challenge, we develop measurement techniques that can reduce the number of probes we
use without significantly sacrificing coverage (§3.1) and the amount of measurement traffic while
obtaining statistically confident results (§3.4).

While accurately geo-locating an IP address remains an open research challenge [38, 56], our
study requires that we locate where a packet enters or leaves a cloud’s WAN. To address this
challenge, we build on the best current practice in this research area [25, 26, 39, 41, 60, 72] and
develop a technique that geo-locates an IP address from multiple sources in the order of their
perceived accuracy (§3.2).

Finally, we aim to explore whether alternative routing strategies can improve the latency to
cloud services. However, we do not have access to the cloud routing systems and cannot change
the existing cloud routes. For instance, we cannot change the egress cloud edges that cloud traffic
takes by choosing different BGP next hops. Neither can we apply BGP control knobs such as AS
prepending or Multi-Exit Discriminators (MEDs) to influence where traffic enters a cloud’s WAN.
To address this challenge, we develop a new measurement method to synthesize alternative routes
that emulate different policy-compliant BGP next hop selections between a cloud provider and its
peering ASes (§3.3) With this method, we are able to compare the current cloud’s WAN-transit and
inet-transit services with the alternative routing strategies.

3 MEASUREMENT METHODOLOGY

In this section, we describe the measurement infrastructures and elaborate on the methods we
developed to solve the challenges identified in §2.2.

3.1 Measurement Infrastructures

We setup virtual machines (VMs) in multiple regions on three cloud providers, and use RIPE Atlas
probes [82] as vantage points to launch network measurements to the VMs. RIPE Atlas provides
~12, 800 probes around the world at the time of our measurements, and each cloud provider provides
more than 20 VM regions. We conducted two measurements consisting of several experiments
in this study; the first was primarily in April/May 2024 and was repeated in Sep. 2024 (specific
dates for each experiment in the measurements are in §3.5). We used the same method for both
measurements and the results and conclusions are largely consistent. For ease of exposition, we
present the results of the latest measurement and compare the two measurements in §6.

RIPE Atlas Probe Selection: To improve the stability, accuracy, representativeness, and efficiency
of our measurements, we begin by selecting probes that have remained stable for at least 30 days,
increasing the likelihood of consistent infrastructure throughout the study. Additionally, as our
study uses a probe’s geolocation information, we filter out the probes with potentially spurious
geolocations, following the methodology in [41].

Furthermore, we obtain each probe’s AS number (ASN) and the location—city—from the RIPE
Atlas website, and group the probes by <ASN, city> as in previous work [25, 54, 64, 67, 92]. We then
select one probe randomly from each group to conduct our measurements. We adopt this selection
process because the probes in the same <ASN, city> group often enter a cloud’s WAN via the same
cloud edges. We validate this assumption by an experiment available in Appendix B. By selecting
one probe from each <ASN, city> group, we save RIPE Atlas credits on measurements while
maximizing cloud edge coverage. In total, we retain 5205 probes from distinct <ASN, city> groups
for measurements. We show the geographic distribution of these probes in Appendix A. Overall,
RIPE Atlas probes are disproportionately concentrated in North America and Europe and may be
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Table 1. Selected regions’ locations for each cloud. The two  Table 2. Breakdown of each source used for IP

letters in parentheses are the abbreviations of regions. to ASN mapping.
Region AWS Azure ‘Google Source # (Percentage)
Africa (AF) Cape Town| Johannesburg BGP 31547 (77.3%)
Asia (AS) Mumbai | Pune |Mumbai IP Ranges 6226 (15.3%)
Middle East (ME) Tel Aviv | Doha |Tel Aviv IP to ASN |CAIDA IXP 733 (1.8%)
Oceania (OC) Sydney Unidentified| 2290 (5.6%)
Europe (EU) Frankfurt Total 40796 (100.0%)
North America (NA) Virginia
South America (SA) Séao Paulo

underrepresented in other regions of the world [64, 92]. As a result, the latency measurements in
this study primarily reflect the experiences of clients in North America and Europe regions.

Cloud Providers: We study the three largest providers: AWS, Azure, and Google Cloud. All have
private backbones and offer two classes of networking services: WAN-transit and inet-transit. Unlike
the others, AWS offers its WAN-transit service at the transport layer. When AWS’s WAN-transit
traffic enters its private WAN, a proxy (aka Global Accelerator [7]) intercepts a TCP connection or
a UDP packet and then dispatches it to a VM. In contrast, Azure and Google Cloud offer both tiers
of services at the network layer. In all three providers, the IP address of a VM identifies the service
tier.

Cloud Region Selection: For each cloud, we select seven regions to setup the VMs as shown in
Table 1. Conducting experiments on all the cloud regions of all three cloud providers is too costly
both in terms of measurement traffic and finance, so we select regions from across the globe. We
also believe that selecting disparate cloud regions potentially reflects accurate conditions for users
as data sovereignty concerns have become more prevalent and large network services have recently
run afoul of legislation [34, 57], so users may be reaching back to remote regions to access their
data more frequently in the future.

We use these regions because they cover all continents except Antarctica and are located in the
major population and metropolitan areas of those continents. We aim to choose overlapping cloud
regions to enable cross-provider examination whenever possible. However, some cloud providers
do not have overlapping open-access regions in Africa, Asia, and the Middle East, so we choose
their nearby cloud regions instead.

We setup one VM in each region. With each VM, we bound two IP addresses: one is routed by the
inet-transit service and the other by the WAN-transit service. By launching network measurements
from probes to the corresponding IP addresses, we can observe the performance of different transit
services in different regions of a cloud provider. All VMs run Ubuntu 22.04. We configure each
VM with 4 CPUs and 8 GiB memory, which ensures that the CPU and memory do not become a
bottleneck in the experiments; our monitoring logs show that all VMs’ CPU utilization and RAM
utilization are below 5% and 10% during our experiments, respectively.

3.2 Cloud Edge Discovery

Our first measurement goal is to uncover where traffic enters or leaves a cloud provider’s network.
We accomplish this goal by detecting the ingress or egress edges of the cloud provider’s network
along the path taken. This problem is a special and simpler instance of the problem addressed by
bdrmap [59] and bdrmapit [63], which detect the borders between any two ASes in a traceroute
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output. Therefore, we adopt and simplify the approaches in [25, 26, 77, 92] to detect cloud edges.
We briefly summarize our approaches for purposes of reproducibility and completeness.

Specifically, to identify where traffic leaves or enters a cloud, we instrument all selected probes
to launch traceroutes to all seven VMs of the cloud. Conversely, we also traceroute out from VMs
to selected probes. We then annotate each public IP address in a traceroute output with its ASN
and geolocation information as follows.

For IP to ASN mapping, we gather ground truths from three sources: BGP routing data collected
from the RouteViews servers [22, 44], cloud provider self-published IP ranges [8, 10, 17], and
CAIDA’s IXP dataset [32], which is a superset of PeeringDB [21], Hurricane Electric [11], and Packet
Clearing House [19]. Table 2 shows the percentage of IP addresses whose ASNs are successfully
identified by each source in the order of precedence from top to bottom.

We geolocate an IP address using five sources of information, in the decreasing order of their
perceived accuracy as described below. That is, we consult a source of lower accuracy only if we
cannot geo-locate an IP address with sources of higher accuracy.

Geofeed: We collect IP Geolocation feeds (Geofeeds) [31, 52] from multiple sources, including
OpenGeoFeed [18], WHOIS [33, 36], and RIPE Database [69]. Geofeeds are self-published datasets of
IP-to-geolocation mapping by network operators such as ISPs, cloud providers, and CDN providers.
Since the locations are provided by the owners of the IP prefixes, we consider this method have the
highest degree of accuracy.

IXP Dataset: Existing IXP datasets provide not only the IP addresses that an IXP assigns to its
connected ASNs but also the geolocations of IXP facilities. Therefore, we can use these datasets to
geolocate those IP addresses. If an IP address belongs to an IXP facility’s network, we assign the
geolocation of the facility to the IP address. Previous work shows that 99% of parsable PeeringDB
records are correct [80]. Therefore, we use PeeringDB and consider it highly accurate.

rDNS: We use hoiho [60], a reverse DNS (rDNS) based IP geolocation system as the third source
for geolocation. Prior work shows that hoiho has an accuracy of 94% [60].

RIPE IPmap: RIPE IPmap is a proactive method to infer the geolocation of an IP address by
measuring the RTTs from multiple RIPE Atlas probes to the IP address [39]. Existing research [39]
shows that RIPE IPmap is highly accurate at the granularity of 500 km (Figure 1 in [39]). Therefore,
we only report performance numbers at this or coarser distance granularity.

Geo-IP Database: If we cannot geo-locate an IP address by the four sources above, we resort to a
commercial Geo-IP database IPinfo [12] as our last source of truth for IP geolocation. IPinfo also
uses a probe-based IP geolocation method with more than 600 probe servers around the world [84]
and we find it to be more accurate than MaxMind [4] and IP2Geolocation [3]. We cross-examined
the geolocation results returned by IPinfo and RIPE IPmap on the subset of edge IPs (1452) that are
geolocatable by both services. We find that for 90% of them, the distance difference is less than
100 km; and for 95% of them, the distance difference is less than 500 km.

In addition to the above IP geolocation sources, we also apply the published cloud edge loca-
tions [9, 14, 20] and PeeringDB [21] to filter potential errors. If a cloud’s edge IP address in a
traceroute output is resolved to a location where a cloud does not have a published presence within
50 km, we discard the traceroute. Moreover, we use the RTTs from traceroute packets to filter any
hops whose IP geolocation results violate the speed-of-light constraint.

We use the following method to identify a cloud edge as illustrated by two examples in Fig. 1. In
an inbound traceroute from a probe to a VM, we detect a cloud edge IP as the first occurrence of
an IP address that belongs to a cloud provider’s address space. We call this IP as “cloud-end edge
IP”, and its preceding responsive IP as “neighbor-end edge IP”. For a valid cloud edge detection,
we require that either there are no unresponsive hops between the cloud-end edge IP and the
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Neighbor-end Edge  Cloud-end Edge Nelghbor -end Edge Cloud- end Edge
O----0—@ -0 O--——-6—0—0- ~@
Probe 28412 213.152.16.160 83.167.55.42 74.125.51.76 Probe 1005457 175.45.103.3 * 51.10.14.100
Saint-Denis, FR Paris, FR Paris, FR Paris,FR Vlrg\ma us Tokyo, JP Sydney, AU Sydney, AU Sydney AU
0.8ms 1.1ms 1.3ms 94.1ms 136.6ms 136.7ms 138.8ms
(a) Edges not separated by unresponsive hops (b) Edges separated by unresponsive hops (*)

Fig. 1. This figure shows how we detect cloud edges from traceroutes. The green circles represent the hops in
ISPs, and the blue ones are the hops in clouds. A gray circle indicates an unresponsive hop. A valid cloud
edge requires either (a) the neighbor-end and cloud-end edge IPs are not separated by unresponsive hops, or
(b) they are separated by unresponsive hops, but their geolocations are resolved to the same city (distance <
50 km) and their RTT difference is less than 2 ms.

Table 3. The number of cloud edge metros, cloud- Table 4. Breakdown of each source used by geolocating
end, and neighbor-end edge IPs discovered. Some both cloud-end and neighbor-end edge IPs
neighbor-end IPs overlap among cloud providers.

Source # (Percentage)
# Edge metros Geofeed 261 (2.6%)
Discovered | Published % de IP PeeringDB 576 (5.8%)
AWS | 82 97 84 Geilffation rDNS 325 (3.3%)
Azure | 99 105 94 RIPE IPmap 3105 (31.1%)
Google | 75 107 70 IPinfo 5702 (57.2%)
# Edge IPs Unidentified 0 (0.0%)
Cloud-end | Neighbor-end Total 9969 (100.0%)
AWS 1431 1993
Azure | 1137 2503
Google | 1130 2455

neighbor-end edge IP (Fig. 1a), or the two IP addresses are located in the same metropolitan area.
To meet the latter condition, we require that the neighbor-end edge IP and the cloud-end edge IP’s
geolocations are resolved to the same city (< 50 km) and the RTT between the two IPs is less than
2 ms. (Fig. 1b). In this latter case, we consider the detected cloud edge to be sufficiently close to the
true cloud edge even if some unresponsive hops belong to a cloud. Ditto for the outbound cloud
edge detection.

In our traceroute data, we also observe Multiprotocol Label Switching (MPLS) [76] labels embed-
ded in ICMP extensions [29], indicating tunnel existence in the path. MPLS tunnels do not affect
our border detection method. Currently, cloud WANs and ASes commonly use MPLS internally,
but MPLS does not cross the AS boundaries. Thus, when the cloud WAN and the neighbor AS both
use MPLS, the cloud-end and neighbor-end edges will be the endpoints of their respective MPLS
tunnels. Since one tunnel ends and another begins as the boundaries are crossed, both edges will
reply to our traceroute packets. Thus, when MPLS tunnels exist, our method still correctly detects
the cloud edges.

Once we detect a cloud edge, we record the edge IP address and geolocation as well as the
preceding IP address and its ASN. If the above cloud edge detection procedure is successful, then
for each traceroute output between a (probe, VM) pair, we obtain its ingress/egress cloud edge
location and ingress/egress AS information.

Table 3 summarizes the number of cloud edges we uncover from traceroutes by metro locations
and IP addresses. We also list the number of cloud edges published by each cloud provider on its
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Probe ™
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—» inet transit
— WAN transit -

- VM
— =P Alternative route

Fig. 2. We synthesize alternative routes by choosing different cloud edges for traffic to ingress or egress a
cloud’s WAN. Edge1 and Edge3 are the original ingress edges the inet-transit and WAN-transit traffic traverse.
Their ASes also peer with the cloud’s WAN at Edge2 and Edge4. We synthesize two alternative routes (Alt 1
and Alt 2) and send ping packets from a probe to Edge2 (or Edge4) and from a VM to Edge2 (or Edge4) to
measure their latencies.

website. We uncover 84% and 94% of AWS and Azure’s reported edges, respectively. For Google,
we uncover 70% of its reported edges. As we do not aim to uncover all cloud edges, we do not run
traceroutes from VMs to the entire IP address space, hence the limited coverage. The relatively low
coverage for Google is possibly due to how it announces inet-transit prefixes as we will show in
§4.1. Table 4 shows the distinct cloud edge IP addresses geolocated by each source in our traceroute
outputs. We discard the IP geolocation results with speed-of-light violations.

3.3 Exploring Alternative Routes

Another of our measurement goals is to explore whether alternative routing mechanisms can
improve cloud transit services. To meet this goal, we must measure the latencies of alternative routes.
As BGP [74] determines the inter-domain routes, a cloud provider can explore the performance
of alternative routes by adjusting how it announces an IP prefix to its BGP peers [54, 64] or
how it selects BGP next hops [79, 88]. However, unlike previous work [54, 64], we do not have
access to a cloud provider’s routing system, and therefore cannot modify BGP advertisements to
create alternative routes. Besides being inaccessible to most researchers, such an approach is time-
consuming, because it usually requires iterating during multiple rounds of different announcement
strategies and has to wait for BGP convergence before evaluating the effectiveness in each round.

To address this challenge, we emulate alternative routing strategies by synthesizing alternative
policy-compliant routes®. We decompose an end-to-end path between a probe and a VM into two
segments: one segment between the probe and a cloud edge and the other segment between the
cloud edge and the VM. We synthesize an alternative route by choosing an alternative cloud edge
different from the original ingress (or egress) edge between the probe and the VM. Recall that after
the cloud edge discovery step (§3.2), We obtain a “cloud-end edge IP” and a “neighbor-end edge
IP” for each detected cloud edge. We consider an AS as an “ingress AS” if any of its IP addresses
appears in a traceroute output as a neighbor-end edge IP. For each ingress AS, we collect all cloud
edges (IPs and metros) that peer with the ingress AS, as seen from the traceroute outputs. If in one
traceroute output, we observe that a probe reaches a cloud edge IP via an ingress AS, we assume
that all cloud edges that peer with the same ingress AS are policy-compliant edges for carrying
this probe’s traffic. This is because common BGP policies are specified at the AS level [24, 40]. This
method for synthesizing an alternative route emulates the scenario where a cloud provider (or its
peer) selects a different BGP next hop to reach a probe (or a VM).

3In this paper, we use “route” to refer to a virtual control plane construct that stitches together the next hop entry to an IP
prefix in each router’s forwarding table; we use “path” to refer to the data plane path a packet takes.
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Fig. 2 shows an example. From the traceroute outputs, we discover two ingress ASes between
a (probe, VM) pair. Each AS peers with the cloud WAN at two cloud edge locations. Edge 1 and
Edge 3 are discovered by the original inet-transit and WAN-transit traceroute from the probe to the
VM, and we discover Edge 2 and Edge 4 through the traffic from other probes to the cloud. Then
when we synthesize the alternative routes for the (probe, VM) pair in the figure, we can choose
Edge 2 or Edge 4 as the alternative cloud edge. For instance, in the figure, from Probe to Edge 2 and
then to VM is an alternative route.

Once we synthesize an alternative route, we measure its RTT by sending pings from a probe
and a VM to the alternative cloud edge. At each cloud edge, there exist multiple cloud-end edge
IPs that peer with different ASNs. Not all of them respond to ping packets, or a cloud-end edge IP
may not be routable as a destination since it may not be announced in BGP. In these cases, we also
attempt to use the neighbor-end edge IPs that belong to a cloud’s peer ASes and respond to pings
as alternative cloud edges.

Since we can only measure RTTs instead of one-way latency between a probe (or a VM) and a
cloud edge, we synthesize only symmetric alternative routes that share the same ingress/egress
cloud edges. As shown in Fig. 2, Edge2 (or Edge4) is both the ingress and egress cloud edge of an
alternative route. We add the RTT from a probe to a cloud edge and the RTT from a VM to the
cloud edge to approximate the full RTT of an alternative route. Today’s destination-based Internet
routing may not take such a synthesized route via an edge candidate [48, 51]. However, such routes
would have been viable had the routing system chosen them. In this paper, we aim to explore
these routes’ latency improvement if ISPs and cloud providers adjust their routing policies to route
packets through these synthesized paths.

We use the median RTT as a performance metric when evaluating the performance of a path,
as it is robust against outliers [35, 37, 55, 91, 92]. We also compute latency jitter [55] as deviation
around the median for latency measurements for WAN-transit and inet-transit traffic.

In our measurements, we predominantly use ICMP pings whenever possible and use DNS pings
when ICMP pings are unavailable. For instance, we cannot use ICMP pings to measure the RTTs of
AWS Global Accelerator [7], as it is a proxy service that intercepts application-layer traffic. We
compared the latencies measured by DNS pings and ICMP pings and did not observe significant
differences. Therefore, unless specified otherwise, we do not differentiate between ICMP and DNS
ping results.

We may not observe all ASes peering with a cloud provider from our traceroutes. Therefore, the
candidate alternative cloud edges we use are likely to be only a subset of all policy-compliant cloud
edges a probe can use to enter or leave a cloud. Thus, this study serves as a lower-bound estimate
of how many alternative routes exist and how much they can improve the latency of cloud routing.

3.4 Balancing Efficiency and Confidence

Obtaining the RTT estimate of a path with statistical confidence requires considerable RTT mea-
surements. However, to explore the performance of an alternative path, we need to obtain the RTTs
from a probe to all of its alternative cloud edges, which would require a prohibitively large number
of pings to obtain the RTTs of all alternative paths.

To address this problem, we trade off coverage for efficiency. First, we pre-screen alternative
routes by sending a few pings—ranging from three to nine—to all alternative routes. Only if the
minimum RTT of an alternative path is less than that of a WAN-transit path, we consider it as a
potentially better alternative path. Moreover, a (probe, VM) pair may include multiple alternative
paths, and we selected only one alternative path whose minimum RTT is also the minimum among
those alternative paths, because such a path has the greatest potential for improving the latency of
cloud routing. We then launch repeated ping measurements along those pre-screened alternative
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Table 5. The dates of all experiments in this work. The TraceClouds experiment for Azure is on 2024/01/25,
which is earlier than the others. This will not affect our results and conclusions because TraceCloud is only
used for cloud edge discovery and is never used for any RTT estimate.

First Measurement Second Measurement
TraceClouds | PingEdges | RepeatPings | TraceClouds | PingEdges |RepeatPings
AWS 2024/04/20 |2024/04/27| 2024/05/11 | 2024/09/24 |2024/09/24| 2024/09/26
Azure | 2024/01/25 |2024/03/26| 2024/05/10 | 2024/09/10 |2024/09/10| 2024/09/12
Google| 2024/04/07 |2024/04/13| 2024/05/09 | 2024/09/03 |2024/09/03| 2024/09/05

paths to obtain median RTTs. Concurrently, we also send repeated pings from probes to VMs by
both inet-transit and WAN-transit services so that we can compare the median RTTs between
alternative paths and original paths. For each RTT measurement, we send 96 pings over 24 hours
and use the median of the 96 RTT samples as the measured median RTT value.

The selected alternative path(s) in the pre-screening step are not required to consistently have
the minimum RTT. There may exist other paths with lower RTTs, or the paths we selected may not
be the minimum in the future. However, by running repeated pings on these selected alternative
paths for 24 hours, we investigate whether they can provide consistent latency improvement (§5.3).
It is possible that some alternative paths not selected for the repeated ping measurements may
consistently provide more improvement. This omission likely underestimates the number of better
alternative routes, making the improvements we observe a lower bound to potential improvements
of alternative routing strategies.

3.5 Temporal Validation

As presented in previous sections, our measurement consists of three experiments. Firstly, we
instrument RIPE Atlas probes to send pings and traceroutes to the cloud VMs through different
tiers of network services and vice versa. We refer to this experiment as “TraceClouds”. With this
experiment’s data, we obtain the cloud edges (§3.2) and synthesize the alternative routes (§3.3). Then
we use both probes and VMs to ping all discovered edges to obtain alternative routes’ preliminary
RTTs (§3.4). We refer to this experiment as “PingEdges”. Finally, with the preliminary results of
these alternative paths’ RTTs, we select the routes with potential improvement and launch repeated
pings to the selected routes (§3.4). We refer to this experiment as “RepeatPings”.

We ran the measurement in the early stage of our study, and after around five months, we ran
the measurement again to observe whether our conclusion persists. We updated all relevant data
sources used for IP-to-ASN mapping (§3.2) and IP geolocation (§3.2) during the analysis of our
second measurement. We list the start date of all experiments in these two measurements in Table 5.
Every experiment was finished within 24 hours. As we will present in §6, all conclusions presented
in our paper are persistent and verified even after five months. Unless otherwise specified, we
present the results of the most recent measurement in this paper.

We selected 5831 probes with unique <ASN, city> attributes in the first measurement, but some
probes are disconnected after a few months with 4159 selected probes remain connected. We then
randomly select newly connected probes in those missing <ASN, city> locations. Thus, in the
second measurement, we select 5205 probes representing 5205 <ASN, city> groups (§3.1).

4 INFERRING ROUTING STRATEGIES

In this section, we describe our findings on where traffic enters or exits each cloud provider’s WAN.
These findings enable us to infer how cloud providers announce the WAN-transit or inet-transit
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Fig. 3. Geographical distributions of the ingress/egress cloud edges for RIPE Atlas probes to reach different
network service tiers of the Asia region for three cloud providers (a-f) and the Middle East and Europe regions
for Azure (g-i). The size of a circle indicates the number of probes ingressing/egressing the cloud edge. The
distinct patterns reflect the diverse routing strategies employed by the cloud providers. Egress edges of AWS’
WAN-transit service are unavailable.

IP prefixes to offer tiered services. This knowledge in turn will help us understand the impacts of
routing mechanisms on end-to-end latencies.

4.1 Ingress Cloud Edges

We use the distribution of ingress cloud edges from probes to VMs to infer a cloud provider’s
WAN-transit and inet-transit services’ routing strategies. In order for traffic destined to a VM to
enter a cloud edge at a metro location from a peer AS, in BGP a cloud provider must announce the
VM’s IP prefix to the peer at that metro. Thus, if we observe a cloud edge in an ingress traceroute
from a probe to a cloud VM, we can infer that the cloud provider has announced the VM’s IP prefix
at that cloud edge.

We observe different routing strategies by different cloud providers for providing WAN-transit
and inet-transit services. For each strategy we observe, we illustrate it with a representative example
in Fig. 3. Besides, we use the entropy metric to quantify the variety of the ingress/egress edge
distributions of a cloud’s network services. Entropy indirectly estimates the diversity of cloud
routing strategies.

Specifically, we estimate the probability (p.) that a pair of (probe, VM) ingresses (or egresses)
at a cloud edge as the number of (probe, VM) pairs ingressing (or egressing) at the cloud edge e
divided by the total number of {probe, VM) pairs. We compute the entropy metric as — ., p. log, pe,
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ranging from 0 to log, N, where N is the total number of observed cloud edges. A larger value of
entropy indicates more evenly distributed cloud edges. As shown in Table 3, the numbers of cloud
edges (by metro locations) for the three clouds range from 97 to 107. Therefore, the maximum
entropy is around log,107 = 6.7.

Global Anycast for Ingress WAN-transit Traffic: Fig. 3 (a, b, ¢) show three representative
examples of the ingress edge distributions in our data. It plots on a world map the ingress edge
distributions for the south Asia region of three clouds. The blue circles show the locations of the
ingress edges of their WAN-transit traffic, with the size of each circle indicating the number of
probes that enter the cloud at that location. We observe that the blue circles are globally distributed
without any large dominant ones, indicating that the ingress WAN-transit traffic is spread out
over these cloud edges. The entropy values of these three distributions are larger than 4.9. From
this result, we infer that all three clouds announce a WAN-transit IP prefix globally across their
cloud edges. This strategy is consistent with the description of the WAN-transit service on each
provider’s website [7, 15, 23].

However, we observe significant differences in how the cloud providers offer the inet-transit
service. We plot five distinct patterns using the red circles in Fig. 3 (a, b, ¢, g, h).

Regional Anycast for inet-transit Traffic: For AWS, we observe that the inet-transit traffic
ingresses from various edges in the continents (Asia and Europe) surrounding the VM’s cloud
region and at one U.S. east coast location, as shown by the red circles in Fig. 3a. In addition, there is
no dominant ingress cloud edge that attracts the majority of the traffic. The entropy values of the
distributions for different AWS regions range from 1.9 to 3.8. Therefore, we infer that AWS adopts
a routing strategy that is analogous to regional anycast [45, 61, 92] and announces an inet-transit
IP prefix from the cloud edges in nearby geographic areas.

Unicast for inet-transit Traffic: In contrast, for Google, all inet-transit traffic enters Google at
the cloud region where the VM is located, as indicated by the single large red circle in Fig. 3c. We
also find its entropy value is 0. We infer that Google announces an inet-transit VM’s IP prefix only
at the VM’s cloud region. This strategy enables the inet-transit traffic to transit over the public
Internet to reach the VM, consistent with the service description on Google’s website [15]. This
could also explain why we observe fewer Google Cloud edges than AWS and Azure (Table 3), as it
does not announce the inet-transit prefixes as broadly as the other clouds.

Azure’s ingress edge distribution for its inet-transit traffic (Fig. 3 (b, g, h)) is the most puzzling
among the three, and we observe three distinct patterns.

Predominantly Unicast Locally for inet-transit Traffic: Different from Google, Azure’s ingress
edges are globally distributed, although the VM is located in Asia. Different from AWS, although
the ingress edges are globally distributed, the majority of the probes (95.5%) enter the cloud in the
cloud edge near the VM, as indicated by the dominant large red circle at the VM location in Fig. 3b.
This distribution corresponds to an entropy value of 0.5. From this observation, we infer that Azure
announces an inet-transit IP prefix at the VM region as well as selectively announcing it to a subset
of peers at globally distributed cloud edges. This setup is perhaps due to traffic engineering efforts.
Predominantly Unicast in a Different Region for inet-transit traffic: As shown in Fig. 3g,
in Jan. 2024, we observe that for Azure’s VM located in Doha, Qatar, the majority (96.2%) of the
probes reach the VM via a cloud edge in Frankfurt, Germany. As 65.9% of RIPE Atlas probes we
use are located in Europe, there is still a significant percentage of non-European probes enter
Azure’s WAN in Frankfurt. Besides, we find that this distribution’s entropy is 0.4. From this ingress
edge distribution, we infer that Azure predominantly announces an inet-transit prefix in a region
different from a VM’s region. This ingress policy again makes Azure become the transit provider
for the inet-transit traffic from Frankfurt to Doha, inconsistent with its website description [23].
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Table 6. Inferred routing strategies cloud providers use to announce inet-transit and WAN-transit IP prefixes.

WAN-transit inet-transit

AWS Global Anycast (Fig. 3a) | Regional Anycast (Fig. 3a)

Predominantly Unicast Locally (Fig. 3b)

Azure | Global Anycast (Fig. 3b) | Predominantly Unicast in a Different Region (Fig. 3g)
Global Anycast (Fig. 3h)

Google | Global Anycast (Fig. 3c) | Unicast Locally (Fig. 3c)

Global Anycast for inet-transit Traffic In the second measurement conducted in Sep. 2024, we
observe globally distributed ingress edges for the inet-transit VM located in Doha for Azure, as
shown in Fig. 3h. The edge distribution for inet-transit traffic overlaps with that for WAN-transit
traffic and achieves an entropy value of around 5.3. Besides the Qatar region, we observe such global
anycast for the inet-transit IP prefix originated from Azure in Africa for both sets of measurements.
Therefore, we infer that Azure announces some inet-transit IP prefixes globally in the same manner
as WAN-transit prefixes. This strategy is again inconsistent with the service description on Azure’s
website [23].

In summary, we observe ingress policies of AWS and Azure that are not consistent with those
on their websites [7, 23]. When AWS or Azure announces an inet-transit VM’s IP prefix at a cloud
edge different than the VM region, the ingress traffic traverses the provider’s WAN from the cloud
edge to the VM, not over the Internet.

For AWS and Google respectively, we observe that they adopt the same ingress routing strategies
for the inet-transit traffic for seven VM regions, although their routing strategies are different
from each other. However, for Azure, we observe three different types of ingress edge distributions
for the inet-transit traffic in seven VM regions, hence three different routing strategies. Table 6
summarizes the inferred ingress routing strategies of the three clouds.

In Fig. 3b, the few probes that ingress Azure from cloud edges other than the VM’s region raise
one question whether the result is due to IP geolocation errors that mistake a cloud edge IP located
in the VM’s region to a different location. To answer this question, we manually examine ten
ingress edge IPs using looking-glass servers. For ten out of ten cases, we observe the presence of
the edge IPs at the looking-glass locations (see Appendix C for more detail). In addition, those
ingress edges are far away from the cloud region in Asia and such distance errors are detectable by
active-probing-based geolocation methods used by IPmap [39] and IPinfo [12]. We did not extend
this manual validation to more ingress edge IPs, because the process is manual and time-consuming,
and we have gained confidence from the small validation set that the observed ingress edges are
not due to IP geolocation errors.

4.2 Egress Cloud Edges

We obtain the probe traffic’s egress cloud edges from the traceroute outputs in the VM-to-probe
direction. We use scamper [58] to run the traceroutes. We are unable to obtain the egress cloud
edges for AWS’s WAN-transit traffic because it is a proxy-based service [7], which does not allow
users to initiate a connection inside the cloud to the Internet by the WAN-transit service. Hence, in
this work, we only show the egress results of its inet-transit traffic.

Similar to ingress, we observe different egress edge distributions for different providers and
within the same provider. We show a few representative examples in Fig. 3d, 3e, 3f, and 3i. Fig. 3d-3f
shows the egress edge distributions for the three clouds in the south Asia region. Azure and Google
have similar egress edge distributions for their inet-transit and WAN-transit traffic in that region,
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Fig. 4. (a) and (b): The entropy metric that captures the ingress/egress edge diversity of (probe, VM) pairs.
(c) Percentage of (probe, VM) pairs that use the same ingress and egress cloud edges. Overall, this figure
summarizes the clouds’ diverse routing strategies for their WAN-transit and inet-transit service.

as shown by the overlapping red and blue circles in Fig. 3e and 3f. Their distributions’ entropy
values are large than 4.8. AWS, on the other hand, egresses its inet-transit traffic at a subset of its
cloud edges near the VM region, as shown by the red circles in Fig. 3d. The corresponding entropy
values range from 0.04 and 3.0 for different regions in AWS. From these observations, we infer that
Azure and Google have similar routing strategies for their egress traffic, while AWS uses a different
exit policy.

For Azure, we actually observe different egress edge distributions, hence different exit strategies.
While in Fig. 3e, both inet-transit and WAN-transit traffic exits the cloud’s WAN at globally
distributed edges, in Fig. 31, Azure’s inet-transit traffic exits the cloud’s network near the VM region,
and it shows a near-zero entropy value. The edge distribution in Fig. 3i is consistent with Azure’s
service description [23].

Why does a cloud provider deliver its inet-transit traffic across its backbone as observed in Fig. 3e
and 3f? One of the cloud providers has an explanation on its website [16]. The cloud provider
early-exits inet-transit traffic near a VM region only when the traffic volume reaches a threshold.
This policy can affect measurement studies that compare the performances of a cloud provider’s
inet-transit and WAN-transit services [25], because if the volume of the measurement traffic is low,
both inet-transit and WAN-transit traffic may share the same egress paths. If we increase the levels
of inet-transit traffic volume, it is possible that the egress edges of the inet-transit traffic would
change. We did not attempt to validate this hypothesis due to the scale of this work and the cost to
send a large amount of traffic. We defer the study of egress changes to future work.

4.3 Edge Diversity and Symmetry

To summarize the diversity of edge distributions of different network services for three cloud
providers, we plot the entropy values in Fig. 4a and Fig. 4b. We use color to encode the ingress or
egress direction, and shapes are used to encode different clouds. Each marker represents an data
point from one of the regions. As indicated by the blue clusters at the top of Fig. 4a, all three clouds
have high entropy values for their WAN-transit ingress traffic, as they announce the WAN-transit
services’ IP prefixes globally across their WANs. Azure adopts different routing strategies for its
inet-transit service, as indicated by the wide ranges of its ingress and egress entropy values (the blue
and orange triangles in Fig. 4b). AWS announces its inet-transit traffic more broadly than Google,
as shown by the blue crosses and circles. Finally, the similarity between Google’s egress strategies
for its WAN-transit and inet-transit traffic can be observed from the similar entropy values of its
egress edge distributions for these two services (the orange circles in Fig. 4a and Fig. 4b).

We also calculate the percentages of (probe, VM) pairs ingressing and egressing a cloud at
the same metro location and show the results in Fig. 4c. For AWS and Google, the majority of
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Fig. 5. The cumulative distributions of the extra distance a probe travels compared to entering or leaving a
cloud via its closest cloud edge for both WAN-transit and inet-transit services. We cannot obtain the egress
edges for AWS’s WAN-transit traffic.

inet-transit traffic has asymmetric ingress and egress edges, but Azure route 62% of inet-transit
traffic symmetrically. For the WAN-transit traffic, Google has the highest symmetry, with 64% of
the traffic ingressing or egressing via the same metro location.

4.4 Extra Distances

Given the high degree of asymmetry between ingress and egress edges, we ask the question: how
often does the WAN-transit service enter or leave a cloud’s WAN near its closest cloud edges? The
answer to the question helps us understand how clouds serve customers’ traffic in their WANs.
For this purpose, we compute two geographical distances: one is the distance between a probe
to its closest cloud edge, and the other is the distance between a probe and its actual (ingress or
egress) edge to a cloud VM. We then plot the difference between these two distances and show the
cumulative distribution of the differences for all (probe, VM) pairs in Fig. 5.

From Fig. 5, we observe that 59% (AWS), 55% (Azure), and 59% (Google) of the WAN-transit
(probe, VM) pairs enter a cloud’s WAN at the probes’ nearest cloud edges, as indicated by the
y-intercepts of the solid blue lines in the figures. However, only 38% (Azure) and 38% (Google) of the
WAN-transit (probe, VM) pairs exit a cloud’s WAN at the probes’ closest cloud edges. Furthermore,
for about 12% (Azure) and 13% (Google) of the WAN-transit (probe, VM) pairs, the extra distance
that a probe’s traffic travels from its egress edge exceeds 5000 km.

For completeness, we show both the CDFs of the distance from a probe (or a VM) to the
ingress/egress cloud edge for all (probe, VM) pairs in Fig. 10 and Fig. 11 in Appendix D. We
find that for WAN-transit service, about 84% (AWS), 78% (Azure), and 81% (Google) of probes
enter a cloud’s WAN within a distance of 500 km, but only about 61% (Azure) and 61% (Google)
of (probe, VM) pairs’ traffic exit the WAN within a distance of 500 km to the probe. Overall, the
trend in these distributions is similar to that shown in Fig. 5: WAN-transit traffic enters a cloud’s
WAN early, but a significant fraction of it also leaves the cloud WAN early.

The above results show that Azure and Google do not always route their WAN-transit traffic to
the cloud edges nearest to the destinations, despite the fact they have complete control over their
egress traffic [49, 88]. Such a routing strategy may come from different goals beyond exclusively
latency when the cloud providers route customers’ traffic, such as achieveing a lower packet loss
or a higher bandwidth. We leave the investigation of their concrete purposes for future work.

5 IMPACTS ON LATENCY

From the previous section, we observe that cloud providers employ different routing strategies
for providing different tiers of network services. Since routing has direct impacts on end-to-end
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Fig. 6. CDFs of the path inflation factor for {probe, VM) pairs. The numbers in the legend indicate the median
values of the path inflation factor of each service.

latencies, we study these impacts in this section. We also introduce alternative routing strategies
and their potential impacts on end-to-end latencies.

5.1 Path Inflation Factor

We measure the RTTs between (probe, VM) pairs for different clouds and for different tiers of
services. Since comparing RTTs across different cloud providers is challenging, as their cloud
regions are not exactly colocated, we use a distance-normalized latency metric: the path inflation
factor [30], to quantify how “fast” a route is at moving the traffic between two endpoints. Specifically,
to compute the path inflation factor, we first compute the speed of traffic v by dividing the distance
between a (probe, VM) pair by the RTT between the pair. We then normalize this speed by the
speed of light in fiber c: ¢/v. The larger this number, the slower the traffic travels. We consider a
route as more efficient if it leads to lower path inflation. We use the measured median RTT values
of the repeated experiments mentioned in §3.4 to compute the path inflation factors.

Fig. 6 shows the path inflation factors for the different clouds and network service tiers. Due to
space limitations, we show four representative regions for each cloud and present other regions’
results in Appendix E. Firstly, we observe that the path inflation factors of a cloud’s WAN-transit
service and inet-transit service are close, and the difference of their median path inflation factors
is within 0.2, except that the factor of Google’s WAN-transit routes in the Middle East is 0.3 less
than that of its inet-transit routes. To put these numbers in perspective, for every 1000 km distance
between two locations, every 0.1 increment in the path inflation factor corresponds to about a 1 ms
increment in RTT. In addition, we observe that Google’s routing in Asia (Fig. 6a) has large path
inflation factors, indicating a potential for improvement which we explore in §5.3. For the Middle
East region, shown in Fig. 6¢, both Azure’s WAN-transit and inet-transit services do not perform as
well as the other clouds. Furthermore, by comparing Fig. 6d with the other figures, we find that all
three clouds achieve very efficient routing in North America. As for the other three regions not
shown in the figure, all three clouds show similar efficiency, where the differences between the
path inflation factors are all less than 0.2 (Appendix E).

In summary, from the perspective of median values of path inflation factors, among 12 com-
binations of clouds and regions shown above, six of them show that the WAN-transit service is
more efficient than the inet-transit service, and in the other four combinations, WAN-transit and
inet-transit achieve the same path efficiency. Finally, inet-transit service is more efficient than
WAN-transit in two combinations (AWS in Europe and Google in Asia).

5.2 Latency Jitter

Besides latency values, the latency variations are also important for users’ quality of experience
for Internet services such as video chat and online gaming. Therefore, we also compute the RTT
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Fig. 7. CDFs of the latency jitter for (probe, VM) pairs. The numbers in the legend indicate the median values
of the jitter of each service.

jitter for each cloud’s WAN-transit and inet-transit service. For each (probe, VM) pair, we define
the RTT jitter as the difference between the 95th percentile RTT and the median RTT [47, 55].

Fig. 7 shows the CDF of RTT jitter of <probe, VM> pairs of each cloud’s network services. We
show the results for the same four regions as in Fig. 6 and present the jitter of other regions in
Appendix F. Jitter within 30-50 ms is considered acceptable for different applications [2, 27, 50].
As shown in the figure, both WAN-transit and inet-transit services have a jitter less than 20 ms
for more than 90% of the (probe, VM) pairs for clouds and regions, well within the acceptable
jitter range. When we examine the median jitter values, a cloud’s WAN-transit service usually
has the same or a slightly smaller median jitter value with three exceptions: AWS’s and Azure’s
Asia regions and Azure’s Middle East region. In addition, Google’s inet-transit service has a 3.1 ms
larger median jitter than its WAN-transit service in the Middle East region, suggesting that jitter
reduction is a main benefit of its WAN-transit service in this region.

5.3 Alternative Routing Strategies

From previous sections, we observe that WAN-transit traffic does not always egress the cloud
providers’ network at the cloud edges closest to the destination. Moreover, in some cloud regions,
existing services have low route efficiency, e.g. Google in Asia (Fig. 6a), Azure in Middle East,
and AWS in Europe (Fig. 6b). These observations motivate us to explore how alternative routing
strategies can reduce end-to-end latencies.

We emulate three alternative routing strategies using the methods described in §3:
Lowest-Latency: We emulate performance-aware routing by synthesizing a route between a
(probe, VM) pair such that the sum of the two segment’s RTTs, between the probe to its cloud edge
and between the cloud edge to the VM, is the lowest among the WAN-transit, the inet-transit, and
all alternative routes we synthesize. We pre-screen the candidate lowest latency paths as described
earlier in §3.4.

Closest-Edge: We synthesize an alternative route between a (probe, VM) pair using the closest
cloud edge to the probe for both the ingress and egress directions. If it has lower latency than the
default cloud route, then we switch to this route for the (probe, VM) pair. This approach explores
only one alternative route’s latency and is more lightweight than the lowest-latency approach.

Shortest-Distance: We synthesize an alternative route between a (probe, VM) pair such that the
sum of the geodesic distances from a probe-cloud edge and from the cloud edge-VM is the shortest
among all alternative routes we can synthesize. We switch to this route if it has lower latency.

Recall that when we construct an alternative route, we require a probe previously ingressed
the cloud via the same AS as the alternative cloud edge in a traceroute output, as this condition
signals that the alternative route is a valid path. We count the available alternative cloud edges

Proc. ACM Meas. Anal. Comput. Syst., Vol. 9, No. 1, Article 12. Publication date: March 2025.



12:18 Shihan Lin et al.

(identified by (ASN, metro)) for each probe in our dataset, and we find that about 75% of probes have
alternative cloud edges. This is because, all cloud providers we study offer two types of services,
thereby often offering two alternative ingress ASes for each probe.

For the Closest-Edge and Shortest-Distance categories, a chosen edge may include multiple
policy-compliant IPs for a probe. We use the IP address that provides the lowest synthesized RTT
as the ping target to construct the alternative route.

Metrics of Improvement: How much latency reduction is significant? Surprisingly, there does
not seem to be a definite answer to this question. We derive two thresholds from the literature to
quantify whether an alternative route significantly reduces the path latency between a (probe, VM)
pair [1, 53, 66]. First, for web applications we consider latency reduction significant if an alternative
route reduces the path latency by 10 ms. This threshold is based on an Akamai report where a
100 ms increase in website load time can decrease e-commerce sales by 7% [1], and a recent study
shows that 10 is a reasonable lower bound on the number of round trips required for loading a
web page [53]. Second, when a probe is within a short distance (<2500 km) of a cloud region, we
consider a 5 ms and 10% RTT reduction as significant. This is because within such a short distance,
a cloud region can support interactive applications that have a stringent latency requirement such
as interactive online gaming. For such applications, a latency larger than 100 ms typically results
in poor QoE [37]. Therefore, we consider a 5 ms or 10% RTT reduction as significant. Admittedly,
these two thresholds cannot fully describe the improvement of alternative routing strategies. Thus,
we also present the CDF of RTT reduction for different cloud regions in Appendix G (Figs. 14-20)
for completeness.

When we compare the RTT difference between an alternative route and a default cloud route,
we apply the median RTT difference with confidence metric [25, 73, 79]. Specifically, for each
(probe, VM) pair, let n. or n, denote the median RTT value from our measurements for a cloud
or an alternative route, respectively. We then compute a 95% confidence interval [Lef; , Iright]
such that the median RTT reduction 5. — 1, is within this interval with 95% probability [73]. We
consider an alternative route achieves a 5 ms (or 10 ms) latency reduction only if the left edge
of the interval Ij.; is larger than 5 ms (or 10 ms). We compute the percentage of RTT reduction:
% in the same manner.

Fig. 8 shows the alternative route strategies’ latency reduction results when compared to a cloud’s
WAN-transit service. Results compared to inet-transit services are similar and are omitted for brevity.
We find that Lowest-Latency routing achieves the most improvement as it explores alternative
routes extensively. In contrast, Closest-Edges routing usually provides the least improvement,
while Shortest-Distance is in the middle. These two strategies are less effective because they do
not directly take latency into consideration when making alternative routing choices, and neither
Closest-Edge nor Shortest-Distance is a reliable indicator of lowest latency.

Next, we dive into the results from Lowest-Latency routing in more detail. As shown in Fig. 8
(a, d, g), for (probe, VM) pairs less than 2500 km apart, the percentage of pairs with more than
5 ms reduction by Lowest-Latency routing are 4%-10% for Europe, 11%-18% for Middle East and
9%-12% for North America for different clouds. We do not have results for other regions because
there are too few probes (< 100) within the distance range (< 2500 km) to those regions.

Europe appears to have the lowest percentage of improved pairs by the absolute latency reduction
value (5 ms). However, if we examine Fig. 8 (b, e, h)), which depicts the percentage of (probe, VM)
pairs whose RTT reduction exceeds 10%, we find a larger percentage of improved pairs, ranging
from 13% to 15% in different clouds. This is because the majority of RIPE Altas probes are located
in Europe and their RTTs to the Europe VM are small compared to those to other regions.
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Fig. 8. The bars show the percentages of (probe, VM) pairs which have the RTT reduction with the confidence
interval’s lower bound larger than the thresholds when comparing three alternative strategies to WAN-transit
service. The numbers above the bars indicate the concrete percentage. The x-axis shows the abbreviations
of regions according to Table 1. Some regions are missing in the figures of “< 2500km” because too few
(probe, VM) pairs are included in that range.

Moreover, the Lowest-Latency routes can still shorten median RTTs by 10% for 14-20% of
probes’ traffic traveling to North America, although all three clouds’ current WAN-transit services
are already very efficient in North America (see §5.1).

As for (probe, VM) pairs more than 2500 km apart (Fig. 8 (c, f, 1)), we also observe significant
improvement of more than 10 ms provided by the Lowest-Latency routing in all three clouds.
Firstly, AWS has such an improvement for 7%-13% (probe, VM) pairs in all seven regions. We also
find more than 19% of (probe, VM) pairs benefit from 10 ms RTT reduction for traffic to Azure’s
Europe and Oceania regions. Notably, Google’s Asia region has the most improved (probe, VM)
pairs, where the Lowest-Latency alternative routes reduce the RTTs for 85% of (probe, VM) pairs
by 10 ms—where more than 60% of the (probe, VM) pairs’ RTTs can be improved by more than
100 ms, and the largest median RTT reduction is more than 200 ms (see Fig. 15 in Appendix G). This
result is also consistent with our finding of low route efficiency for Google in the Asia region in
§5.1. When taking a closer look at the traceroute data to Google’s Asia region, we find that Google
usually routes the traffic from probes in Europe to the VM in Asia (Mumbai, India) through the
Atlantic and Pacific Oceans, while the Lowest-Latency routes use the path through the Eurasia
continent, significantly reducing the travel distance by more than 10,000 km. Prior work also
observed a similar detoured Google route [25].

Summary: Using both the median path inflation metric and the RTT jitter metric, for three cloud
providers across four regions, we find that the performance of a cloud’s WAN-transit service is
comparable or slightly better to that of its inet-transit service with a few exceptions. In addition,
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we find that the Lowest-Latency routing strategy can significantly reduce median RTTs in regions
where cloud routing is inefficient.

6 SUMMARY OF TEMPORAL VALIDATION

We conducted two identical measurement campaigns five months apart (§3.5) to obtain two sets
of measurements. We found that the patterns we observed in the first persist in the second set of
measurements. The results presented in the main body of this work are primarily from the later
measurements, but we present all relevant figures for the earlier measurements in Appendix H.

Specifically, we find that cloud providers continue to employ diverse routing strategies, including
global anycast, regional anycast, and unicast to provide WAN-transit and inet-transit services.
Except for Azure’s Middle East region (§4.1), all other cloud regions’ routing strategies remain
the same. Consequently, the inet-transit and WAN-transit services’ latency distributions remain
stable, with the median path inflation factors changing within 0.3 for all cloud providers and all
regions. Finally, the latency reductions from alternative routing strategies remain similar across
the two measurement campaigns. For instance, for (probe, VM) pairs more than 2500 km apart,
the alternative Lowest-Latency routing strategy continued to reduce the latency of Google’s Asia
region by 100 ms for more than 60% of the pairs.

7 LIMITATIONS AND FUTURE WORK

Possible geolocation errors: Although we have carefully designed the IP geolocation method
(§3.2), possible errors may still exist such as inaccurate results from Geofeeds and the Geo-IP
database. However, we believe these errors do not affect the overall conclusions of this paper. First,
we use coarse-grained geolocation (>500 km) in our analysis (§ 4 and §5), and the geolocation
method we used is highly accurate at this granularity as shown in §3.2. Second, when relatively fine-
grained geolocation (<50 km) is used for edge detection (Fig. 1b), we reduce potential errors using
an RTT difference filter (<2 ms) and speed of light violation (Fig. 1b). We also aggregate and limit
the edge geolocations to the cloud providers’ published PoP locations. We plan to systematically
evaluate the accuracy of our IP geolocation method in our future work.

Other Metrics: This study aims to understand cloud routing strategies for tiered network services
and their impacts on end-to-end latencies. We do not measure other performance metrics such
as throughput, packet loss rate, or reliability. Large-scale and accurate measurements of such
metrics require resources we currently do not have. For instance, RIPE Atlas does not support
throughput measurements to user-defined destinations and measuring packet loss rates requires
more measurement traffic over a longer period of time [47, 70]. We defer developing cost-effective
measurement methods for these metrics to future work.

Median RTT: We only use the median RTT to compare alternative and existing routes, which
cannot capture other properties such as the long tail and minimum delay. We focus on the median
RTT because it reflects the normal-case user experience, and unlike the average, it is robust against
outliers caused by failures, outages, path changes, and extreme congestion. Additionally, median
RTT/latency is also adopted by prior studies [25, 35, 37, 47, 91, 92]. Referring to prior work [47], we
also investigate RTT jitters for WAN-transit and inet-transit routes (§5.2). We leave the exploration
of other percentiles for alternative paths’ RTTs or their jitters to future work.

Other Cloud Providers: We limit our study to the three largest cloud providers, which account for
66% of the cloud infrastructure service market worldwide according to Statista [6]. Our conclusions
may not extend to other smaller cloud providers that do not build their own global private WANs.
RIPE Atlas: RIPE Atlas has a skewed distribution [82] with most probes concentrated in North
America and Europe (Appendix A). We expect our conclusions to hold to a large degree if we were to
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use vantage points at other locations, because we have uncovered a diverse set of routing strategies
(§4) and cloud providers likely use them across their infrastructure. We leave the confirmation with
other research platforms such as distributed VPNs [87] in the future work.

IPv6 Traffic: Our current measurement focuses on IPv4 traffic as the majority of the Internet users
still use IPv4 to access the Internet, according to Google [13] and Cloudflare [75]. Future work can
adopt our measurement methodology to study cloud routing strategies and latencies for IPv6.

Longitudinal Study: We conducted two measurement campaigns five months apart and observed
that the main findings hold over this time span. Future work can periodically repeat the measurement
and observe how cloud routing strategies and performance change over time.

Performance of application traffic: In this paper, we only measure the path latency in the
network layer. It is unclear whether application traffic would be routed in a path differing from the
measurement traffic, and whether the alternative paths provide latency improvement for application
traffic. We plan to investigate the routing strategies for application specific traffic in the future
work.

Egress Change Detection for inet-transit Traffic: Finally, for at least one cloud provider, egress
locations of inet-transit traffic may change when the traffic volume increases [16]. A interesting
future direction is to study how to trigger the changes and how the changes impact performance.

8 RELATED WORK

Prior Cloud Performance Studies: Arnold et al. measured and compared the median latency of
AWS’ and Google’s WAN-transit and inet-transit services [25]. This work extends the previous work
in the following ways. First, Arnold et al.’s work did not explore the potential alternative paths,
except for only a few outliers with exceptionally poor performance were analyzed. In contrast,
we develop a systematic method to investigate how alternative routing strategies may improve
WAN-transit traffic’s latencies. Second, we more thoroughly study both the ingress and egress
strategies—in particular the overlapping routing strategies for inet-transit and WAN-tranist—of
the cloud providers, while Arnold et al.’s work primarily focused on where the Internet traffic
enters the cloud, i.e., the ingress direction. Third, our measurement is at a larger scale as the cloud
providers have greatly expanded their operations, consisting of three cloud providers (AWS, Azure,
and Google) and seven cloud regions for each provider, while the previous work studied two cloud
providers (AWS and Google) and three regions for each provider.

Yeganeh et al. [90] studied the latency and throughput of inter-cloud connections between U.S.
East coast and West coast using three connectivity methods: the clouds’ private WANSs, the public
Internet, and a third-party connectivity provider. Their work shows that cloud WANs have the best
latency and throughput performance for inter-cloud connections. This work studies the latencies
between Internet hosts world wide and cloud VMs, complementing the earlier works’ findings.

Mok et al. measured the throughput performance from VMs on Google Cloud to selected speed
test servers [67], while we use the latency metric to study the routing strategies of three largest cloud
providers. Haq et al. [47] compared the packet loss rate, latency jitter, and available bandwidth of
22 inter-continental intra-cloud paths with those of the Internet paths. They found that intra-cloud
paths have lower packet loss rates, lower tail latency jitter (95 percentile and beyond), and higher
available bandwidth. Unlike their work, ours has a much larger scale. We measure the latencies of
more than 200k paths between Internet end systems and cloud VMs, and studies the impacts of
routing strategies on such latencies.

Wang et al. [85] compared the performance of two types of cloud providers: one built by con-
necting datacenters with a private WAN and the other built by building datacenters using an
existing ISP backbone. Their study is limited to three cloud providers that are popular in China:
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Alibaba, Tencent, and CTYun. Similar to this work, their work focuses on latency comparisons.
They, however, measure datacenter and traffic egress locations by sending measurement traffic from
VMs to the Internet and do not employ Internet vantage points. Consequently, when they study
alternative cloud routing strategies, they employ a what-if analysis with approximated latencies. In
contrast, this work experimentally measures alternative route latencies and sends measurement
traffic from both an Internet vantage point and a cloud VM to a shared intermediary router.

Pi et al. [71] showed that load-balancers inside a cloud’s WAN or in the Internet could affect
the measured minimum path latency, and they use the 10" percentile to eliminate anomalous
traffic. Miao et al. [65] also had a similar observation. We chose to use the median latency metric
to offset the effects of load balancers, as it filters out the outlier values resulted from potentially
overloaded load balancers [55]. Additionally, we do not use the cloud provider’s load balancing
options, so our measurement techniques should only be affected by the cloud providers” and ISPs’
traffic engineering efforts.

Alternative paths: A previous measurement study [81] showed that either early or late exit policy
between two ISPs leads to optimal latency performance. This work in part confirmed this finding
in the context of cloud routing, as we show that we can synthesize lower median latency routes
by entering or exiting a cloud’s network via alternative cloud edges. Detour [78] and RON [68]
showed that routing via an intermediary Internet host can provide better performance that the
default routes between two hosts. J-QoS [46] and XRON [86] constructed cloud overlay paths to
optimize performance while minimizing WAN-transit costs, while OverQoS [83] used Internet
hosts as overlay nodes to improve applications’ QoS. PAINTER [54] exposes alternative paths
to reach a cloud region by strategically advertising different IP prefixes at different PoPs and to
different peers. A client can select the best path to reach a cloud region by selecting IP addresses.
Differently, this work constructs alternative paths to reach a cloud VM using policy-compliant
cloud edges uncovered through traceroute experiments.

AS Border Detection and Geolocation: Our work builds upon the vast body of work that detects
AS borders and geolocates the border IP addresses [26, 42, 43, 56, 59, 62, 63, 77, 89] to identify the
locations where traffic enters or leaves a cloud. We used multiple publicly available sources and
developed a ranked algorithm to geo-locate where traffic enters or leaves a cloud’s WAN.

9 CONCLUSION

In this work, we conduct a large scale measurement on the routing strategies, the resulting access
latencies, and the potential approaches for reducing access latencies of three large cloud providers’
tiered network services. Our study shows that the routing strategies these service providers adopt
do not precisely match the advertised service descriptions. For instance, some of their WAN-transit
traffic exits the cloud WANSs early, traveling thousands of kilometers of extra distance outside the
WANS. We further show that both the WAN-transit and the inet-transit services can experience
less than satisfactory access latencies, and a performance-based routing scheme can significantly
reduce the access latencies. In our experiments, we observe more than 100 ms latency reductions
in some cloud regions for a subset of our vantage points.
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A  GEOGRAPHICAL DISTRIBUTION OF PROBES

Fig. 9 shows the footprint of the probes used in our measurements. We have 65.9% of probes located
in Europe and 19.0% of probes located in North America. In contrast, the probes in other continents

are all less than 10%.

Continent #Probes | Percentage
Europe 3432 65.9%
North America 987 19.0%
Asia 427 8.2%
Oceania 157 3.0%
Africa 109 2.1%
South America 93 1.8%

; Total 5205 100.0%

(a) Geographical distribution (b) Number of chosen probes by continent

Fig. 9. Geographical distribution of RIPE Atlas probes used in our measurements: (a) the locations of probes
(b) the number and percentage of probes grouped by continent.

B VALIDATION OF GROUPING PROBES BY <ASN, CITY>

In this work, we use one random probe from each <ASN, city> group to save the cost, because we
expect that the the probes in the same <ASN, city> group will enter the cloud through the same
cloud edges. We validate this argument in this section.

We randomly select 200 groups of <ASN, city> in our dataset, and we randomly select 5 probes
from each group. Then, we use these 200 X 5 = 1000 probes to launch traceroutes through both
WAN-transit and inet-transit services to all seven regions of three clouds used in our study, including
2X7%x3—1 = 41 destination IP addresses (Google’s South Africa region does not provide inet-transit
service). We group the traceroute by a tuple of <destination IP, ASN, city>, and thus, each group
of <destination IP, ASN, city> contains five probes and corresponding traceroutes. We apply our
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edge discover method (§ 3.2) on the traceroutes. Since we may fail on cloud edge discovery for a
traceroute because of unresponsive hops, we finally have 4216 groups of <destination IP, ASN, city>
where each group contains at least two probes and corresponding detected cloud edges from their
traceroutes. If we find that the cloud edges detected in the probes’ traceroutes of a <destination
IP, ASN, city> group are all in the same city (or within 50 km), we consider this <destination IP,
ASN, city> group has consistent cloud edges. Then we find that 3892 (92%) of all 4216 groups have
consistent cloud edges. Since we resolve the cloud edge at the metro level, we conclude that the
probes from the same <ASN, city> group will take the same cloud edge to enter a cloud’s WAN.

C LOOKING GLASS VALIDATION

For Azure’s Asia region, we examined 10 looking glass servers provided by 10 different ingress
ASes that show up in our traceroutes most frequently to validate the presence and geolocation of
our uncovered edge IP at different locations other than the dominant location. We ran BGP route
query and traceroute from the looking glass server located at the exact same ingress location of
our traceroute measurement.

Table 7. The ingress ASes whose looking glass servers we use to validate the presence and geolocations of
the cloud-end edge IPs.

Ingress ASN | Cloud-end edge IP | Location
55850 43.243.22.38 Auckland, NZ
7713 104.44.42.19 Singapore, SG
9790 104.44.6.113 Auckland, NZ
134697 104.44.236.45 Sydney, AU
28792 104.44.53.151 Manchester, UK
7545 104.44.44.209 Sydney, AU
8262 193.169.198.74 Sofia, BG

224 104.44.198.71 Oslo, NO

37199 196.60.70.47 Johannesburg, ZA
48943 193.203.0.165 Vienna, AT

We inspect traceroute results from the RIPE Atlas probe and looking glass server to the VM’s
inet-transit address. Since the ingress AS is the intermediate hop before the traffic enters the cloud,
we should be able to observe that both traceroutes are using the same cloud edge to reach the
VM. On the other hand, the locations of the looking glass servers are published on the provider’s
website. If the edge hop has a RTT smaller than 2 ms, we can infer that it is co-located with the
corresponding looking glass server, hence the geolocation is accurate. The list of looking glass
servers and the edge IP we examined are shown in Table 7.

Within the 10 we examined, 7 of them we can directly observe the ingress cloud edge we
uncovered from RIPE Atlas probe traceroute to the VM’s inet-transit address through both BGP
route query and traceroute from looking glass server. We can also validate that we have the correct
geolocation for cloud edge since the location of looking glass server is given and the RTT from it
to the cloud edge is within 2 ms.

For three of them (AS55850, AS9790, AS7545), the route from looking glass server to the VM’s
inet-transit address enters the cloud in a location different than the route from probe to inet-transit
VM traceroute. Instead, we find that the if we traceroute from looking glass server to VM’s WAN-
transit address, we will observe the same cloud edge as the probe to inet-transit traceroute, and its
RTT is also within 2 ms range.
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D CDF OF DISTANCES

As shown in Fig. 10, we find that for 84% (AWS), 78% (Azure), and 81% (Google) of the WAN-transit
(probe, VM) pairs, a probe enters a cloud provider’s WAN within a distance of 500 km. This result
shows that the global anycast strategy employed by cloud providers is highly effective in enabling
early entry to a cloud’s WAN. However, only 61%(Azure) and 61%(Google) of the egress traffic
travels less than 500 km from a cloud edge to a probe.

Fig. 11 shows distance between the VM and the ingress (or egress) edges. We can find that for
Azure, WAN-transit traffic (blue dashed curve) exits the edges further away than inet-transit traffic
(red dashed curve). However, for Google, the blue and red dashed curves are close, indicating
similar egress routing strategies of WAN-transit and inet-transit traffic, which is consistent with
our observation in § 4.2 and § 4.3.
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Fig. 10. Cumulative distributions of distance between a RIPE Atlas Probe and its ingress (or egress) cloud
edge for both inet-transit and WAN-transit services across (probe, VM) pairs.
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Fig. 11. Cumulative distribution of the distance between a ingress (or egress) cloud edge and the destination
VM for both inet-transit and WAN-transit services across (probe, VM) pairs.

E PATH INFLATION FACTORS OF THREE OTHER REGIONS

Fig. 12 shows the path inflation factors of two network services for three cloud providers in the
regions of Africa, Oceania, and South America. Overall, all three clouds show similar efficiency of
WAN-transit and inet-transit services in these three regions.

F LATENCY JITTERS OF THREE OTHER REGIONS

Fig. 13 shows the latency jitters of two network services for three cloud providers in the regions of
Africa, Oceania, and South America.
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Fig. 12. CDFs of the path inflation factor for (probe, VM) pairs. The numbers in the legend indicate the
median values of the path inflation factor of each service.
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G CDF OF THE RTT DIFFERENCE (PERCENTAGE) WITH CONFIDENCE INTERVAL

The following figures (Fig. 14-20) show the CDF of the RTT difference (percentage) for difference
cloud regions in the second measurement. Each figure includes one region of three clouds separated
by column, and each row in the figure represents different groups, i.e. { RTT difference, < 2500km
), { RTT difference percentage, < 2500km ), and { RTT difference, > 2500km ). In the figures of
Africa, Asia, Oceania, and South America, the results of the distance between (probe, VM) less
than 2500 km are omitted due to the small number of (probe, VM) pairs.
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Fig. 14. CDFs of median RTT differences for alternative routes with the distance between (probe, VM)
larger than 2500 km (a)-(c). The shaded strips show 95% confidence interval [Ije s, Iign:] of the median RTT
difference. The orange line indicates the threshold of significant improvement (10 ms), and the numbers in
the legends show the corresponding percentile in the CDF of I r;. This figure shows the results of the second

measurement (Table 5).
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Fig. 15. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) larger
than 2500 km (a)-(c). The orange line indicates the threshold of significant improvement (10 ms). The legend
definition is the same as Fig. 14. This figure shows the results of the second measurement (Table 5).
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Fig. 16. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) less
than 2500 km (a)-(f) or larger than 2500 km (g)-(i). The orange line indicates the threshold of significant
improvement (5 ms, 10 ms, or 10%). The legend definition is the same as Fig. 14. This figure shows the results

of the second measurement (Table 5).
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Fig. 17. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) less
than 2500 km (a)-(f) or larger than 2500 km (g)-(i). The orange line indicates the threshold of significant
improvement (5 ms, 10 ms, or 10%). The legend definition is the same as Fig. 14. This figure shows the results

of the second measurement (Table 5).
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Fig. 18. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) less
than 2500 km (a)-(f) or larger than 2500 km (g)-(i). The orange line indicates the threshold of significant
improvement (5 ms, 10 ms, or 10%). The legend definition is the same as Fig. 14. This figure shows the results
of the second measurement (Table 5).

20 30
RTT Difference (ms)

o

(a) AWS, Oceania, > 2500km

40

RTT Difference (ms)

(b) Azure, Oceania, > 2500km

£1.0 210 210
3 3 g
A 0.8 A 0.8 A 0.8
3 3 =
20.6 gO.G / 20.6 ’
So4 So0.4f So4
X 02 —-— Closest, 6% .X 0.2 I —-— Closest, 7% X 02 g —— Closest, 21%
f : ---- Shortest, 4% .f : ---- Shortest, 13% LE . ---- Shortest, 13%
o H —— Lowest, 10% a H —— Lowest, 25% o H —— Lowest, 56%
go.o i 00.0y i go.0 i
10 0 10 20 30 40 0 10 20 30 40

RTT Difference (ms)

(c) Google, Oceania, > 2500km

Fig. 19. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) larger
than 2500 km (a)-(c). The orange line indicates the threshold of significant improvement (10 ms). The legend
definition is the same as Fig. 14. This figure shows the results of the second measurement (Table 5).
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Fig. 20. CDFs of median RTT reduction for alternative routes with the distance between (probe, VM) larger
than 2500 km (a)-(c). The orange line indicates the threshold of significant improvement (10 ms). The legend
definition is the same as Fig. 14. This figure shows the results of the second measurement (Table 5).

H RESULTS OF THE FIRST MEASUREMENT

To ensure that the conclusions presented in our paper are persistent instead of transient, we
conduct all measurements and analysis in the paper twice, which are separated by around five
months as described in §3.5. In previous sections, we have presented the latest results in the
second measurement, and in this section, we review and summarize the results and conclusions
aforementioned, and we compare them with those in the first measurement. For completeness, we
show all figures of corresponding results in the first measurement in the following section.

H.1 Ingress and Egress Cloud Edges

7 WAN m‘égress
inet ingress -

y WAN in‘gress
inet ingress -
VM

y WAN in‘éress
inet ingress -| -
vM

(b) Azure, Asia, Ingress

WAN egress
inet egress -
VM

(a) AWS, Asia, Ingress

“ @ inetegress

(d) AWS, Asia, Egress (e) Azure, Asia, Egress (f) Google, Asia, Egress

Fig. 21. Geographical distributions of the ingress/egress cloud edges for RIPE Atlas probes to reach different
network service tiers of the Asia region for three cloud providers. The size of a circle indicates the number
of probes ingressing/egressing the cloud edge. The egress edges of AWS WAN-transit service is not shown
because AWS does not allow traceroutes from the cloud to the Internet through its WAN-transit service. This

figure shows the results of the first measurement (Table 5).

Our findings of the routing strategies of each cloud in §4.1 and §4.2 are consistent between the
two measurements. The geographical distribution of the old measurement is included in Fig. 21
and Fig. 22. The ingress and egress edges of AWS and Google for VMs in each region show the
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Fig. 22. Geographical distributions of the ingress/egress cloud edges for RIPE Atlas probes to reach different
network service tiers of the Africa and Europe regions for Azure. The legend definition is the same as Fig. 21.
This figure shows the results of the first measurement (Table 5).
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Fig. 23. (a) and (b): The entropy metric that captures the ingress/egress edge diversity of (probe, VM) pairs.
(c) Percentage of (probe, VM) pairs that use the same ingress and egress cloud edges. This figure shows the
results of the first measurement (Table 5).

same distribution between two measurements. Azure’s routing strategies also remain almost
unchanged after five months except for the inet-transit in the Middle East, where the ingress edges
are predominantly located in Europe in the first measurement and they are spread out to all around
the world in the second measurement, as described in (§4.1).

H.2 Edge Diversity and Symmetry

We compare the entropy values of the ingress/egress routing strategies (§4.3). We find that the
differences between the corresponding entropy values in the two measurements are within 0.42
for all regions except for Azure’s inet-transit in the Middle East. As mentioned above, since the
inet-transit prefix of the Azure’s Middle East VM is announced globally in the second measurement,
its entropy value rises from 0.40 to 5.3. The corresponding figures of the first measurement are
included in Fig 23.

H.3 Extra Distances

For the extra distance to closest cloud edges caused by the cloud’s routing strategies (§4.4), we find
the percentages of (probe, VM) pairs entering or exiting the closest edge differ less than 4% for
all clouds and network service tiers (Fig. 24) except for Azure’s inet-transit ingress traffic. Due to
the inet-transit routing changes of Azure in the Middle East, there are 7% more (probe, VM) pairs
entering closet Azure edges. Combining all comparison results of routing strategies shown above,
our conclusion of inconsistency between the cloud’s actual routing strategies and their claims is
persistent and reproducible.
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Fig. 24. The cumulative distributions of the extra distance a probe travels compared to entering or leaving a
cloud via its closest cloud edge for both WAN-transit and inet-transit services. We cannot obtain the egress
edges for AWS’s WAN-transit traffic. This figure shows the results of the first measurement (Table 5).
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Fig. 25. CDFs of the path inflation factor for (probe, VM) pairs. The numbers in the legend indicate the
median values of the path inflation factor of each service.This figure shows the results of the first measurement
(Table 5).

H.4 Path Inflation Factor

We compare the latency effect of the tiered routing. For the path inflation factor defined in §5.1,
the differences of median values between the two measurements are less than 0.4 in all clouds and
regions. Our conclusions such as the general efficiency of WAN-transit service, AWS’s inefficient
WAN transit to Europe, Google’s inefficient WAN transit to Asia, and all clouds’ efficient routings
to North America are also valid in both time periods. The figures of the first measurement are
included in Fig. 25.

H.5 Latency Jitters

Our observations on the latency jitter (§5.2) are also consistent in Fig. 26. A cloud’s WAN-transit
service does outperform its inet-transit service, but is usually less than 5 ms. Azure’ Asia region
shows a persistent exception that the WAN has a larger jitter than the Internet.

H.6 Alternative Routing Strategies

For the alternative routing strategies (§5.3), we find that Closet-Edge and Shortest-Distance
routing still show less benefit of latency improvement than Lowest-Latency routing (Fig. 27).
Besides, with measurements in different time periods, we can still find alternative routes that
can improve the end-to-end latencies substantially. For example, in both measurements, the
Lowest-Latency routes to Europe or North America can reduce more than 10% latency in more
than 10% (probe, VM) pairs within 2500 km apart for all clouds. For (probe, VM) pairs more than
2500 km apart, both measurements show Azure can improve more than 15% of (probe, VM) pairs’
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Fig. 26. CDFs of the latency jitters for (probe, VM) pairs. The numbers in the legend indicate the median
values of the path inflation factor of each service. This figure shows the results of the first measurement (Table 5).
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Fig. 27. The bars show the percentages of (probe, VM) pairs which have the RTT reduction with the confidence
interval’s lower bound larger than the thresholds when comparing three alternative strategies to WAN-transit
service. The numbers above the bars indicate the concrete percentage. The x-axis shows the abbreviations
of regions according to Table 1. Some regions are missing in the figures of “< 2500km” because too few
(probe, VM) pairs are included in that range. This figure shows the results of the second measurement (Table 5).

latency by more than 10 ms for VMs located in Europe or Oceania. Besides, the Lowest-Latency
routes persistently and significantly improve Google’s routing in Asia, where more than 80% and
60% of (probe, VM) pairs can have more than 10 ms and 100 ms improvement, respectively. The
improvement comes from the persistent path inflation issue in Google’s routing for Asia as pre-
sented in §5.3. We also show the improvement CDFs and confidence intervals of the alternative
routing strategies in Appendix H.7.
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H.7 CDF of the RTT Difference (Percentage) with the Confidence Interval

The following figures (Fig. 28—-34) show the CDF of the RTT difference (percentage) for difference
cloud regions in the first measurement. Each figure includes one region of three clouds separated
by column, and each row in the figure represents different groups, i.e. ( RTT difference, < 2500km
), ( RTT difference percentage, < 2500km ), and { RTT difference, > 2500km ). In the figures of
Africa, Asia, Oceania, and South America, the results of the distance between (probe, VM) less
than 2500 km are omitted due to the small number of (probe, VM) pairs.
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Fig. 28. CDFs of median RTT differences for alternative routes with the distance between (probe, VM)
larger than 2500 km (a)-(c). The shaded strips show 95% confidence interval [Ij¢ s, Iign:] of the median RTT
difference. The orange line indicates the threshold of significant improvement (10 ms), and the numbers in
the legends show the corresponding percentile in the CDF of Ij, ¢, This figure shows the results of the first

measurement (Table 5).
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Fig. 29. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) larger
than 2500 km (a)-(c). The orange line indicates the threshold of significant improvement (10 ms). The legend
definition is the same as Fig. 28. This figure shows the results of the first measurement (Table 5).
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Fig. 30. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) less
than 2500 km (a)-(f) or larger than 2500 km (g)-(i). The orange line indicates the threshold of significant
improvement (5 ms, 10 ms, or 10%). The legend definition is the same as Fig. 28. This figure shows the results
of the first measurement (Table 5).
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Fig. 31. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) less
than 2500 km (a)-(f) or larger than 2500 km (g)-(i). The orange line indicates the threshold of significant
improvement (5 ms, 10 ms, or 10%). The legend definition is the same as Fig. 28. This figure shows the results
of the first measurement (Table 5).
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Fig. 32. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) less
than 2500 km (a)-(f) or larger than 2500 km (g)-(i). The orange line indicates the threshold of significant
improvement (5 ms, 10 ms, or 10%) The legend definition is the same as Fig. 28. This figure shows the results of

the first measurement (Table 5).
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Fig. 33. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) larger
than 2500 km (a)-(c). The orange line indicates the threshold of significant improvement (10 ms). The legend
definition is the same as Fig. 28. This figure shows the results of the first measurement (Table 5).
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Fig. 34. CDFs of median RTT differences for alternative routes with the distance between (probe, VM) larger
than 2500 km (a)-(c). The orange line indicates the threshold of significant improvement (10 ms). The legend
definition is the same as Fig. 28. This figure shows the results of the first measurement (Table 5).
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