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Clouds provide latency-sensitive services to clients at geographically distributed sites. They need precise

control of client-site mappings for performance and, if a site fails, fast failover to other sites without cascading

failures due to failover-induced overload or risky routing reconfiguration. However, clouds today route

clients to sites by anycast or unicast with DNS-based redirection—methods that compromise either control

or availability. In fact, even beyond these existing techniques, we find that all general-purpose approaches

for directing clients to sites face inevitable tradeoffs among control, availability, and routing stability. We

then present new general-purpose routing techniques and demonstrate via Internet-scale experiments that

they provide much better tradeoffs among these three goals than existing techniques. One of our techniques

achieves anycast’s advantages with much better control, and another speeds up unicast’s failover while

preserving its advantages. Our techniques establish a new Pareto frontier for cloud routing.
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1 Introduction
A cloud (or CDN) serves its clients from many geographically distributed sites. To achieve low

latency and balance load, it needs to control which site each client connects to. However, control

is not the only goal. A site can fail due to upgrades, hardware failures (e.g., router, line-card),
misconfiguration (e.g., BGP, DNS), facility outages [52], or sudden bursts of traffic (e.g., DDoS).
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When a failure occurs, clouds want to maintain availability by rerouting clients quickly to sites

with free capacity and want to maintain configuration stability by limiting reconfigurations at

other sites. Reconfiguration can induce new outages, even during routine changes [11, 32, 33].

As a result, clouds invest heavily in systems that contain the blast radius of a failure [19, 38].

Finally, clouds support diverse third-party applications and so need to use universal techniques

backwards-compatible with today’s Internet, without modifying clients or other networks.

Unfortunately, simultaneously achieving these control, availability, and stability goals with

universal techniques remains elusive. Two popular techniques used to direct clients to latency-

sensitive cloud services are (i) anycast and (ii) unicast with DNS redirection. Anycast lacks control:

many sites announce the same prefix, leaving site selection to BGP, which can inflate latency by

100 ms (§2.3.2). Failover with anycast is fast by withdrawing the prefix from the failed site, but

the cloud cannot control which other sites failover traffic goes to which could cause failure if the

site does not have enough capacity [17]. Unicast with DNS redirection offers precise site control

but sacrifices availability—DNS resolution caching prevents clients from receiving new addresses

quickly and delays failover, often by 60 seconds or more (§2.3.1). Solutions such as PAINTER [36]

and others (§2.3.3) bypass the limitations of BGP and DNS, but such approaches cannot be used for

all applications and all clients in all networks, a requirement for modern clouds.

Large clouds are impacted—Google [12, 71], Akamai [15, 58], AWS CloudFront [6], and Meta [57]

rely on DNS-based redirection, while Cloudflare [20] and Microsoft [13, 22, 35] mostly use anycast.

Towards overcoming the limitations of current cloud routing techniques that severely compro-

mise control or availability following failure, we make the following contributions:

First, we analyze possible techniques to reroute clients following a site failure and argue that any
universal routing scheme has to compromise on at least one of control, availability, or stability (§3).

Second, we develop universal techniques that combine unicast with DNS redirection and anycast

to address current techniques’ limitations in control, availability and stability, achieving better

tradeoffs than existing ones. We tailor BGP announcements to specific ASes from specific sites

in ways that guide BGP path selection in other networks towards intended routes (§4). Based

on our experience at large cloud providers, our techniques are applicable to any cloud and can

be integrated into existing automated frameworks used by clouds. We term our best techniques

ProactiveSuperprefix, SelectiveReactiveAnycast and SelectiveProactiveDeprefer.

Third, we develop load control that can be integrated into our techniques to prevent a site failure

from overloading other sites, by carefully crafting BGP announcements to consider failover traffic

volume, routing preferences of eyeball networks, and site capacities (§5). While load control is not

part of the aforementioned tradeoffs, existing techniques like anycast also do not achieve this.

We deploy our techniques on 28 sites of Vultr [62], a cloud provider with thousands of peers

worldwide. We evaluate control of client networks worldwide and emulate site failures. We show

that SelectiveReactiveAnycast matches unicast in control and anycast in failover speed, while

limiting the failure blast radius to a single backup site in most cases (§6.3). SelectiveProactiveDe-

prefer nearly matches the control of unicast and the failover speed of anycast without reconfiguring

BGP following a failure, ensuring stability (§6.2, §6.3). While anycast failover overloads sites after

>90% of failures (by >10% of the site’s capacity after 85% of failures and over 300% in the worst case),

our techniques keep overload below 1% of site capacity at all sites in 75% of failures (and below

15% in 90% of failures) (§6.4). Our techniques thus extend the Pareto Frontier of cloud routing.

2 Clouds Need Better Routing
2.1 Setting
We use the term “cloud” to refer to both clouds and content delivery networks (CDNs), since from the

perspective of Internet routing they have similar footprints, share high-level goals (hosting tenant
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applications/content, low latency, high reliability), and (generally, even if not for all applications)

need to meet these goals for clients worldwide.

Clouds have sites that both contain sets of servers for their services and connect to the rest of

the Internet. To connect to the Internet, clouds establish BGP sessions with peers/providers and

announce one or more IP prefixes, enabling clients to reach the servers.

Client traffic is routed to the cloud using DNS and BGP. DNS resolves a hostname to an IP address

in one of the prefixes, which may be cached by the client, its local resolver, or its router. Client

traffic is steered by BGP to a site announcing the longest prefix that contains the address.

2.2 Key Cloud Routing Goals
We focus on key routing objectives that all clouds strive for. Although there may be additional

objectives that certain clouds/applications may care about, publications from clouds have repeatedly

stressed the importance of serving clients from desired sites (e.g., low latency and not overloaded)

[13, 15, 35, 37, 47, 65, 68] and maintaining high availability [22, 31, 36, 41, 43, 45, 66]. From these

objectives, we derive the following three goals that are important to clouds. We define metrics that

quantify these goals in Section 3.1.

Control. As network conditions, site health, client loads, and performance objectives change, the

site a cloud wants to serve a client from may change over time [15]. To meet various performance

objectives under dynamic conditions, a cloud ideally should be able to route a client to any site it
wants. When a site fails, the cloud wants to fail the site’s clients over to other sites with sufficient

capacity to avoid overload, but other control objectives (e.g., steering failover traffic to the lowest

latency site) are of secondary importance during failover.

Availability. If a site fails, the cloud wants to reroute affected clients to healthy sites quickly.
Stability. A recent paper from Google noted that BGP has been “a source of historical outages

at Google” and that, unlike other changes, there is no way to limit the blast radius of a BGP change,

because by design BGP updates propagate globally and quickly into other domains [43]. Cloud

BGP configuration is normally changed in a planned rollout and requires verification [8–10, 21, 60].

Making changes during failures either requires this slow rollout (delaying recovery) or risks causing

more problems [11, 32, 33]. So, after failure, clouds should limit the updating of BGP configurations
at healthy sites to avoid the risk of cascading failure. This caution does not apply to the same

degree to changing DNS records (i.e., changing client to site mappings) since DNS updates are

part of normal operation and can be rolled out incrementally, query by query, and localized to

specific domains with global consistency. Hence, we do not include updating DNS mappings in our

definition of routing stability.

2.3 Current Techniques are Limited
Two widely used techniques for cloud routing are unicast with DNS redirection and anycast. In

unicast with DNS redirection, each site announces a unique prefix, and a service’s authoritative

DNS resolvers answer queries to direct clients to particular sites. Clouds using anycast advertise

a single prefix from all sites (or all sites in a region [69] or in an anycast ring [35, 68]) and rely

on BGP to decide which clients route to which sites. Collectively, we have worked on Internet

routing at two of the three biggest cloud providers and two of the three largest first-party content

providers, as well as talked to engineers at other top clouds and CDNs, and it is our understanding

that this represents the current state-of-practice.

2.3.1 Unicast with DNS redirection slows failover. Since unicast can direct clients to specific sites,

unicast provides clouds with precise site control, but this control comes at cost. When a site fails,

unicast clouds use DNS to direct clients to a different prefix (hence site). However, DNS results are
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cached by clients’ recursive resolvers, OSes, and applications, which can delay clients moving to a

healthy site by minutes (§6.3, Table 1, Appendix A.2), significantly hurting availability.

DNS records include time-to-live (TTL) values that specify how long to cache the record. Small

TTL values slow applications (by increasing cache misses) and still cannot guarantee up-to-date

DNS records. Some DNS resolvers ignore TTL and use expired records to reduce network traffic

[23, 51]. Also, many client applications rely on functions such as getaddrinfo() that only return

IP addresses, making applications oblivious to TTL. Recent work shows that 20%–80% of the

traffic destined to the cloud is sent at least 5 minutes after TTL expiration [36], and other recent

work showed that 7% of all flows continued three minutes after DNS record expiration on a large

residential network [67]. In addition, we test the behavior of the top 10 popular web services on

MacOS and Windows when the service IP address is intentionally made unreachable by us. For

some of the applications, their authoritative DNS resolvers return a single IP address (which we

then block), whereas, for others, they return multiple (and we block only the first one connected to).

We find that on average it takes 60 s for the applications to use a new address from DNS, but this

value varies across different applications and systems, ranging from 0.1 s to 130 s (Appendix A.2).

2.3.2 Anycast compromises control and causes overload. Anycast achieves failover within seconds

by routing to alternative sites without needing a new IP address from DNS ([7], §6.3), as a failed

site can withdraw its announcements. However, anycast compromises control. Anycast relies on the

BGP policy routing decisions made by other networks to route clients to a site, so the cloud cannot

guarantee that clients are directed to appropriate sites (e.g., based on latency or load). Anycast

routes a substantial subset of clients to distant sites, inflating latency [13, 35, 42]. For the cloud we

measure (and later use for evaluating our techniques), anycast inflates latency for half the clients,

with 10% of clients experiencing 100ms extra latency (Appendix A.1). Compared to prior work

that measured a different cloud [35], our fraction of clients with latency inflation is similar. After

failure, failover traffic can overload other sites, affecting all clients served from these sites. Anycast

overloads sites following more than 90% of site failure scenarios we tested (§6.4.4). In prior work,

Microsoft also noted that this is an important but hard problem to solve [22, 45].

2.3.3 Clouds need approaches that (only) rely on DNS and BGP. Other systems sidestep some of

the challenges of DNS and BGP in particular settings. However, such solutions require additional

functionality from the application, the client’s network, or the client, and thus are not backwards

compatible. PAINTER improves performance over anycast and unicast but requires custom network

functions in client networks to steer traffic. PAINTER notes that this requirement makes it less

universal/deployable than using DNS [36]. Application-based redirection embeds the redirection in

application layer protocols or the application itself (e.g., a custom URL embedded in a Netflix page

to direct the client to a particular video cache). This approach is not universal—for example, a cloud

cannot apply this solution to hosted tenant applications or to landing pages of its own sites. These

approaches are valuable, but any cloud provider that hosts legacy applications (such as websites!),

enterprise tenants, or third-party tenant applications—that is, all major public cloud providers and

CDNs—will also need to employ a universal approach that relies solely on BGP and DNS, and so

we will limit our scope to such universal techniques.

3 Unavoidable Tradeoffs in Universal Cloud Routing
This section definesmetrics tomeasure control, availability, and stability, and discusses how different

choices in cloud routing lead to different tradeoffs. Quantifying these goals helps us compare

different techniques. Other reasonable definitions of how exactly to quantify the goals would lead

to numerically different results but the same fundamental tradeoffs and qualitative conclusions. Our
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discussion of tradeoffs provides guidelines we use to design better routing techniques in Section 4

and applies to any universal technique for cloud routing, meaning one that relies on DNS and BGP.

3.1 Metrics forQuantifying Goals
Definition 1. Control Metric: Ideally, we would define this metric as the minimum fraction of

clients correctly routed to a desired site over all possible client-to-site mappings, which would

result in anycast having control of 0%. Evaluating all mappings is infeasible, however, as there are

exponentially many to evaluate. Instead, we evaluate it relative to a single mapping, one that maps

each client network to a site to which it has low latency. For the desired mapping, we first identify

the set of clients that anycast maps to an incorrect site (and exclude those it maps correctly). We

then define the control of a cloud routing approach as the percentage of clients with anycast errors

that the approach maps to the desired site. Hence, we define anycast as having 0% control, which

is reasonable since clouds using anycast rely exclusively on decisions made in other networks to

route clients to their sites and so have no control. Both this work (Appendix A.1) and prior work

[13, 35, 42] show that anycast suboptimally routes a substantial fraction of clients, and so our metric

definition focuses on the clients that are difficult to route correctly. All techniques we consider can

correctly route any clients that anycast routes correctly, and so excluding these clients and using

anycast to “normalize” our metric does not obfuscate any tradeoffs among our techniques.

Definition 2. Failover Load Control Metric: For a cloud using routing technique T (e.g., anycast)
for sites ST , we measure the failover load control of T by emulating the failure of sites one at a

time and measuring the overload at the remaining sites in the immediate aftermath, when clients

are using cached IP addresses from the failed site. For the failure of a site f ∈ ST , we define the

overloading rate of a site s ∈ ST ∖ {f } as overload

(
s, f

)
= max

(
0,

load

(
s,f

)
capacity

(
s
) − 1

)
, where load

(
s, f

)
is the total load on s after f fails, and capacity

(
s
)
is the total capacity of s. With this definition,

a site at or below its capacity has an overload of 0, and a site with twice as much traffic as it can

handle has an overload of 1. The aggregate overload when f fails is then

∑
s∈ST∖{f } overload

(
s, f

)
,

the aggregate overload across all single site failures is

∑
f∈ST

∑
s∈ST∖{f } overload

(
s, f

)
, and the

aggregate overload across all single site failures across a set of different clouds 𝒮T
is overload𝒮T =∑

ST∈𝒮T
∑

f∈ST
∑

s∈ST∖{f } overload
(
s, f

)
. Since anycast does not actively control load distribution

at all, we define a technique T ’s failover load control as its normalized improvement over anycast:

failoverControl𝒮T = 100%×
(
1− overload𝒮T

overload𝒮anycast

)
, so anycast will score 0%, and a technique with no

overload at any sites following every single-site failure will score 100%.

Definition 3. Availability Metric: Following a site failure, for clients that were using that site, the

percentage of time those clients can be routed to a healthy cloud site over a period of x seconds

after failure even if the application/OS is still using a cached IP address of the failed site.

The specific value of x will not impact the fundamental tradeoffs that we are about to discuss.

However, it makes sense to choose a value of x based on the failover times of approaches under

consideration, such as DNS caching TTL values and BGP route convergence time. We will use

x = 150 since DNS redirection typically achieves failover within this time (§2.3.1). For example, if

clients first connect to cloud sites 10 s after the failure and remain connected after, then over the

period of x = 150 seconds, the availability is about
150−10

150
× 100% = 93%. We do not just use the

time of the first connection because clients can experience intermittent connectivity during route

convergence. To measure this metric, the cloud can emulate a site failure by withdrawing prefixes

and then test client reachability by issuing client-side measurements [14]. Section 6.3.1 details how

we measure it in our evaluation.
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Definition 4. Stability Metric: After a site failure, the percentage of sites (ignoring the failed

one) that maintain the same BGP announcements as before. For example, if a cloud has 10 sites,

and on average a failure of a site requires changing BGP announcements at 3 sites, then it has

10−3

10
× 100% = 70% stability.

3.2 Tradeoffs are Unavoidable
3.2.1 Failover mechanisms. To understand why at least one of the cloud routing goals must be

compromised, we consider all possible approaches to redirect clients from a failed site to a healthy

one. Let us suppose some clients are using address a to connect to a site s that announces a prefix p
that includes a. When site s fails (and withdraws p), at least one of the following must happen so

that the affected clients can connect to a healthy site and achieve failover:

(1) DNS-failover. A client queries the DNS, learns a different address a′ that is within a prefix p′

announced by some healthy site, and starts using it.

(2) Clients continue to use the address a (or another address within p). For the address to be

reachable, a prefix that includes a must be announced from at least one healthy site. There are

three possible announcements.

(a) same-prefix-failover. A (healthy) site (not s) announces p.
(b) super-prefix-failover. A site announces a superprefix psuper that includes p (and a).
(c) sub-prefix-failover. A site announces a subprefix of p, psub, that includes a.

Since BGP routing works at a per-prefix basis, we categorize the announcements based on their

prefixes’ relationships to p. However, within each category, there exist many ways of making the

BGP announcement (e.g., BGP attributes, when and where to make the announcements), which we

will discuss in Section 4.

3.2.2 Analyzing tradeoffs. We analyze the primary concern or tradeoff in each failover mechanism.

DNS-failover. As discussed in Section 2.3.1, it can take tens of seconds to minutes for applications

to start using a new address after failure, resulting in low availability (§6.3, Table 1).

super-prefix-failover. Routers perform longest prefix matching to route packets. Even if a router

has routes to psuper , they will not be used while the router has any route to the prefix p in its BGP

table. When s fails and withdraws p, BGP will choose and exchange increasingly less preferred

outdated routes toward the failed site, blackholing traffic, until all alternatives are exhausted and

the withdrawal of prefix p has finally converged. But complete withdrawal of a prefix is known to

converge slowly, taking a median of approximately 100 s [40] (also measured and validated in our

preliminary work [70] and in Section 6.3). This leads to low availability (38%, §6.3, Table 1) in the

150 s window following the failure.

same/sub-prefix-failover. same-prefix-failover does not suffer from the same availability issues as

super-prefix-failover. Alternate routes to p announced by healthy sites will compete with lingering

outdated routes withdrawn by the failed site after failure. Instead of waiting for all routes towards

the failed site to completely disappear as in super-prefix-failover (which takes much longer), routers

in same-prefix-failover will short-circuit convergence by switching to a competing valid route

announced by a healthy site. A prior study found that a CDN’s anycast failover (which is same-
prefix-failover) completes within 1 second for 90% of the vantage points [58], resulting in ≈ 100%

availability. We also validate this in Section 6.3. sub-prefix-failover achieves fast failover for a similar

reason: routers will prefer psub over p, so as soon as they learn routes to psub, failover is achieved.
However, same/sub-prefix-failover will compromise either control or stability, depending on

when the backup announcements of p or psub are made. These announcements from other sites can
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either be made before the failure along with the announcements from site s (i.e., proactively), or
only after the failure of site s (i.e., reactively).
If p or psub is announced by other sites before the failure, then control will be compromised. If

other sites announce a more specific prefix psub, then longest-prefix matching will route all clients

towards them, compromising control completely (in practice, no cloud would do this). When other

sites announce the same prefix p, some routers will select routes towards the other sites, even if the

sites use mechanisms such as AS path prepending, since routers are free to pick any route to a prefix

in their BGP decisions. We validate in our preliminary work [70] and Section 6.2 that in practice

42% of clients are misrouted toward sites adding AS-path prepending even when non-prepended

paths are available, and that increasing the prepending does not significantly improve control.

If p or psub is announced by other sites only after the failure, then their BGP configuration must

be changed during an ongoing failure, compromising stability.

Unavoidable tradeoffs. Hence, some tradeoff has to be made in implementing a cloud routing

technique. DNS-failover and super-prefix-failover can ensure full control and stability but have

to compromise availability significantly, as with unicast with DNS redirection (§2.3.1). same/sub-
prefix-failover achieve high availability but have to compromise some control or stability (e.g.,
anycast compromises control (§2.3.2)). Our guidelines apply not just to our techniques but to all

universal routing techniques and determine the central tradeoff for any possible cloud failover

technique. Based on these guidelines, we introduce techniques that make announcements selectively
to minimize these compromises (and achieve all goals almost fully).

4 Pushing The Limits of The Tradeoffs
This section introduces new universal techniques that achieve control, availability, and stability
close to optimal. Whereas existing systems choose unicast or anycast (with many clouds/CDNs

depending on both across different systems), we take a hybrid approach. In normal operation, to

achieve control, we assign each site a prefix and use DNS redirection to point clients to sites. After

a site failure, we use announcements of the site’s prefix from other sites as backup routes to achieve

failover without being delayed by DNS caching, similar to anycast. One of our variants announces

backup routes only after failure—reactive backup—while the other announces backup routes before

failure, but in ways that cause most/all networks to choose the primary routes—proactive backup.

4.1 Preliminary Techniques and Their Limitations
We describe initial, simple ways of combining anycast and unicast that benefit from both strengths

but also have significant drawbacks to overcome. We originally proposed these techniques in a

short, preliminary version of this work [70], before we developed ways to overcome the drawbacks.

Reactive backup. Our preliminary work introduced ReactiveAnycast [70], which announces

unicast prefixes from each site, and, when a site fails, its prefix is reactively announced from every

other site. The technique preserves control in normal operation and availability after failure, but

requires reconfiguring every site after a failure, compromising stability. Moreover, the anycast

announcements overload healthy sites in 90% of failure scenarios (§6.4).

Proactive backup. Our preliminary work also proposed ProactiveSuperprefix, which an-

nounces covering (i.e., less-specific) prefixes at backup sites to avoid reconfiguration after failure,

but, due to longest-prefix matching, failover is slow [70], as we validate in Section 6.3.3. Our

preliminary work also introduced ProactivePrepending—backup sites proactively announce the

same prefix as the primary site but with AS path prepending. For consistency with our naming

conventions of new techniques we will introduce in this paper, we will refer to that technique

as ProactiveDeprefer(prepend) rather than ProactivePrepending. We found that, of clients
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NYC
AS6

ProvidersSites

AS7

AS8

AS9

Clients

Tier1-B

Tier1-C

Tier1-A

Tier1-D

Tier1-E

LA

Rio

LON

(a) Announcement configuration for NYC during nor-

mal operation. Green (dashed) links are candidates to

make backup announcements. Backup routes are only

announced to providers shared with NYC (Tier1s A–

D, but not Tier1 E) to maintain availability. Proactive

backup announcements use AS path prepending or

tag communities to lower localpref at the provider
to achieve control (§4.2).

Tier1-A
AS6

AS7

AS8

AS9

Providers ClientsSites

Site capacity

Unused capacity Normal traffic

Failover traffic

Preferred route

Candidate backup
announcement

Link

Propagation blocked
by BGP community

Primary announcement
Capacity-aware 
announcement

Site failure

🔥🔥🔥🔥🔥

Tier1-B

Tier1-C

Tier1-D

Tier1-E

NYC

LA

Rio

LON

(b) Capacity-aware announcements during failover (§5) in solid green lines are a

select subset of candidate announcements. The buckets demonstrate the bin packing

problem where client loads (items) are routed (packed) into sites with capacities

(bins) (§5.2). AS 6 consistently prefers Tier1 A (§5.2.1). The other client ASes have

mixed preference among their providers (§5.2.1). AS 9 is assigned to Tier1 C by the

BGP community. For AS 7, we group its providers (Tier1s A and B) at LA. For AS

8, we reserve duplicate headroom at LA and Rio where its traffic may arrive. LON

makes no backup announcement to improve stability.

Fig. 1. Primary announcement configuration and candidate backup announcements before the failure (a),

and capacity-aware backup announcements during failover (b). Most but not all providers are Tier1 networks.

We label them as such to make it easy for the reader to tell when we mean a provider versus a client network.

not directed to a nearby site by anycast, an average of ≈46% per site are still misdirected by

ProactiveDeprefer(prepend), compromising control (§6.2.2). Adding more prepending does not

improve control significantly. In addition, following a site failure, while routes are reconverging,

clients flip between multiple sites for ≈50 s (§6.3.3), which can break connections [64].

To summarize, the preliminary reactive and proactive techniques have significant limitations. The

challenge in both is configuring announcements at backup sites to avoid significant compromises

on any of the three goals, even though at least some compromise on at least one goal is inevitable

(§3.2). Finding configurations with good tradeoffs involves selecting the right sites, providers, and

BGP attributes for each backup announcement.

4.2 SelectiveProactiveDeprefer: Better Proactive Backup
Our preliminary technique ProactiveDeprefer(prepend) has much lower control than unicast

in normal operation and has slower route convergence than anycast after failure. In this section,

we will analyze the causes behind each problem and propose solutions through a combination of

selective announcements and certain BGP communities.

Improving control by only announcing backup routes to providers of the primary site.
We need to encourage all ASes to prefer the routes from the primary site. In the BGP decision

process, AS path length is only considered when routes are tied according to a network’s localpref,
so, in ProactiveDeprefer(prepend), a longer prepended route may be selected when a network

sets it a higher localpref. In Figure 1a, Tier1 E is a provider of backup sites Rio and LON but not

the primary site (NYC). Tier1 E will prefer (customer) routes to Rio and LON over (peer) routes to

NYC learned from Tier1 D, regardless of path length.

To avoid this outcome, we only use a site as backup if it shares provider(s) and/or peer(s) with

the primary, and we announce at the backup sites only via those shared neighbors. In Figure 1a,

to backup NYC, we only consider backup announcements to Tier1s A–D (NYC’s providers), from

sites that connect to those providers (dashed green lines). As networks usually assign the same

localpref to all routes learned from the same AS [25], Tier1s A–D are likely to choose the primary

route received from the cloud over a prepended backup route. Since they are the only networks

receiving the backup routes and they prefer (and export) the primary route, no other networks (e.g.,
Tier1 E) will learn or prefer the backup routes before failure. In particular, Tier1 E only learns routes

through Tier1 D, and, since Tier1 D prefers the route from NYC, Tier1 E will be correctly routed

to NYC. Section 6.2 validates this claim experimentally. If the primary site fails and withdraws
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its route, the neighbors (Tier1s A–D) immediately switch to and propagate the prepended routes

they are already learning from backup sites, enabling fast failover to restore availability. Clouds

typically connect to a number of large providers and peers at multiple sites, and these neighbors

account for a large volume of client traffic [59]. This ensures the existence of shared providers.

Speeding route convergence by using BGP communities to change localpref. When

using BGP prepending to make backup routes less preferred, routes can converge slowly following

a failure because ASes will attempt to select the outdated shorter routes towards the failed site

before converging to the new longer backup routes. In Figure 1a, client AS 6 selects a route through

Tier1 A to reach the primary site before failure. When the primary site withdraws its routes, Tier1 A

updates its route to a prepended backup route (towards LA) and exports to AS 6. Meanwhile, Tier1 E

still announces its stale, shorter route, so AS 6 prefers it. This route may fail to reach NYC or reach

Rio, depending on whether Tier1 D has updated its route. Eventually, Tier1 D and Tier1 E will

converge toward Rio and propagate this long prepended route to AS 6, which will switch back to

the route through Tier1 A. In general, client ASes may bounce between sites during convergence.

Our idea is to announce backup routes that are of the same length as the primary route (i.e.,
without prepending), so that the shared providers (Tier1s A–D) will fail over seamlessly and

propagate the same backup routes as they do before failure. However, the risk is that the shared

providers (Tier1s A–D) may pick the backup routes before failure, unless we can induce them to

set lower localpref on the backup routes.

Although the localpref is set by the neighboring network importing the route and is not

directly modifiable by the cloud coriginating a prefix, many large providers (including all of the

Tier1 networks connected to our testbed (§6)) define BGP communities that customers (such as a

cloud) can use to instruct the provider how to set localpref [18, 29, 48–50, 53, 61]. For example,

NTT defines the community 2914:480 such that routes tagged with that community will be given a

localpref equal to NTT’s default customer value minus 10.

Therefore, backup sites can tag announcements with such communities, lowering a shared

provider’s localpref below its default customer value but above or equal to its default peer value.

Since by default (without communities) routes from the cloud will be considered customer routes,

routes from the primary site will be preferred by the shared providers (Tier1s A–D in Figure 1a).

After failure, the route from the primary site is withdrawn, and the shared profiders will seamlessly

switch to backup routes, which will be preferred over any peer routes (due to higher localpref or

shorter AS path). Because primary and backup AS paths are identical, providers export the same

routes after failure, avoiding route reselection in other networks (e.g., AS 6 in Figure 1a).

To sum up, our new technique SelectiveProactiveDeprefer announces routes at backup sites

only to providers of the primary site, tagging them with appropriate communities. If a shared

provider does not support such communities, the backup sites instead use AS path prepending to it.

In practice, since large clouds connect to Tier1 networks that support localpref communities,

SelectiveProactiveDeprefer can often achieve control through BGP communities. Selective-

ProactiveDeprefer achieves 99% control (§6.2) and achieves availability similar to anycast (§6.3).

Multi-Exit Discriminators (MEDs) also indicate to a provider connected at multiple sites which

ones to (de)prefer. We do not evaluate MEDs since the cloud we use for evaluation (§6) does not

provide a way for us to control the MEDs announced to its providers. We expect that using MEDs

would perform equivalently to using BGP communities that change providers’ localpref, which
we evaluate. In practice, a cloud can use localpref communities, MEDs, or prepending on backup

announcements to a provider, depending on which ones are supported by that provider.
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4.3 SelectiveReactiveAnycast: Better Reactive Backup
Our preliminary ReactiveAnycast technique requires reconfiguring all backup sites after failure,

compromising stability. To mitigate this problem, we propose to use a smaller number of backup

sites—we term this technique SelectiveReactiveAnycast. One might worry that announcing

from fewer backup sites could lead to slower failover than anycast, if the reduced number of routes

available for failover led to slower propagation. We find that, despite using fewer backup sites,

SelectiveReactiveAnycast does not sacrifice the availability of anycast, if we select backup site(s)

that connect to provider(s) or peer(s) of the failed site, because these providers quickly receive a

backup route and avoid selecting failed routes during the convergence of the withdrawal (§6.3).

5 Load Control After Failures
While we propose using a small number of backup sites in SelectiveReactiveAnycast to improve

stability, this desire to use as few backup sites as possible exposes another challenge—handling

the failover load without overloading backup sites. If a backup site receives more failover traffic

than it has free capacity, the overload impacts all its clients, not just the ones that came from the

failed site. Using one backup site will not suffice if the failover traffic volume exceeds the backup’s

unused capacity, which will often happen (headroom is commonly ≤ 50%). Using multiple backup

sites may not help either, regardless of aggregate spare capacity, as BGP may route clients to any

site, and so the failover traffic load does not necessarily spread out evenly across backup sites.

Avoiding overload during failover is not just a challenge for SelectiveReactiveAnycast or even

just for approaches that limit the number of backup sites, and in fact applies to all techniques that

announce a failed site’s addresses from other sites (proactively or reactively), including anycast. In

fact, when we emulate site failures on the Internet using assumptions about site load and available

capacity (headroom) informed by discussions with cloud and CDN operators, anycast overloads

sites after 90% of failures, with sites receiving up to 3× more traffic than they have total (not just

available) capacity (§6.4.4)! In prior work, Microsoft also noted that this is an important but hard

problem to solve [22, 45]. The root cause is that, as with anycast during normal operation, BGP

does not allow operators to easily control (or predict) which sites clients will be rerouted to if

multiple sites announce the same prefix.

5.1 Overview
To prevent overload, we introduce capacity-aware backup announcements that account for each

site’s available capacity. Since the backup routes are only needed until clients refresh DNS (which

then restores cloud control), the priority is to quickly restore connectivity without overload, even

if it means temporarily using distant sites with higher latency. Our capacity-aware announcements

are compatible with all of our techniques.

We want to reroute the client networks from a failed site to as few backup sites as possible

(e.g., to boost stability of SelectiveReactiveAnycast) while not overloading any site. Cloud

sites are overprovisioned even at peak time, to accommodate sudden traffic spikes and failures.

Clouds monitor traffic volume from client networks and available capacity at each site in near

real-time. Although load changes over time, a cloud can observe the load pattern per site to derive

a capacity-aware configuration that will work at peak time (and also other times) or different

capacity-aware configurations for different times of day. Our techniques do not specify the metrics

for load. A cloud can use metrics such as requests or bytes per second.
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5.2 Our Approach to Failover Load Control
We model this problem as a bin-packing problem, where the cloud can only manipulate which

backup site (the bin) a client is routed to (packed in) indirectly through BGP announcements to the

cloud’s direct providers. A key challenge is that routing in client, provider, and other intermediate

ASes is unpredictable [45], which leads to uncertainty about which backup site a client will route

to (and thus whether a site will be overloaded). This section discusses our approach to the problem,

and Appendix C formally articulates it as an optimization problem.

To overcome this uncertainty, we manipulate which routes are available so that we gain certainty

about which provider a client will use and which site traffic through that provider will end up

at. We can restrict which site each of the clouds’ providers route traffic to by announcing to each

provider only at the one site. Below we describe ways of further restricting the providers that

clients reach the cloud through.

Figure 1b illustrates a capacity-aware configuration after site failure. After NYC fails, the cloud

wants to redirect client ASes 6–9 to backup sites. Failover without overload is difficult since (i) the

total traffic from clients (colored boxes) exceeds the unused capacity of any single backup site, so

the cloud cannot just route all clients to the largest site, and (ii) predicting or controlling where

clients ingress is hard [45]. We incorporate three key observations to overcome these challenges.

5.2.1 Making client to site mappings more predictable. First, most clients consistently prefer to reach

the cloud through a single provider, regardless of which sites are announcing to that provider and

which providers the cloud announces to [68]. Prior work demonstrates how to issue measurements

to identify and continuously maintain these mappings of clients to providers, as well as how to

identify the (small fraction of) clients do not have a single preferred provider [68]. In Figure 1b,

AS6 consistently prefers Tier1 A over Tier1s B and E, so we assign AS6’s load to Tier1 A.

Second, a cloud can sometimes restrict a client’s route towards the cloud using BGP communities

offered by many large ASes. In Figure 1b, Tier1 D has a BGP community for each customer AS to

tell it not to export a route to that customer. The cloud can use this community to force traffic from

client AS9 through Tier1 C (and so AS9’s load is assigned to Tier1 C).

Third, the cloud may be unable to restrict a client’s route to a single provider (ASes 7 and 8). In

these cases, we assign the client’s traffic to multiple providers. This assignment leads to two cases.

(1) Conservative headroom reservation. A client may have mixed provider preferences, but as long as

we retain enough headroom at all sites where the client’s traffic can arrive, overload will not occur.

As an example, client AS 8 has mixed preference between Tier1s B and C. If, as in the figure, the

bin packing assigns Tier1s B and C to two different sites (LA and Rio), AS 8’s traffic can potentially

contribute to the load at either provider and hence either site. In the bin packing bins, we reserve

room for AS 8’s load twice (once per site) to account for the uncertainty. Incorporating uncertainty

in this way translates to a conservative lower bound on a site’s available capacity. Despite this

conservative constraint, we are able to find solutions that accommodate all failover traffic in all

scenarios we evaluate (§6.4). (2) Grouping providers. If the bin packing is able to assign all of a client

network’s possible providers to the same site, we can ensure the site’s received load is predictable,

regardless of which provider the client takes. Client AS 7 may route through either Tier1 A or

Tier1 B, so the exact load from Tier1s A and B is uncertain. But both Tier1s A and B are assigned to

LA (i.e., only LA announces to Tier1s A and B). So, in the bin packing problem, we only need to

reserve room for AS 7’s traffic once at LA.

5.2.2 (Bin)Packing clients to providers to sites. Using these techniques, we assign client load to

providers and run a bin packing solver that assigns providers to sites (which translates to BGP

announcements from sites to providers). The decision of how/whether to (1) group providers or
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(2) conservatively reserve capacity for a client AS at multiple possible sites trades off requiring

more failover capacity at a single site versus requiring more global failover capacity. Grouping

providers requires additional capacity at a single site to absorb failover traffic from all clients that

use any of the providers in the group, which may be impossible if sites lack enough headroom.

Conservatively reserving headroom at multiple sites requires additional global capacity for any

clients that might use a site’s assigned providers. Since in practice the number of providers and

size of possible provider groups is relatively small (e.g., if a site connects to ≤ 20 providers, which

is typical for a cloud [1, 26], there will be ≤ 627 possible groups) and the problem at a cloud scale

is typically solved in 20 minutes (Appendix C), we decide to run the bin packing for each possible

grouping and choose the solution with the least number of backup sites used.

Occasionally, one provider may carry too much failover traffic for any healthy site to handle

without overload. In this case, the cloud needs to assign the large site multiple prefixes (a priori,

before failure) and split traffic across the prefixes ahead of failure by returning different DNS

answers to clients. In this way, that provider’s traffic to each prefix is smaller and can fail over to

different sites. Since clouds need to limit prefix use [36], we use the smallest number of prefixes

that enables a provider-to-site assignment (bin packing) for the site.

In Figure 1b, we reason through a solution that a bin packer might arrive at. Tier1 A’s maximum

possible load (5) can only be handled by LA (spare capacity 6). Since client 7’s traffic is handled

either by Tier1 A or Tier1 B, we can assign both to LA (grouping Tier1s A and B) without exceeding

LA’s unused capacity and avoid reserving duplicate headroom for AS7’s traffic at different sites.

After this assignment, LA is fully occupied by traffic from Tier1 A and Tier1 B. Tier1 C (max load

3) cannot be assigned to LA, so we assign it to Rio (capacity 4). This assignment allows the cloud to

fail over by making announcements from just 2 sites. Client AS8’s traffic may arrive at LA and Rio,

so the bin packer has reserved unused capacity at both LA and Rio for AS8’s traffic.

5.3 Limitations and Requirements
Our techniques do not consider the capacity of the links between backup sites and their providers.

Future work may extend the optimization (Appendix C) with additional constraints on provider-to-

site assignments based on link capacity.

Our techniques require some backup sites to connect to providers of the failed site. Most cloud

providers (including the one we use in evaluation) have a high degree of shared providers across

sites [1, 26], so we expect that our techniques work as expected on them. With limited or no

shared providers/peers, our proactive backup technique may not work well (Appendix B.1), and

our approach to load control cannot work.

If site capacities are not sufficiently overprovisioned, overload after failure may be unavoidable.

For example, when the total spare capacity at backup sites is smaller than the failover load, or when

many sites have insufficient capacity to handle any provider’s traffic, there will be no solution to

the bin packing problem. If no solution is found, the solver can be rerun with increased (virtual)

site capacity to guide future provisioning.

Summary. This section discussed how to make an announcement from multiple sites so that

clients are routed based on site capacity, a problem not solved in prior work. We solve it by jointly

optimizing client-to-provider and provider-to-site assignments. Details can be found in Appendix C.

6 Evaluation
We evaluate the control, availability, and stability of our techniques using PEERING [56], deployed

on 28 sites of Vultr, a public cloudwith thousands of peers. Our evaluation shows that our techniques

form a new Pareto Frontier for cloud routing over the three key routing goals (Table 1).
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6.1 Evaluation Methodology
6.1.1 PEERING-based Prototype. We use PEERING’s deployment on Vultr [56] to emulate a cloud

and evaluate the control, availability, and stability of each technique. Every site has at least one

transit provider (so is globally reachable), and most sites have 3–5 transit providers and hundreds

of peers. This deployment provides a global footprint representative of the large cloud and content

providers for which we intend our techniques. The 28 sites include 1 in Africa, 1 in South America, 2

in Oceania, 7 in Asia, 7 in Europe, and 10 in North America (Fig. 2). Similar to how 90% of Facebook

traffic is to a user within 2500km [57], 80% of the world’s Internet population is within 2500km of a

Vultr site. The deployment density is between that of IBM and that of Microsoft/Google/Amazon

[5]. We use a /23 prefix and the two /24s it contains for the experiments. We emulate a site failure

by withdrawing our announcements from the site.

6.1.2 Emulating Cloud Clients. To test availability and control, we need a set of “clients” for each

site. We use ISI’s IPv4 Hitlist [39] to get a list of 3.6M clients that respond to ping. We sample

targets differently from this superset for different evaluation purposes (explained later—§6.2.1,

§6.3.1, §6.4.1). We issue and record responses for pings from Vultr sites to clients before and after

emulated failures. We assess availability based on whether or not we receive the clients’ responses

after failure. We assess control based on whether clients’ responses are routed to expected sites.

6.2 Achieving Greater Control
ProactiveSuperprefix and SelectiveReactiveAnycast always optimize control under normal

operation, because the most specific prefix is only announced at one specific site, so the cloud can

direct a client to a particular site using DNS. We evaluate the control of our technique Selective-

ProactiveDeprefer, in which backup sites announce the prefix of the primary site under normal

operation. We find that it routes more than 99% of clients to the intended site. In contrast, our

preliminary approach ProactiveDeprefer(prepend) (§4.1) only routes 58% [70] .

6.2.1 Methodology. We measure whether our techniques can steer clients to 12 sites: Amsterdam,

Atlanta, Bangalore, Chicago, Johannesburg, Paris, Sao Paulo, Seattle, Singapore, Sydney, Tokyo,

and Warsaw (1 in Africa, 1 in South America, 1 in Oceania, 3 in Asia, 3 in Europe, and 3 in North

America). They cover large global interconnection points and geographic diversity. Our results

show consistency regardless of the site (§6.2.2) so we believe the study on 12 sites is sufficient.

For each site we study, we select client targets that we desire to route to the site as follows:

∙ Not routed by anycast.We exclude targets already routed to the site by anycast (see control

metric in §3.1)—ProactiveDeprefer(prepend) and SelectiveProactiveDeprefer can trivially

route these targets to the site because routes to other sites are less preferred than under anycast.

∙ Proximity and AS diversity. For each site, we consider targets that are within 50 ms round-trip

latency of the site because clouds normally want to redirect clients to nearby sites (80% of hitlist

targets are within 50 ms of at least one site). We select 10,000 targets per site spread across ASes

as evenly as possible, selecting randomly within an AS if it has multiple eligible targets.

We measure 10,000 targets rather than probing all of them because measuring availability will

require rapid probing for accuracy (§6.3.1). Probing a large number of targets quickly can introduce

losses (at PEERING or other networks on the Internet) that could be mistaken for unavailability.

Empirically we find that probing 10,000 targets achieves a good balance: it provides good coverage

but rarely experiences packet loss once BGP has converged. Figure 2 shows that the sites and

targets we use cover the most populous regions in the world. Our targets include 42K ASes out of

65K ASes with responsive targets in ISI’s hitlist. They are located in 14K cities in 191 countries.
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Vultr PoPs

0 20 40 60 80 100
% of User Population Covered (by country)

Fig. 2. Locations of Vultr PoPs and regions of population [3] in which we measured at least one ping target.

We calculate the percent of each country’s population that resides within regions with targets, then use that

percent to color the country’s regions in which we have targets. Our population coverage is good near PoPs.

Technique Control
1,2

Availability
1

Stability
1

Failover

Load Control
1,2

anycast 0% 99% 100% 0%

unicast 100% 0%
3

100% N/A
3

ProactiveSuperprefix 100% 38% 100% 95%

ProactiveDeprefer(prepend) 58% 97% 100% 0%

SelectiveProactiveDeprefer 99% 97% 100% 95%

ReactiveAnycast 100% 99% 0% 0%

SelectiveReactiveAnycast 100% 99% 94% 95%

1
See definitions in

Section 3.1.

2
Improvement over

anycast (see Section 3.1).

3
Availability and Failover

Load Control while clients

use cached IP addresses, so

unicast does not fail over at

all.

Table 1. Shaded techniques achieve the best tradeoffs (§3) among control, availability, and stability and are

on the Pareto frontier of cloud routing.

We iterate through the 12 sites. For ProactiveDeprefer(prepend), we prepend three times and

announce backup routes to all neighbors at the other 27 backup sites (§4.1). For SelectiveProac-

tiveDeprefer, we announce backup routes only to providers that also connect to the failed site

(§4.2). We test with two variants using prepending or BGP communities (§4.2). We wait 40 minutes

to ensure convergence. We then ping every target and inspect whose response are received by the

current primary site we are studying, which means they are controlled by the technique.

6.2.2 Results. The Control column in Table 1 shows ProactiveDeprefer(prepend) only controls

≈58% of targets on average. Its control ranges from 34% to 82% across sites (52% median). In

contrast, SelectiveProactiveDeprefer (both with prepending or communities) achieves at least

99% control on every site we measure, validating our claim in Section 4.2.

6.3 Achieving High Availability and Configuration Stability
We now show that SelectiveReactiveAnycast achieves the same availability as ReactiveAny-

cast despite using a much smaller number of backup sites, providing it with much better stability.

Both have availability close to anycast. SelectiveProactiveDeprefer also achieves similar failover

speed and hence availability to anycast. For SelectiveProactiveDeprefer, we find that using

BGP communities is better than AS path prepending—the use of non-prepended backup routes

enables its routes to converge faster following failure (§4.2).

6.3.1 Methodology. We use 28 Vultr sites to emulate a cloud and study the availability after the

failure of the same 12 sites as in Section 6.2, one at a time. For each specific site we study, in addition

to using 10,000 targets that are not routed to the site by anycast (§6.2), we select another 10,000

targets that are routed to it by anycast because anycast directs roughly half of all clients to optimal

sites (§2.3.2).

When studying a technique, we fail each site one at a time and measure failover properties. Before

failure, we announce a prefix from the primary site. For this availability evaluation, we do not use

capacity-aware backup configurations, which we instead evaluate separately in Section 6.4. For
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Fig. 3. (a) While requiring reconfiguration at only 1 site, SelectiveReactiveAnycast achieves similar availabil-

ity to ReactiveAnycast with much more stable configuration. (b) SelectiveProactiveDeprefer(localpref)

achieves faster convergence (failover) than SelectiveProactiveDeprefer(prepend). ProactiveSuperprefix has

much slower reconnection time than the other proactive backup techniques. (c) SelectiveProactiveDeprefer-

(localpref) and SelectiveReactiveAnycast achieve similar reconnection and failover time to anycast. Uni-

cast+DNS has a wide range of failover times across applications and OSes, with median slower than others.

ProactiveSuperprefix (§4.1), we announce a covering prefix at all other backup sites. For Selec-

tiveProactiveDeprefer, we test with two variants: (1) prepending or (2) adding “set localpref”
BGP communities. We announce (depreferred) backup routes from all sites but only to providers of

the primary site. With these proactive backup announcements in place, we emulate a failure at the

primary site by withdrawing its announcement. After the failure, for SelectiveReactiveAnycast,

we select a single backup site that shares the most providers with the failed site and announce

backup routes to the shared providers (§4.3). (We conduct experiments using different sets of backup

sites and find similar results in Appendix B.1.) We then probe all targets every ≈1 s for ≈600 s. We

measure from the current site’s prefix, and responses are either routed to some backup sites or lost

as a result of BGP convergence.

6.3.2 Reconnection and failover time. In addition to the availability metric in Definition 3, we

define two more metrics for each target (client). Reconnection time is the delay between the onset of

failure until the first response is received at any site. After the first response, a target may continue

to experience periods of unreachability and/or be routed to one or multiple other sites before its

route converges and settles on a site. Hence we also define failover time as the delay between the

onset of failure and the first response from the target after which the target routes to a single fixed

site. The reconnection time serves as the lower bound to restore the service, and failover time

serves as a conservative upper bound for the time to restore connectivity.

6.3.3 Results. Reactive failover. Figure 3(a) shows the reconnection time and failover time for

SelectiveReactiveAnycast using only one backup site, ReactiveAnycast using all backup sites,

and anycast using all sites. Using one backup site yields nearly the same reconnection time as

using all sites—only 1s longer at the median and 2s longer at the tail—and slightly reduces the

failover time by 2s at the median (measurements taken at 1 probe per second). The slight increase

in reconnection time occurs because the backup route is only propagating from a single source,

so takes longer to reach some networks. However, with only one backup route, routing decisions

rarely “bounce” once the route is learned, and so reconnection time and failover time are usually

the same, leading to the failover improvement. Overall SelectiveReactiveAnycast offers similar

availability (99%, Table 1) to ReactiveAnycast, with much smaller blast radius and better stability.

Proactive failover. Figure 3(b) shows the reconnection time and failover time for three proactive

failover techniques and anycast, using all backup sites. First, ProactiveSuperprefix has much

longer reconnection and failover times than anycast (§4.1), confirming that super-prefix-failover has
availability issues (§3.2). Second, both SelectiveProactiveDeprefer variants achieve reconnection
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time similar to anycast (≈2s at median), showing that limiting announcements to shared BGP neigh-

bors preserves availability and improves control significantly (§6.2). SelectiveProactiveDeprefer-

(localpref) also improves failover time compared to SelectiveProactiveDeprefer(prepend) and

achieves a failover time similar to anycast, as it achieves faster route convergence by offering non-

prepended backup routes (like in anycast) (see discussions in Section 4.2). In practice, the availability

of SelectiveProactiveDeprefer likely matches SelectiveProactiveDeprefer(localpref) in

most cases, since cloud sites often connect to tier-1 networks that support communities. Table 1

shows the availability of each technique. The availability of SelectiveProactiveDeprefer is 97%,

but the availability of ProactiveSuperprefix is much lower, at 38%. Appendix B.1 shows that

high-availability failover can be provided by any of the top three backup sites that share the most

providers and peers with the primary site, enabling flexible backup configuration.

Comparison to existing techniques. Figure 3(c) compares the techniques introduced in this work

(SelectiveProactiveDeprefer(localpref) and SelectiveReactiveAnycast) to today’s domi-

nant techniques (anycast and unicast with DNS redirection). We estimate the reconnection time

for unicast based on applications’ DNS behavior during failure, showing the range across ap-

plications and OSes (see Appendix A.2). Both techniques achieve similar availability to anycast.

SelectiveProactiveDeprefer(localpref) retains full stability and achieves almost the same

control of unicast. SelectiveReactiveAnycast retains the full control of unicast at the cost of

reconfiguring a small number of sites after failure.

6.4 Balancing Load During Failure
Our evaluation shows that anycast failover overloads sites following 90% of site failures, with 0.4×
overload rate at median and 1× overload at 90th percentile, while our bin-packing approach leads

to less than 0.01× overload in 75% site failures and ≈0.1× overload at the 90th percentile (§6.4.4).

6.4.1 Assigning load and capacity of sites. To meaningfully evaluate load control after failure, we

need to assign reasonable site capacities and network traffic volumes that reflect interconnectivity

and routing. Since we lack production traces, we assign client traffic and site capacities based on the

intuition that traffic, capacity, and interconnectivity tend to increase with the number of users. We

assign each network traffic proportional to its user population (estimated by APNIC [4]). We split

the population evenly across all responsive ISI hitlist targets within the network and use all targets

in our evaluation to maximize coverage (since the measurements can be run at a slow rate, loss is

no longer a concern). We run all failure scenarios twice, using different approaches to assigning

site capacity. In one, we assign targets to the site they are routed to by anycast. In the other, we

assign them to their lowest latency site. For both approaches, we compute each site’s site load as

the sum of the APNIC user population contributed by its assigned targets.

Our approaches assign higher load to sites with higher connectivity in more populous regions.

For example, with the first approach, Tokyo attracts 14% of the global load and Melbourne attracts

1% of the global load. Sites have large differences in their load assignments due to Vultr’s small

presence in APAC relative to the Internet population there. We apply other ways of assigning traffic

volumes to users and capacities to sites in Appendix B.2 and find that our key takeaways still hold.

We assign each site headroom capacity of 40% of its normal load, which is similar to the headroom

we were informed of by operators at multiple clouds. For example, Tokyo attracts 14% of global

load and thus has headroom for an additional 14% × 40% = 5.6% of global load. Appendix B.2

varies the site’s headroom with diurnal patterns and shows that our technique still works well.

6.4.2 Simulating Different Clouds. To test our techniques with varying routing dynamics, we

subsample our sites to create 21 additional “sub-clouds”, each including all sites except 2. For each

sub-cloud, we remove two of the seven largest capacity sites from the set of all sites. Removing any
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Fig. 4. Anycast causes overload after >90% site fail-

ures (often severely), while our capacity-aware con-

figuration only leads to overload after <40% of fail-

ures. When overload occurs, capacity-aware config-

urations achieve a much lower overload (0.01 at P75

and 0.1 at P90).

Fig. 5. After a site fails, load on backups using anycast

(left) vs. our capacity-aware configurations (right). Ca-

pacity and load are shown as % of global load. For most

failures, anycast failover overloads some backup sites,

while our configurations cause little overload.

of them causes large changes in routing and hence large changes in the capacity we assign to other

sites, making the scenarios we evaluate more diverse. We exclude a few scenarios, when (1) the

failover load of a single large site exceeds the total spare capacity of all others, or (2) there exists

a provider with so much anticipated load that, even if the load is split evenly across 16 prefixes,

backup sites do not have enough headroom to partition the load from the prefixes (§5.3).

6.4.3 Simulating Failures. For a sub-cloud, we compute capacity-aware configurations for sites

whose load cannot be absorbed by a single site. When our approach needs to assign multiple prefixes

(§5), we assume traffic is split evenly across them before failure for simplicity. We then announce

prefix(es) at backup sites to specific providers according to the capacity-aware configuration (§5),

probe clients, and measure failover load on each site.

6.4.4 Results. We compare the load control of our techniques to anycast failover by emulating

more than 150 site failures in the original cloud and 21 sub-clouds. 4For each failed site f , we
compute two metrics: the maximum overloading rate among all backup sites (maxs overload

(
s, f

)
)

and the sum of overloading rates among all backup sites (

∑
s overload

(
s, f

)
) (see Definition 2 in

Section 3.1). Figure 4 plots the CDF of these two metrics across all site failures. The two metrics

are closely overlapped because, in most site failures, at most one site is overloaded. The capacity-

aware configuration causes less than 0.01× overload at the 75th percentile and ≈ 0.1× at the 90th

percentile. Comparatively, anycast causes 0.4× overload at median and 1× overload at the 90th

percentile. Over all failure scenarios, our technique achieves 95% failoverControl (see Definition 2).

Figure 5 visualizes the total site load (including its normal and failover load) on the y-axis and site

capacity on the x-axis for each backup site used in our evaluation. Following the capacity-aware

configuration, most backup sites receive load below or slightly above their capacities, while anycast

causes much more severe overloads. To further reduce overload, operators can leave extra headroom

when computing the capacity-aware configuration. If a site has x% unused capacity, the operator

can feed

(
x − 𝛿

)
% unused capacity to our technique’s input. This may use more sites but adds a

buffer to absorb routing uncertainty. We validate its efficacy in Appendix B.2.

6.5 Evaluation Summary: Establishing the Pareto Frontier
Table 1 compares our techniques and existing universal techniques. Compared to unicast, by

sacrificing a small amount of control (<1%) with SelectiveProactiveDeprefer or a small amount

of configuration stability (6%) with SelectiveReactiveAnycast, one can achieve much faster

failover, similar to anycast’s but without anycast’s load control problems. If those sacrifices are

unacceptable, ProactiveSuperprefix guarantees full control and stability, while achieving faster
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failover than unicast (but slower than anycast and our other techniques). In combination, our

techniques push what is achievable close to the (impossible) ideal (§3).

7 Related Work

Cloud redirection. Much prior work studied the performance and pitfalls of clouds through

the lens of DNS and anycast. DNS TTL violations and non-compliant resolvers have long been

a challenge for DNS-based clouds [2, 34, 46] to fail-over quickly. Anycast lacks this problem and

performs well most of the time [13, 35] but lack of control can lead to performance and load

management problems. Work from Akamai showed how DNS can map clients to a nearby site [15].

Our preliminary work proposed initial hybrid techniques combining the strengths of anycast

and DNS redirection [70]. We extend that work in this paper via our demonstration that tradeoffs

are inevitable (§3), our techniques that achieve better tradeoffs (§4.2, §4.3) and control failover load

(§5), and our cloud-scale comparison between our techniques and prior ones (§6).

Stability. Google’s study of failures and their impact argues for low risk operations [28]. Azure

has published guidelines for safe deployment practices [54].

Routing and BGP. Prior work found that withdrawals tend to take longer than announcements to

converge, with a median of 170 seconds [40]. We used this insight to refine our improvements over

existing work. Prior work observed that anycast failover completes within 20 seconds for many

clients [7], and our techniques leverage this fast failover. Other work assesses loss during route

changes [63], which we also consider in our evaluation.

Load balancing. FastRoute uses DNS to steer traffic from overloaded anycast sites to datacenters

[22], sacrificing valuable WAN capacity to make up for anycast’s lack of control. The approach

relies on DNS to shed load, which does not apply to our problem of enabling safe failover even

before DNS is re-queried. Regional IP anycast, an approach to advertise a unique IP anycast prefix

for sites in the same geographic region, has been deployed by several clouds, allowing them to

assign client requests to a region [14, 30, 44, 69], but each region suffers the same problems intrinsic

to anycast. Prior work also identified that anycast’s loss of control causes overload and proposed a

non-universal cloud architecture based on ISP-CDN collaboration [24].

TIPSY mitigates ingress congestion on specific peer links by predicting traffic shifts if specific

routes are withdrawn and then withdrawing routes that will not lead to congestion on other links

to “shift” traffic off the congested link [45]. Our problem requires fast rerouting after site failure,
while minimizing BGP reconfiguration to preserve stability (§5). It is unclear how well TIPSY can

predict where traffic will go when an entire site goes offline, how many BGP reconfigurations will

be needed to restore availability, and how long that will take.

8 Conclusion

A New Pareto Frontier: We demonstrated the tension between availability, control, and BGP

configuration stability—any universal Internet routing technique has to compromise on at least

one goal. We introduced new techniques that achieve better tradeoffs than existing techniques.

Depending on which goal a cloud is willing to slightly sacrifice, it can use one of our techniques to

do well on that goal while optimizing the other two goals, allowing it to offer reliable, performant

services with safer day-to-day operation.
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A Additional Analysis of Existing Techniques
A.1 Anycast Control
In Section 2.3 and Section 3.1, we point out that anycast has low control. To demonstrate this and

motivate the need for new techniques we present (§4), we measure anycast’s loss of control (and

performance) for Vultr, the cloud provider we use for experiments throughout this paper, relative

to a common goal of routing clients to the lowest latency site. We use 28 Vultr sites globally, each

connected to 3-5 transit providers and dozens to hundreds of peers. In ISI’s hitlist [39], we identify

≈3.6M responsive addresses in 65K ASes. For each, we measure unicast and anycast round-trip

latency by announcing from sites and pinging the addresses. Figure 6 presents the CDF of anycast

inflation across all responsive addresses. Anycast inflation is computed as the latency difference

between the anycast site and the lowest-latency unicast site. We find that for half of the targets

anycast performs worse than unicast, with more than 100ms additional delay at the 90th percentile.

A.2 DNS-based failover is slow, hurting availability
To evaluate how quickly DNS can redirect client traffic after a site failure, we analyze DNS behaviour

for several globally popular applications (according to Sandvine [55]), blocking IP addresses to

emulate failures. We categorize applications into those returning single versus multiple IP addresses

in DNS A responses. For single-IP applications (e.g., Facebook, Twitch), we measure the delay before

the application sends a new DNS query after that IP address is blocked. For multi-IP applications

(e.g., Netflix, YouTube), we measure the delay before the application switches to a different IP

address after the active one is blocked. We test with various browsers, applications and OSes.

We find variability in DNS behaviours across OSes and applications. For single-IP applications,

MacOS waits ~75 seconds before it issues a new DNS query, and Windows waits 22-100 seconds.

In addition, issuing a new DNS query does not guarantee new responses as resolvers may return

Proc. ACM Netw., Vol. 3, No. CoNEXT4, Article 28. Publication date: December 2025.

https://www.arelion.com/our-network/bgp-routing/bgp-communities
https://www.arelion.com/our-network/bgp-routing/bgp-communities
https://www.vultr.com/features/bgp/


28:22 Jiangchen Zhu et al.

0 50 100 150 200 250 300
RTT(anycast) - RTT(best) (ms)

0.0

0.2

0.4

0.6

0.8

1.0

CD
F 

ac
ro

ss
 re

sp
on

siv
e 

IP
 a

dd
re

se
ss

Fig. 6. Anycast inflation in an anycast deployment

in Vultr. Anycast inflates the latency on half of the

clients. At the 90th percentile, latency is inflated by

100ms.
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Fig. 7. Reconnection time of SelectiveReactiveAny-

cast using different single backup sites for the Ban-

galore failed site. Backup sites sharing a high number

of providers and peers with Bangalore achieve high

availability comparable to anycast, whereas sites

sharing fewer providers and peers can lead to lower

availability.

cached results, further delaying failover. For multi-IP applications, macOS and iOS clients retry after

about 100 ms, while Windows clients typically wait around 22 seconds, although some applications,

like Google Chrome, may delay retries for up to 130 seconds. We take the delay between failure and

an application’s use of new IP addresses, assume equal users across the applications, and use this

data to generate our estimate of reconnection and failover time for DNS-based failover in Figure 3.

Though limited in scale, these results likely generalize to many applications and users of a cloud,

as some popular applications and major operating systems consistently take more than a minute

to either resend DNS queries or switch to backup IP addresses. Changing this behaviour requires

widespread updates to client OSes, browsers, and applications, and is thus unlikely to happen in the

near future. To summarize, DNS-based failover can take minutes, causing low availability (§2.2).

B Additional Details for Evaluation
B.1 Additional evaluation of availability
Section 6.3 evaluates the availability of our techniques, using either all backup sites or one backup

site that shares the most number of providers and peers. We conduct additional experiments using

different backup sites. We find that the top three backup sites, ranked by their number of shared

providers and peers, all provide high-availability single-site backup options, providing a cloud with

flexibility in configuring backups.

Similar to Section 6.3.1, we evaluate availability with the same targets under 6 different site failure

scenarios (located in Singapore, Tokyo, Bangalore, Amsterdam, Paris, and Seattle), one at a time.

For each of the top three backup sites per failed site, we evaluate both SelectiveReactiveAnycast

and SelectiveProactiveDeprefer using that one backup site. The top three sites always provide

high availability comparable to anycast when they serve as the backup site individually. On the

other hand, low-ranked sites, with fewer or no providers and peers in common with the failed site,

can sometimes lead to inflated reconnection and failover times.

We present a case study of a site failure at Bangalore. Figure 7 presents the reconnection time of

SelectiveReactiveAnycast when using each of the top three sites ranked by their numbers of

shared providers and peers as backup sites individually. It also presents the reconnection time when

using a bottom-ranked site (which shares no common provider and few peers with the Bangalore

site) as the backup site and anycast. We observe that using sites with shared providers and peers

achieves short reconnection time (≈2 s at the median), but using sites with few shared providers

and peers causes a very long reconnection time (over 100 s at the median).

This validates that using backup sites with sufficient shared providers preserves availability,

which gives flexibility in configuring the backup routes.
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B.2 Additional evaluation of load control
In Section 6.4.1, we evaluate with load assignments assuming that each site has a fixed load in normal

operation. In practice, backup sites’ load can be dynamic. Their loads at the time of a site failure

depends on factors including their timezones relative to the failed site. To begin understanding

how dynamic load impacts our ability to recover from a failure without overloading other sites, we

assign site load in a way that takes diurnal load patterns into account because, at the time of failure,

many sites may operate in off-peak times and have most of their capacity unused. We still assume

each site is overprovisioned by 40% based on its peak traffic, and the peak traffic is assigned based

on its site population. But a site has higher fractions of capacity unused at non-peak hours in a day,

based on diurnal patterns observed in a real CDN [16]. When a specific site fails, we assume it is at

its peak time (so the amount of its failover traffic is maximum) and compute the free capacity at

other backup sites based on their time zones. For example, when the Tokyo site fails, we assume it

is at the peak time, so another site nearby, such as Seoul, is also at peak time so has 40/(100+40) of

its total capacity left to absorb failover traffic, while a site in a very distant timezone, such as Los

Angeles, may have 90% of its capacity free. We also experiment by assuming that the failed site is

at off-peak times and find that the capacity-aware configuration for its peak time can always work.

The left graph in Figure 8 presents the results. In most failure scenarios, our technique achieves

little or no overloading on sites, similar to our evaluation with fixed site load (Fig. 5). However, we

note that with diurnal-pattern load assignment, backup sites tend to receive loads that are much

lower than their capacity, because they are very likely to operate in their off-peak times.

In Section 6.4.1, we observe that sites have large differences in their load assignments (e.g., 14%

vs. 1%) due to Vultr’s small presence in APAC relative to the Internet population there. The load

difference is an effect of our generation of load numbers based on population and our lack of

knowledge about the cloud’s real load. However, a cloud may have more even load distribution

across its sites. So, to simulate another cloud with smaller differences between sites’ load, we apply

a sublinear function (square root) to the site population (§6.4.1) and assign load of each site in

proportion to the function value. The right graph in Figure 8 shows the results. Similar to our

evaluation with load assignment in Section 6.4.1 (Fig. 5), our technique reduces overload. The sites’

capacities are much closer to each other due to the use of a sublinear function.

We summarize that our load control technique works for varied or dynamic load assignments,

not just one assignment (§6.4.1). This suggests that it will likely work for real cloud deployments.

Fig. 8. Our load control technique achieves similar

overload rates despite using a different load assign-

ment than Section 6.4.1.

Fig. 9. Load control is improved with additional

headroom reserved. Fewer sites are overloaded.

Although our approach avoids overloading most sites, sometimes clients arrive via a different

provider than we predict and hence arrive at a different site than we assign—in other words, our

model of routing preferences was incorrect, and so our bin packing solution was based on incorrect

input. To guard against this type of overloading, an operator can reserve additional headroom
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on backup sites when computing the capacity-aware configuration. We conduct experiments by

setting a 50% overprovisioning rate on sites but only allowing the bin packing to use up to 80% of

the free capacity of each site, reserving the rest to accommodate for inaccuracy. Figure 9 shows the

result. The left one shows the sites’ loads when the bin packing solver leaves additional capacity,

and the right one shows the sites’ loads when fully utilizing their capacity. We find that leaving

some extra headroom at each site reduces chances of overload while slightly increasing the median

number of backup sites from 3 to 4.

C Optimization problem for capacity-aware configuration
Section 5 introduces our approach to load control after failure at a high level. Below we detail how

we formulate it as a bin packing optimization problem with constraints to reflect the underlying

BGP routing. For simplicity, here we assume that there is only one prefix for the failover and that

cloud can always assign a client network to a provider with certainty. We will address later how to

modify the inputs to allow optimization for multiple failover prefixes and clients with uncertainty

in their provider preference.

Formulation of the optimization problem. Table 2 shows the inputs and outputs for the

optimization problem. The optimization objective is to minimize

∑
s ys (the number of backup sites),

subject to the following constraints.

(1) ∀c ∈ C,
∑

p
∑

s xcp · tps = 1.

If xcp · tps = 1, it implies that the client network c fails over to site s through provider p. The
constraint means that each client network is assigned to one provider, and each provider is

assigned to one site.

(2) ∀s ∈ S,
∑

c
∑

p xcp · tps · vc ≤ bs · ys
The constraint means that each site receives traffic volume that does not exceed its free capacity.

It also implies that if site s receives non-zero traffic, then ys must be 1 (otherwise the right hand

side is 0 while the left hand side is greater than 0).

(3) ∀p ∈ P ,
∑

s tps ≤ 1

The constraint means that we will assign a provider’s traffic to at most one site.

(4) ∀c ∈ C, ∀p ∉ Pc , xcp = 0

The constraint means that a client network c should only fail over through a provider in its

preferred provider set Pc .
(5) ∀p ∈ P ,∀s ∉ Sp, tps = 0

The constraint means that we could only assign a provider’s traffic to a site if the provider is

connected to that site.

Inputs

c,C c: a client network, C: the set of client networks

vc The traffic volume from client network c

s, S s: a backup site, S: the set of backup sites.

bs The free capacity of site s

p, P
p: a provider, P : the set of providers on the

failed site

Sp The set of sites that provider p connects to

Pc
The set of providers preferred by client network c

Cloud can assign c to one of them.

Outputs

xcp
Binary xcp = 1 iff client network c is assigned

to ingress through provider p

tps
Binary tps = 1 iff provider p is assigned to send

failover traffic to site s

ys Binary ys = 1 iff site s receives failover traffic

Table 2. Notations for optimization problem
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Procedure of finding capacity-aware configuration. We start by using one prefix, and

increase if no provider-to-site assignment can be found. When using multiple prefixes (say k), we
modify the inputs to the algorithm in the following way. For each provider network p, we create k
(virtual) provider networks, where each connects to the same sites that p connects to (Sp). For each
client network c, we create k (virtual) client networks with the same preferred providers as c (Pc)
but replace them with the corresponding virtual providers. For example, if a client network prefers

provider NTT, then its ith virtual client network prefers the corresponding ith virtual provider NTT.

Finally, each virtual client network shares 1k of the original traffic volume vc . This modification

essentially allows the algorithm to potentially split a client network across different providers as

well as assign a provider to different sites on a per-prefix basis. We then iterate through all possible

provider groupings (§5). In each iteration, we apply conservative headroom reservation (§5) for

those clients that we are uncertain which group of providers they will reach the cloud through by

creating (virtual) duplicates of such clients, each having a fixed preference towards one group of

providers. We then solve the optimization problem using Google’s OR-Tools [27] to assign a client

to a provider (group). At the end of iterations, we pick the provider grouping that minimizes the

number of backup sites.

D Ethics
Our probing (§6) followswell-established ethical measurement practices. Our probe packets included

a web link to opt out, but no one opted out. We probed at a low rate (<100B/s per target). Our work

raises no other ethical concerns.
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